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[Ipuka3z ®Cb Poccun ot 10 uronsg 2014 r. N 378 "O6 yrBepxkaenun CocraBa U cofepaHus
OpPraHU3AIMOHHBIX U TEXHUYECKUX MEp MO 00eCeueHnI0 0€30IaCHOCTH MEPCOHANBHBIX JAHHBIX ITPU UX
00paboTke B MH(DOPMAITMOHHBIX CUCTEMAX MEPCOHATBHBIX JJAHHBIX C UCIIOJIB30BAHUEM CPEICTB
KpUNTOrpaguueckoil 3anuThl HHGOpMaIUU, HEOOXOAUMBIX JJIS BHITOJIHEHHS YCTAaHOBIECHHBIX
[IpaButenbcTBoM Poccuiickoit denepaniuu TpeOOBaHM K 3alIMTE TEPCOHAIIBHBIX IAHHBIX JIJIS1 KaXKJI0TO U3
YpOBHEM 3alIUIIIEHHOCTH"

B cootBerctBuM ¢ yacthio 4 cratbu 19 denepanbHoro 3akoHa ot 27 utong 2006 r. N 152-d3 "O
NEPCOHAIBHBIX JaHHBIX "™ MPUKa3bIBAIO

yTBEpAuTh npuiaraemsele CocTaB M coJAepKaHME OPraHU3alUOHHBIX M TEXHUYECKMX MEp IO
oOecrieyeHn0 0€30MaCHOCTH MEPCOHATBHBIX JAHHBIX MPH UX 00paboTKe B MH(OPMAIIMOHHBIX CHCTEMAax
HEPCOHANBHBIX JAHHBIX C HCIHOJB30BAHUEM CPEACTB KpHUNTOrpaguueckod 3amuThl HHGOpPMAIUH,
HEOOXOIUMBIX ISl BHIIOJHEHUS ycTaHOBIEHHbIX [IpaBuTenscTBoM Poccuiickoit @enepanun TpedboBanunii K
3alUTE NEPCOHAIBHBIX JAHHBIX I KayKIOTO U3 YPOBHEH 3aIMILEHHOCTH.

Jupextop A. bopTHUKOB

3apeructpupoBano B Muntocte PO 18 aBrycra 2014 1.
Peructpanumonsnsiit N 33620

* CobOpanue 3akoHoaarenbcTBa Poccuiickoit @eneparnuu, 2006, N 31 (u. I), ct. 3451; 2009, N 48,
cT. 5716, N 52 (u. I), cT. 6439; 2010, N 27, ct. 3407; N 31, cT. 4173, cT. 4196; N 49, c1. 6409; N 52 (u. 1),
cT. 6974; 2011, N 23, ct. 3263; N 31, ct. 4701; 2013, N 14, ct. 1651; N 30 (u. 1), cT. 4038.

IIpunoxenune

K npukasy PegepaabHOU
cJ1yk0b1 0e3onacHoctu PO
ot 10 uross 2014 r. N 378

CocraB u comepkaHue
OPraHM3alOHHBIX M TEXHUYECKUX Mep N0 o0ecneYyeHnI0 0e30I1aCHOCTH NMePCOHAIBHBIX JAHHBIX NIPH
uX 00padoTke B HH(POPMALMOHHBIX CHCTEMAX MePCOHAJBHBIX TAHHBIX € MCNOJIb30BAHUEM CPEICTB
Kpunrorpagpuyeckou 3ammThl HHGOPMANNK, HEOOXOAMMBIX /151 BHINOJHEHHS YCTAHOBJICHHbBIX
IIpaBurenscTtBoM Poccuiickoit @eaepannu Tpe0OOBAHUM K 3alIMTE MEPCOHAIBHBIX JAHHBIX /I
KA/A0I0 U3 YPOBHEH 3a1MIIEHHOCTH

1. O01mue mos10keHUA

1. Hacrosmumii JOKyMEHT ONPEAEIIAET COCTaB U COAEPKAHUE OPraHU3AL[MOHHBIX U TEXHUYECKUX MEP
1o obecrneyeHno 0e30MaCHOCTH MEPCOHANBHBIX TaHHBIX MPU UX 00paboTKe B UH(POPMAIIMOHHBIX CUCTEMaX
NEepCOHANBHBIX JaHHBIX (Hajee - MH(POpPMAIMOHHAs CHCTEMa) C HCIOJIb30BaHUEM CPENCTB
kpuntorpadpuueckoit 3ammtel uHpopManuu (nanee - CK3U), HeoOXOIMMBIX IS BBIIOJHEHUS
yctaHoBieHHbIX [IpaBuTenscTBoM Poccuiickoit @eaepannn TpeOoBaHNI K 3alIUTE NEPCOHATBHBIX JAaHHBIX
JUTSL KaXKI0T0 U3 YPOBHEW 3allMILEHHOCTH.

2. Hacrosamwmii JOKyMeHT MpeAHa3HavYeH s onepaTopoB, ncnois3yonmx CK3U mis obecrieuenus
0€30MacHOCTH TIEPCOHATBHBIX JaHHBIX IPH KX 00pabO0TKe B MH(DOPMAITMOHHBIX CUCTEMAX.

3. [IpumeHeHre OpraHu3alMOHHBIX M TEXHUYECKUX MEP, ONPEACIECHHBIX B HACTOSIIEM JOKYMEHTE,
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obecrnevnBaeT ornepaTop ¢ y4eToM TpeOOBaHMA IKCIUTyaTaIllMOHHBIX JokyMeHToB Ha CK3U, ncnonb3yembie
JUIst o0ecriedyeHus: 0e30MaCHOCTH MEPCOHANBHBIX IAHHBIX MTPH UX 00paboTKe B UH(POPMALIMOHHBIX CUCTEMAX.
4. Dxcmnyaraus CK3U qomkHa ocyliecTBIsTECSA B cCOOTBETCTBUM ¢ AokymeHTanuend Ha CK3U u
TpeOOBaHUSIMU, YCTAHOBIIEHHBIMM B HACTOSIIIEM JOKYMEHTE, a TakkKe B COOTBETCTBHH C HHBIMU
HOPMATHUBHBIMH ITPABOBBIMU aKTaMU, PETYIHPYIOIIMMH OTHOIICHHS B COOTBETCTBYIOIICH 00JIaCTH.

I1. CocTaB u coep:kaHue OPraHNU3ANMOHHBIX M TEXHUYECKHX MepP, He00X0AMMBbIX /IJIsl BHITIOJIHEHUSA
ycranoByeHHbIX [IpaButenscTtBoM Poccuiickoii @egepaunu TpedoBaHUM K 3alIMTE NEPCOHATBHBIX
JAHHBIX JJ151 4 YPOBHS 3alIIUIIEHHOCTH

5. B cootBercTBUM ¢ myHkTOM |3 TpeGoBaHuii K 3alIUTe MEPCOHAIBHBIX TaHHBIX IPU UX 00paboTKe
B MH(GOPMALIMOHHBIX CUCTEMaX MEePCOHAIBHBIX JIaHHBIX, YTBEP)KICHHBIX ITocTaHOBIeHNeM [IpaBuTenbcTBa
Poccuiickoit ®@eneparun ot 1 HosiOpst 2012 1. N 1119* (nmanee - TpeGoBaHusl K 3alIUTe MEPCOHATBHBIX
JaHHBIX), [UId oOecrieyeHUs 4 ypOBHs 3alllMIIEHHOCTH IEPCOHAJIBHBIX JTaHHBIX IpPU MX 00paboTKe B
MH(POPMALMOHHBIX CHCTEMaX HEOOXOIMMO BBIITOJHEHHE CIICAYIOMINX TPeOOBaHUM:

a) OopraHuzanus pexuma obOecriedeHuss O€30IaCHOCTH IIOMEUICHUH, B KOTOPBIX pa3MelleHa
UH(POPMALMOHHAS CHCTEMA, NPEMSATCTBYIOMIETO BO3MOXXHOCTH HEKOHTPOJIMPYEMOTO MTPOHUKHOBEHUS HITH
npeObIBaHUS B 3THX MOMEILEHUX JIML, HE UMEIOIUX IPaBa JA0CTyMa B 3TH NOMELICHHUS;

0) oOecrnieueHre COXPAaHHOCTH HOCUTENIEH NEPCOHATBHBIX JAHHBIX;

B) YTBEpXKJIEHHE PYKOBOJIUTENIEM OIlepaTopa JOKYMEHTa, ONPEAEISIOIIEro epedeHb JIUL, JOCTYI
KOTOPBIX K IMEPCOHAJIBHBIM JaHHBIM, 00pabaTeiBaeMbIM B WH(MOPMAIIMOHHON CHCTEME, HEOOXOIUM st
BBITMIOJTHEHHS] UMU CITYEOHBIX (TPYIOBBIX) 00S3aHHOCTEHH;

') UCIIOJIb30BAHUE CPEACTB 3aIUTHl HHPOPMAIUH, TPOLIEAIINX TPOLEAYPY OLUEHKH COOTBETCTBUS
TpeOoBaHUSAM 3aKoHonaTenbcTBa Poccuiickoit ®Penepaunn B oOmactu oOecrneyeHHs O€30MaCHOCTH
uH(popMalny, B cilydae, KOTJla IPUMEHEHUE TaKUX CPEICTB HEOOXOIMMO /ISl HEMTpanu3aly akTyalbHbIX
yrpos3.

6. [{nst BeImonHEeHUs TpeOOBAaHUS, YKa3aHHOIO B IO/ANYHKTE "a" MyHKTa 5 HACTOSIIETO JOKyMEHTAa,
HeoOXoauMo  oOecrieyeHHe  pexHuMa, MPENsITCTBYIOIIEr0  BO3MOXKHOCTH — HEKOHTPOJIMPYEMOIO
IIPOHUKHOBEHUS UIU NPeObIBaHUS B TOMEILEHUSX, Te pa3MenieHsl ucnonb3dyemble CK3U, xpanstes CK3U
U (WIM) HOCUTENW KIIOYeBOM, ayreHTuduuupyromeil u naponsHoi uHpopmanuu CK3U (nanee -
[Tomemienus), mun, He UMEIOLIUX MTpaBa Joctyna B [loMerienus, KOTopoe JOCTUTAEeTCs TyTEM:

a) ocHaieHus [TomeneHnit BXOHBIMU ABEPHMU C 3aMKaMH, 00eCIeueHHs TOCTOSHHOTO 3aKpPbITHs
neepeil [lomemnenuii Ha 3aMOK M MX OTKPBITHUS TOJBKO JUISl CAaHKIMOHMPOBAHHOI'O MPOXOJAA, a TaKkKe
onevateiBaHus [lomemieHnii 1o OKOHYaHWM paboyero JaHA WM obopynoBaHue Ilomerenuit
COOTBETCTBYIOIIMMU TEXHUYECKHUMH YCTPOMCTBAMH, CUTHAJIM3UPYIOIIMMU O HECAHKIIMOHUPOBAHHOM
BCKpbITHM [loMeennit;

0) yrBepxkacHHUS TpaBui jgoctyna B [lomemeHuss B pabouee W Hepabodee Bpems, a TakKe B
HEIITaTHBIX CUTYalUsX;

B) YTBEPKJIEHUS NIEpEYHS JIML, UMEIOIINX MpaBo aocTymna B [lomenienus.

7. 175 BBIMOJIHEHUS TpEOOBaHMsI, YKa3aHHOTO B MOANYHKTE "0" MyHKTa 5 HACTOAILIETO TOKyMEHTa,
HEO0XOaNMO:

a) OCYILECTBIIATh XPAaHEHUE CHEMHBIX MAIIMHHBIX HOCUTENEH NMepcoHaIbHBIX JaHHBIX B ceidax
(MeTtammuyeckux mKadax), o00OpyAOBaHHBIX BHYTPECHHUMH 3aMKaMU C JABYMSI WM Oojee MyOJIMKaTaMu
KJIF04el ¥ MPUCIIOCOOICHUAME JUTS OTIeYaThIBaHUS 3AMOYHBIX CKBaXKHH WJIM KOJIOBBIMH 3aMKaMu. B ciydae
€CJIM Ha CheMHOM MAaIllMHHOM HOCHTEJE MEPCOHATBHBIX JAaHHBIX XPAHITCS TOJIbKO MEPCOHAbHBIE TaHHbIE
B 3amm@poBaHHOM ¢ ucnoiab3zoBanueM CK3U Buze, nomyckaercs XpaHeHHE TaKUX HOCUTENel BHE cerihoB
(MeTammuyeckux mKadoB);

0) OCYIIECTBIIATH MOAK3EMIUIAPHBIN YU4eT MAITMHHBIX HOCUTENEH MepCoOHabHBIX JaHHbBIX, KOTOPBIN
JOCTUTAETCA IIyTEM BEICHMS >KypHalla ydeTa HOCHUTEIEH NEPCOHAIBHBIX IAHHBIX C HMCIOJIb30BAHHEM
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pEerucTpaloHHBIX (3aBOJICKHX) HOMEPOB.

8. Jlns1 BBITTOJTHEHUST TPEOOBAHMS, YKA3aHHOTO B TI0/IMTyHKTe "B" MyHKTa 5 HACTOSAIIEr0 JOKYMEHTA,
HE00X0IUMO:

a) pa3paboTaTth M YTBEPAUTH NOKYMEHT, ONPECNSIONINNA MepedyeHb JHIl, JOCTYI KOTOPBIX K
NEPCOHANBHBIM JTaHHBIM, 00pabaThiBaeMbIM B MH(OPMAIIMOHHON CHCTEME, HEOOXOAMM IS BBITOJTHEHUS
UMH CITY)KEOHBIX (TPYIOBBIX) 00sI3aHHOCTEN;

0) moaaep)KUBaTh B aKTyaJlbHOM COCTOSIHUM JOKYMEHT, OIPEIEISIIOIIMM MepeueHb JINL, AOCTYII
KOTOPBIX K MEPCOHAIbHBIM JaHHBIM, 00padaThiBa€MbIM B MH(OPMALMOHHOW CHUCTEME, HEOOXOIuM Ui
BBITIOJIHEHHS] UMU CITYKEOHBIX (TPYIOBBIX) 0053aHHOCTEH.

9. Jlns BeIMOSHEHUS TpeOOBaHUA, YKa3aHHOTO B MMONYHKTE "T" MyHKTa 5 HACTOSIIETO JTOKYMEHTA,
HEOOX0UMO JUIS KaKJOT0 W3 YPOBHEW 3allUIIEHHOCTH MEepPCOHAIBHBIX AaHHBIX Hpumenenne CK3U
COOTBETCTBYIOILIETO KJacca, MO3BOJIAIOIMIMX oOecrnednBaTh O€30MacHOCTh MEPCOHANBHBIX NaHHBIX MpU
pean3alyy eJIeHapaBIeHHBIX JEHCTBUI C HCIIOJIB30BaHUEM alllIapATHBIX U (UJIM) IPOrPaMMHBIX CPEJICTB
C uenblo HapyuieHus 6ezonacHocty 3amuiiaeMbix CK3U nepcoHanbHbIX TaHHBIX UM CO3JAHHS YCIOBHMA
JUTSL 9TOTO (Jjajiee - aTaka), KOTOpOe JOCTUTACTCS ITyTEM:

a) TMOJYYeHHMS] HCXOJHBIX JMJAaHHBIX JUIS (OPMHPOBAHUS COBOKYIMHOCTH MPEANONIOKEHUNH O
BO3MOXKHOCTSIX, KOTOPbIE MOTYT MCIIOJIb30BaThCsI IIPU CO3JaHUH CIIOCOOO0B, TOATOTOBKE U IIPOBEACHUH aTaK;

0) dopmupoBaHUS U YTBEPXKIEHUS PYKOBOAUTEIEM OIEpPaTopa COBOKYITHOCTH MPEINOI0KEHUN O
BO3MOKHOCTSIX, KOTOPBIE MOT'YT UCIIOJIB30BATHCS IPU CO3IaHUH CIIOCOOOB, MMOATOTOBKE M IPOBEICHUH aTaK,
U OIIpe/ieTICHNE Ha ATOM OCHOBE M C YUETOM THUIIA aKTyalbHBIX yrpo3 Tpedyemoro kinacca CK3U;

B) MCHOJIB30BAHUS JUIsI 00ECTICYCHUsI TPEOYEMOTO YPOBHSI 3alIMIEHHOCTH MEPCOHAIBHBIX TaHHBIX
npu ux oopabotke B unopmannonnoii cucteme CK3U knacca KC1 u Bbiie.

10. CK3U xmacca KC1 mnpuMmeHsroTcss Uisi HEHUTpalv3alliu aTak, MpPU CO3JIaHUU CIIOCOOOB,
NOJATOTOBKE U MPOBEACHUH KOTOPBIX UCIIOIB3YIOTCS BO3SMOKHOCTH U3 YUCIIA CIEAYIOIINX:

a) co3/ianue croco0oB, MOATOTOBKA U IPOBEICHNUE aTaK 0e3 MPUBJICYCHUS CIICIIUATICTOB B 001aCTH
pa3paboTku u ananuza CK3U;

0) co3ganue croco0oB, MOATOTOBKA M MTPOBEICHHUE aTaK Ha Pa3JIMUHbBIX dTarax >KM3HEHHOTO UK
CK3U**;

B) MpOBEACHHUE aTaKd, HAXOJAACh BHE IMPOCTPAHCTBA, B Ipejaeiaax KOTOPOTO OCYIIECTBIISETCA
KOHTPOJIb 32 IPeObIBAHUEM U JEHCTBUSMU JIUII U (WJIH) TPAHCIIOPTHBIX CPEJACTB (Jajiee - KOHTPOIUpyemast
30HA)™**;

I) TMpoBeJeHME Ha JTamax pa3paboTKku (MOJEpHU3aIMM), MPOM3BOJICTBA, XpaHEHUS,
tpa"cnioptupoBku CK3U u stamne BBoaa B sxcmyaranuio CK3U (myckoHanaiounble paboThl) CIEIYIOMNX
aTak:

BHECEHHE HECAaHKIMOHMPOBaHHbIX M3MeHeHHl B CK3U u (uim) B KOMIIOHEHTHI ammapaTHbIX U
IPOTPAaMMHBIX CPEJICTB, COBMECTHO C KOTOpPBIMH MITaTHO (QyHKIMOHUpPYIOT CK3U u B coBOKymHOCTH
npeacrasisitone cpeny ¢yakuuonupoBanus CK3U (mamee - C®D), koTopble CIOCOOHBI MOBIUATH Ha
BhInosiHeHHe mnpenbsBisgeMbix kK CK3U tpeGoBanmii, B TOM 4HClI€ C UCHOJIB30BAHUEM BPEIOHOCHBIX
porpamm;

BHECEHUE HECAHKIIMOHMPOBAaHHBIX N3MeHeHu! B nokymeHTanno Ha CK31 n xomnonenTs! CO;

1) IpoBe/ieHne aTak Ha atane 3kcrutyarauuu CK3U Ha:

NIEPCOHAJILHBIE IaHHBIE;

KIJIFOUEBYI0, ayTeHTU(DHUIMPYIOTYIO U TapoiabHyto nHpopmarmuto CK3U;

nporpammubie komnoHeHTsl CK3U;

anmapaTtHeie komnoneHTsl CK3U;

nporpaMMHblie kKomrnoHeHTsl C®D, BKiItouas mporpaMmmHoe obecnieuenue BIOS;

arnmnaparHbie KOMIOHEHThI CD;

JIaHHBIE, TIepeJaBaeMble IO KaHalaM CBSI3H;

UHBIE OOBEKTHI, KOTOPbIE YCTAHOBJIEHBI MpPH (OPMUPOBAHUU COBOKYITHOCTH MPEAINOJIONKEHUNH O
BO3MOXHOCTSIX, KOTOPBIE MOTYT MCIIOJIb30BaThCSI IPU CO3JJaHUU CIIOCOOOB, MOJITOTOBKE U TPOBEACHUH aTaK
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C y4eTOM NPUMEHSIEMbIX B HMH(OPMAIIMOHHON cHcTeMe HH(POPMAIMOHHBIX TEXHOJOTHMH, amlmapaTHBIX
cpencts (nanee - AC) u nmporpaMmmHoro oodecniedenus (janee - [10);

€) MOJIy4eHUE M3 HAXOAALIMXCS B CBOOOJHOM JIOCTYII€ MCTOYHHMKOB (BKIJIIOYash MHPOPMALMOHHO-
TEJIEKOMMYHHUKAI[MOHHBIE CETH, JOCTYI K KOTOPbIM HE OIPaHHYEH OINPEIeIEHHBIM KPYTOM JIUII, B TOM YHCIIe
UH(POPMALIMOHHO-TEIIEKOMMYHUKAIIMOHHYI0 ceTh "Wutepuer") wundopmamun o0 wuHOpMAIMOHHON
cucreme, B kotopoit ucnonb3yercss CK3U. I[Ipu 3Tom MokeT OBITH MoJTyueHa cieayromas HHGOopMaIusi:

obmue cBeneHus 00 MHGOPMAIMOHHOW cucTeme, B KoTopoit ucnonb3yercs CK3U (HasnaueHue,
COCTaB, OIepaTop, OObEKTHI, B KOTOPBIX Pa3MeLEHbI peCypchl HH(YOPMAILIMOHHON CUCTEMBI);

cBelleHUsT 00 WH(OPMALMOHHBIX TEXHOJIOTUsAX, Oazax manuHbx, AC, IIO, wucmnomp3yembIx B
nHpopmarmonHoit cucreme copmectHo ¢ CK3U, 3a uckiroueHnEeM CBEACHUM, COICEPIKAIIUXCS TOJIBKO B
KOHCTPYKTOPCKOM JOKYMEHTAallM Ha WH(OpMAIMOHHBIE TEXHOJIOTMH, 0a3sl nanHbX, AC, 1O,
UCITOJIb3yeMble B HHPOpMaIIMOHHON cucteme coBmecTHO ¢ CK3U;

coJiepyKaHue KOHCTPYKTOpcKoi nokymeHTtauuu Ha CK3U;

coJiepKaHue HaxosUIelcss B CBOOOTHOM JIOCTYIE JOKYMEHTAIMH Ha allapaTHble U IPOrpaMMHBbIE
komitoHeHTEI CK3U u CO;

o01iue cBesleHus 0 3alluiaeMoil HHpOpMaLnu, UCIOIb3yeMoi B poriecce 3kcmryatanuu CK3U;

CBEJICHMSI O KaHaJlaX CBsI3U, IO KOTOPbIM nepenarotcs 3amuiaemble CK3U nepconanbHble 1aHHBIE
(manee - KaHaJ CBS3H),

BCE BO3MOJKHBIE JJaHHBIE, IIEpEJaBacMbl€ B OTKPBITOM BH/JIE TI0 KaHAJIaM CBSI3U, HE 3aIIUIIECHHBIM OT
HECaHKLIMOHMPOBAHHOTO AOCTYNA K HH(OPMAIIMKM OPraHU3allMOHHBIMU M TEXHUYECKUMU MEepaMH;

cBeZleHHs 000 BceX MPOSBISIONINXCS B KaHaJIaX CBsI3U, HE 3allUIIEHHBIX OT HECAHKIIMOHUPOBAHHOT'0
JocTyna K MHQOpPMAlUU OpraHu3allMOHHBIMM M TEXHHYECKUMH MEpaM{, HapyLIeHHAX [paBuil
skcrutyataruu CK3U u CO;

cBezieHUs 000 BCEX MPOSBIISIOMIMXCS B KaHAIAX CBSI3U, HE 3alIUIIEHHBIX OT HECAHKIIMOHUPOBAHHOTO
noctyna K MHGOpMalUu OpPraHU3alMOHHBIMM M TEXHUYECKMMHM MEpaMH, HEUCIPAaBHOCTAX M cOOsIX
annapatHbix komnoHeHToB CK3U u CO;

CBEJICHMSI, MOJIy4aeMble B PE3yJbTaTe€ aHalau3a JIIOObIX CUTHAJIOB OT allllapaTHBIX KOMIIOHEHTOB
CK3U u Cd;

) IPUMEHEHHE:

HaXOJALIMXCS B CBOOOAHOM JOCTYIE MIIM MCIIOJIb3YEMBbIX 3a IpejielaMu KOHTpoIupyeMoi 30Hb1 AC
u I10, Bxiroyas anmnapatsblie U nporpaMMmubie komnoHeHTsl CK3U u CO;

cnenuanbHo pazpadoranHsix AC u I10;

3) UCIIOJIb30BAHKE HA 3Talle HKCIUTyaTallMi B KAUECTBE CPEJIbl IEPEHOCa OT CYObEKTa K 00BEKTY (0T
00BEKTa K CyOBEKTY) aTaKu JAEHCTBHIA, OCYLIECTBISEMBIX TPHU MOATOTOBKE U (WJIM) MIPOBEAECHUH aTaKu:

KaHaJOB CBSI3M, HE 3alUIICHHBIX OT HECAHKIMOHWPOBAHHOIO JOCTyNna K HH(pOpMaluuu
OpPraHU3aLMOHHBIMHM U TEXHUUYECKUMU MEPAMU;

KaHaJIOB pacnpOCTpaHEHHUs! CUTHAJIOB, CONpoBOXKAaomUX ¢pyHkuronuposanne CK3U u CO;

1) IPOBEJICHHE HA ATAIle HKCIUTyaTalluH aTaki U3 MHPOPMALMOHHO-TEIIEKOMMYHHUKAIIHOHHBIX CEeTeH,
JOCTYN K KOTOpPHIM HE OrpaHWYeH OINpeesIeHHbIM KPYroM JIMI, €ClId HH(POPMAIMOHHBIE CUCTEMBI, B
KOTOpBIX Hcnoib3ytoTcst CK3U, UMEroT BBIXOJ B 3TH CETH;

K) MCIIOJIb30BaHKE Ha 3Talle 3KCIUTyaTalluy HaXOAAUIMX A 32 MpeieIaMi KOHTpoupyeMoil 30Hb1 AC
u 11O u3 coctaBa cpencTB MHGOPMALIMOHHON CHCTEMBbI, IPUMEHAEMBIX Ha MecTax skciuryatauuu CK3U
(manee - mTaTHBIE CPEJICTBA).

11. CK3M knacca KC2 mnpumeHstorcs Ui HEWTpamu3alMM aTak, NMPH CO3JaHUU CIIOCOOOB,
MOJIFOTOBKE U MPOBEIEHUU KOTOPBIX UCIOIB3YIOTCS BOBMOKHOCTH U3 YMCIIA MEPEUUCTICHHBIX B IyHKTE 10
HACTOSALIETO TIOKYMEHTA U HE MEHEE OJTHOM U3 CIEAYIOIUX JTOMOTHUTEIbHBIX BO3MOKHOCTEN:

a) IPOBE/ICHUE aTaKU IPU HAXOXKAECHUU B MpeJiesiax KOHTPOJIUPYEMOIl 30HBI;

0) npoBeneHue atak Ha stane skcruryatarnu CK3U Ha cnenyromye 00beKTHI:

noxkymeHTanuio Ha CK3U u komnonentsr CO;

ITomemnienusi, B KOTOPBIX HAXOAWUTCS COBOKYIHOCTb INPOTPAMMHBIX U TEXHMUYECKUX 3JIEMEHTOB
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cucteM 00pabOTKH TaHHBIX, CTOCOOHBIX ()YHKIIMOHHPOBATH CAMOCTOSATEIBHO WM B COCTABE IPYTUX CHCTEM
(manee - CBT), Ha xoTopbix peanuzoBanbl CK3U u CO;

B) NOJYyYCHHE B paMKax NPEIOCTABICHHBIX MOJIHOMOYMH, a TAaKXKEe B pe3yjbTaTe HaOIIOJCHUN
cienyoomeld nHhopMaluu:

CBeleHUI O (U3MYECKHX Mepax 3alliuThl OOBEKTOB, B KOTOPBIX pa3MEIIeHbl PeCypChl
UH(GOPMALIMOHHON CUCTEMBI;

CBEJICHUI 0 Mepax Mo 00ECIEeYeHUI0 KOHTPOIMPYEMOW 30HBI OOBEKTOB, B KOTOPBIX pa3MeEIICHBI
pecypcbl THGOPMAITMOHHON CHCTEMBI;

CBEJICHUN O Mepax Mo pasrpaHudeHuro jaoctyna B [lomemenus, B kotopsix Haxoastcs CBT, na
KoTophix peanuzoBanbl CK3U u CO;

I) HCIOJIb30BAHHWE INTATHBIX CPEICTB, OIPAHMYEHHOE MEpaMHU, pEalu30BaHHBIMU B
nH(popManMoHHOM cucTeme, B KoTopoi ucrnonb3yercss CK3U, u HanpaBlieHHBIMA Ha MPEIOTBPAIICHUE U
IIPECEUYCHNE HECAHKIIMOHUPOBAHHBIX JACHCTBUM.

12. CK3U xmacca KC3 mnpuMeHSrOTCS Uil HEHTpalu3aliu aTak, MPU CO3JIaHUHU CIIOCOOOB,
MOJIFOTOBKE U IIPOBEIEHUHU KOTOPBIX UCIIOJIBb3YIOTCS BO3MOKHOCTH U3 YKCIIa IEPEUNCIEHHBIX B ITyHKTax 10
u |1 HacTosiero JOKyMeHTa U HE MEHEE OJHOM U3 CIENYIOUIUX JTOMOJIHUTEIbHBIX BO3MOKHOCTEH:

a) ¢usnueckuit focryn Kk CBT, Ha koTopsix peannzoBanbl CK3U u CO;

0) BO3MOXHOCTH pacmosaraTh annapaTHeiMu koMmrnoHeHTamu CK3U u CO, orpaHndeHHas Mepamu,
peann30BaHHBIMHA B WH(GOPMALMOHHON cucTeMe, B KoTopoil ncnoib3yercss CK3U, u HanpaBieHHBIMH Ha
MpPEeI0TBPALIEHUE U IPECEUCHUE HECAHKIIMOHUPOBAHHBIX JEHCTBUM.

13. CK3U xmacca KB mnpuMeHsroTCs Ajis HEHUTpaiM3alliu aTak, NP CO3JaHUM CIIOCOOOB,
MOATOTOBKE U MPOBEJECHNUN KOTOPBIX UCIIOIB3YIOTCA BO3MOKHOCTH U3 YHCJIA IEPEUUCIEHHBIX B ITyHKTax 10
- 12 HacrosIIero JOKyMEHTa U HE MEHEE OJTHOW U3 CIEAYIOUIUX JOMOJHUTEIBHBIX BO3MOKHOCTEM:

a) co31aHue CIoco00B, MOJArOTOBKA U MPOBEIEHUE aTaK ¢ MPUBJICYCHUEM CIELUAINCTOB B 00JaCTH
aHaJn3a CUTHAIOB, conpoBoxaaronux Gynkimonupoanre CK3U u CD, u B 001aCTH HCTIOIB30BaHUS JIS
peanu3alyy aTak HeJJOKYMEHTUPOBAaHHBIX (HEIEKIapHUPOBAHHBIX) BO3MOXKHOCTEH npukiagHoro I10;

0) npoBeaenue nadopatopHbix uccienoBanuit CK3U, ncnonb3yeMbIXx BHE KOHTPOIMPYEMOM 30HBI,
OTPaHUYEHHOE MEPaMH, peaIn30BaHHBIMU B MH(POPMAILIMOHHON cucTeMe, B KoTopoit ucnonbszyerca CK3U,
Y HampaBJICHHBIMU Ha MPEJOTBpAaIlleHUE U MPEeceueHrne HECAaHKLIIMOHUPOBAHHBIX JIEUCTBUI;

B) NpOBeJeHHE paboOT MO CO3JaHHI0 CHOCOOOB M CPEACTB aTak B HAyYHO-UCCIIEAOBATENbCKUX
LEHTpax, CHeHualu3upyromuxcs B obmactu paspadotrku u aHanuza CK3UM u CO, B Tom umcie c
UCIIOJIB30BAaHUEM MCXOIHBIX TeKCTOoB Bxoxaumiero B C@ mpuxnagHoro [IO, HenocpeacTBeHHO
HCIIOJIb3YIOIETO BhI30BHI MporpaMMHbIX ¢yHkimii CK3U.

14. CK3U knacca KA mnpumensroTcs aias HeWTpanu3aluM atak, NpPH CO3JaHUM CIIOCOOOB,
MOJIFOTOBKE U MPOBEAECHNUN KOTOPBIX UCIIOJIb3YIOTCS BO3MOXKHOCTH U3 YHCIIA IIepeyrcieHHbIe B myHkTax 10
- 13 HacTOAIIEro JOKYMEHTA U HE MEHEE OJHOM U3 CIEAYIOIUX JTONOJHUTEIBHBIX BO3MOKHOCTEN:

a) co3JlaHue croco0oB, MOJArOTOBKA U MPOBEJCHHUE aTaK C MPUBJICUEHUEM CIEIHATMCTOB B 001acTH
UCIOJIb30BAaHUS Ui pealu3allii aTak HEJOKYMEHTHPOBAHHBIX (HEIEKJIApUPOBAHHBIX) BO3MOXKHOCTEH
cucremuoro I10;

0) BO3MOXHOCTb pacroylaraTb CBEJCHHSIMHU, COACPKALIMMHUCA B KOHCTPYKTOPCKON JOKYMEHTAIUU
Ha arnmapaTHble U IPOrpaMMHbIe KOMIOHEHThI CD;

B) BO3MOYKHOCTb pacroJjaraTe Bcemu anmnapaTHeiMu komnoneHtamu CK3U u CO.

15. B mportecce popmupoBaHusi COBOKYITHOCTH TPEANOI0KEHUH O BO3MOXKHOCTSIX, KOTOPBIE MOTYT
UCITIOJIb30BaThCSl TNPH  CO3JAAHUU CIIOCOOOB, TOJATOTOBKE U TPOBEICHUM aTaK, JOMOJHUTEIbHBIE
BO3MOKHOCTH, HE BXOJSIIME B YMCIO NMEPEYUCIEHHBIX B MyHKTax 10 - 14 HacrofAero AOKyMEHTa, HE
BJIMSIOT Ha MOPSAIOK onpeaenenus tpedyemoro kinacca CK3U.

II1. CocTaB u conepkaHue OPraHU3ANMUOHHBIX U TEXHUYECKUX MeP, He00XOAUMBIX JIJI51 BbITIOJIHEHUS
ycranoByeHHbIX [IpaButenscTtBoM Poccniickoii @egepannu TpedOBaHUM K 3alIMTE MEPCOHATBHBIX
JAHHBIX JJ151 3 YPOBHS 3alIIUIEHHOCTH
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16. B cooTBercTBHHM ¢ myHKTOM 14 TpeOoBaHMi K 3alUTE MEPCOHATBHBIX JTAHHBIX JISI 00CCTICUCHHS
3 ypOBHS 3aIIMIICHHOCTH IMEPCOHANBHBIX TAaHHBIX MPH WX 00paboTke B MH()OPMAIMOHHBIX CHCTEMaX
MOMHMMO BBIIIOJIHEHUS TPEOOBAHUMN, MPEAYCMOTPEHHBIX TYHKTOM 5 HACTOSIIETO0 JOKYMEHTa, He0OX0IMMO
BHITIOJTHEHUE TpPeOOBaHHUS O HA3HAYCHUU JIOJDKHOCTHOTO JHma (pabOTHUKA), OTBETCTBEHHOTO 3a
obecrnieueHre Oe30MaCHOCTH MEPCOHAIBHBIX IAHHBIX B MH(POPMAIIMOHHO cUcTeMeE.

17. JIns BeINOJTHEHUS TpeOOBaHMs, YKa3aHHOTO B IMyHKTE |6 HACTOAIIETO JOKYMEHTa, HEOOXOIUMO
Ha3Ha4yeHHe O0JIaalonIero JOCTAaTOYHBIMUA HaBBbIKAMU JIOJDKHOCTHOTO JjHia (paboTHHKA) omeparopa
OTBETCTBEHHBIM 3a o0ecrieueHue 0e30MacHOCTH EPCOHAIBHBIX JaHHBIX B MH(POPMAIIMOHHOW CUCTEME.

18. Jlyis BBITTOTHEHHS TPeOOBaHHUS, YKA3aHHOTO B TIOIIMYHKTE '"T" ITyHKTa 5 HACTOAIIETO JOKYMEHTA,
HEOOXOMMO BMECTO MeEpHhI, MPEAYCMOTPEHHON moanyHKToM "B" TyHKTa 9 HACTOSIIETO TOKYMEHTA,
UCIIONIb30BaTh U1l obecriedeHuss TpeOyeMoro YpOBHS 3alUIIEHHOCTH MEPCOHANBHBIX JTAHHBIX MPH UX
00paboTke B M”HGOPMAITMOHHOHN CHCTEME:

CK3MU kiacca KB u BbIlIe B citydasx, Korjaa g HH(QOPMAIIMOHHONW CUCTEMBI aKTyallbHbI YTPO3bI 2
TUIIA;

CK3MU knacca KC1 u Bbllie B ciiy4asx, Korjaa st *HGOPMAIMOHHON CUCTEMBI aKTyalbHbl YTPO3BI
3 Tuma.

IV. CocTaB u conep:kaHue OPraHN3alMOHHBIX M TEXHUYECKUX MepP, He00X0AMMBbIX /IJISl BHINIOJTHEHM I
ycranoBjeHHbIX [IpaButenscTBoM Poccuiickoii @egepaunu TpedoBaHUM K 3alIMTE NEPCOHATBHBIX
JAHHBIX JIJIS1 2 YPOBHS 3aIIUIEHHOCTH

19. B cooTBeTcTBHM ¢ myHKTOM 15 TpeOoBaHMil K 3alMTE NEPCOHANBHBIX TAHHBIX JIJIs1 00€CTIeYeHU s
2 ypOBHs 3allMIIEHHOCTH MEPCOHAJBHBIX JAHHBIX HPU HUX 00paboTKe B MH(GOPMAIMOHHBIX CHCTEMax
NOMHMMO BBINIOJTHEHUSI TPeOOBAaHUMN, MPEIyCMOTPEHHBIX IyHKTaMu 5 W 16 HacTOsIIEro JOKYMEHTa,
HE00XO/IMMO BBINIOJHEHUE TPeOOBaHHUS O TOM, YTOOBI JOCTYN K COJCPKAHMUIO 3JIEKTPOHHOIO KypHaa
COO0IIeHNH ObUI BO3MOXKEH HCKJIIOYMUTEIBHO JIs JODKHOCTHBIX JIHI[ (paOOTHHMKOB) orepaTopa WU
YIOJIHOMOYEHHOTO JIUI[a, KOTOPBIM CBEIEHUS, COJEpIKAILIMecs B YKa3aHHOM JKypHajie, HEOOXOIUMBI IS
BBITIOJIHEHMSI CITYKEOHBIX (TPYAOBbIX) 00S3aHHOCTEH.

20. /151 BBINOJIHEHHSI TPeOOBAaHUS, YKa3aHHOTO B IyHKTe |9 HacTOsIIEro JOKyMeHTa, He0OX0IUMO:

a) YTBEpXJCHHE PYKOBOJAWUTEIEM OIlepaTopa CHUCKa JIML, JOMYIIEHHbIX K COJEp>KaHUIO
3JIEKTPOHHOTO )ypHasa COOOLIeHNH, U Moiep)KaHUe YKa3aHHOTO CIIUCKA B aKTYaIbHOM COCTOSIHUU;

0) oOecneyenne  WHGOPMAIIMOHHOW  CHUCTEMBl  aBTOMATHU3MPOBAHHBIMH  CPEICTBaMH,
PETUCTPUPYIOIIUMH 3aIPOChl MOJIb30BaTeNed HH(OPMAIIMOHHON CHUCTEMBl Ha MOJy4YeHHE MEPCOHATIbHBIX
JTaHHBIX, a Takke (aKThl MPEJOCTABICHUS MEPCOHATBHBIX JaHHBIX M0 3THM 3alpocaM B 3JIEKTPOHHOM
KypHaJIe COOOIIECHU;

B) obOecrnieueHue  HMHMOPMAIMOHHOM  CHUCTEMBl  aBTOMATU3MPOBAaHHBIMU  CPEICTBaMH,
UCKJTIOYAIOMIMMHU JIOCTYI K COJAEP)KaHUIO SJIEKTPOHHOIO JKypHajla COOOIIEHWH W], HE YKa3aHHBIX B
YTBEPKJACHHOM PYKOBOJUTEJIEM OIlepaTopa CIHMCKE UL, JOMYIIEHHBIX K COAEPKAHHUIO 3JIEKTPOHHOTO
XKypHaja cOOOIeHHIH;

r) oOecrieueHre MePUOIUICCKOTO KOHTPOJIsI pabOTOCTIOCOOHOCTH YKa3aHHBIX B MOMyHKTax "0" u
"B" HACTOAIIEro MyHKTa aBTOMAaTU3HPOBAaHHBIX CPEACTB (HE pexe 1 pas3a B monrona).

21. Jlns BeINONHEHUS TpeOOBaHMs, YKa3aHHOTO B TOITYHKTE "I MyHKTa 5 HACTOSIIEro JOKYMEHTa,
HE0O0X0/IMMO BMECTO Mep, MPEAYCMOTPEHHBIX MOANyHKTOM "B" myHKTa 9 M myHKTOM 1|8 HacTOsIIEro
JIOKYMEHTA, UCIOJIb30BaTh JUIsl o0ecrieueHus: TpeOyeMoro ypoBHS 3alIUIIEHHOCTH MEPCOHANBHBIX JTAHHBIX
npu ux 00paboTke B MHPOPMAITMOHHON CHCTEME:

CK3U xnacca KA B cimyqasix, korja a1 HHQOPMaIMOHHON CUCTEMBI aKTyallbHBI YIpo3bl 1 THMa;

CK3U xnacca KB u BbIme B ciyyasx, Korja Juis HHGOPMAIIMOHHON CUCTEMBbI aKTyalbHbBI YTPO3bI 2
THUIIA;
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CK3U xnacca KC1 u BbIe B ciyvasx, Koraa Uit HHQOPMAIMOHHONW CUCTEMBI aKTyallbHBI YTPO3bI
3 Tuna.

V. CocraB u coep:kaHNe OPraHU3aANNOHHBIX U TEXHHYECKHX Mep, He00X0AMMBIX /IJIsl BHITIOJIHEHHUS
ycranoBJieHHbIX [IpaBuTenbcTBoM Poccniickoit @enepanun Tpe0OBaHM K 3a1MTE MEPCOHAIBHBIX
JAAHHBIX /151 1 yPOBHS 3alIMIIIEHHOCTH

22. B cooTBercTBHM ¢ TyHKTOM 16 TpeOoBaHMiA K 3alTUTE MEPCOHATBHBIX JTAHHBIX JJISI 00CCIICUCHHS
| ypoBHS 3aIIUIIEHHOCTH IMEPCOHAIBHBIX MAaHHBIX MPU HX 00padOTKe B MH(POPMAIIMOHHBIX CHCTEMax
MIOMUMO BBITIOJIHEHUS TPEeOOBaHUM, MPEAYCMOTPEHHBIX MyHKTamMu 5, 16 u 19 HacrosImero J0KyMeHTa,
HE00XO0IMMO BBITIOJIHEHHE CICAYIOUINX TPEOOBAHMIA:

a) aBTOMaTU4ecKasi periucTpaius B 2JIEKTPOHHOM KypHalle 0€30MacHOCTH U3MEHEHHSI TTOJTHOMOYUN
COTPYIHUKA OIepaTopa MO JOCTYNY K TEPCOHAIBHBIM JAHHBIM, COJEPKANIMMCS B HH()OPMAIIMOHHOM
CUCTEME;

0) co3maHMe OTACIBHOIO CTPYKTYPHOTO TOJApA3/IeNICHUs, OTBETCTBEHHOrO 3a o0ecredyeHue
0€30MacCHOCTH MEePCOHANBHBIX JAHHBIX B MH(POPMAIIMOHHON cucTeme, 100 BO3NOKeHHe ero (GyHKIUN Ha
OJIHO M3 CYIIECTBYIOLIUX CTPYKTYPHBIX MTOAPA3EIECHUN.

23. Jlns BolnosIHEHUs TpeOOBaHUS, yKa3aHHOTO B MOAMyHKTE "a" myHKTa 22 HACTOSALIETr0 JOKYMEHTA,
HE00X0UMO:

a) obecrieuenre HHGHOPMAITMOHHON CUCTEMbI aBTOMATU3UPOBAHHBIMU CPECTBAMHU, ITO3BOJISIFOIIIMMHU
ABTOMATHUYECKU PETHUCTPUPOBATH B DJICKTPOHHOM >KypHalie O€30MacCHOCTH HW3MEHEHHS MOJHOMOYUMA
COTpPYIHHUKA oOIlepaTopa MO AOCTYNY K MEPCOHAIBHBIM JIAaHHBIM, COJEp KaimuMcs B HHGOPMaIMOHHON
CUCTEME;

0) oTpaxxeHHE B DJEKTPOHHOM JXypHaie Oe30MacHOCTH MOJHOMOYHH COTPYAHHMKOB OIEpaTropa
MEPCOHANBHBIX JIAHHBIX MO JOCTYNYy K MEPCOHAJIBHBIM JIaHHBIM, COJEpKAIIUMCS B WH(OOPMAIMOHHON
cucTeMme. YKa3aHHbIE TOJTHOMOYHS JOJKHBI COOTBETCTBOBATH JOMKHOCTHBIM O0S3aHHOCTSIM COTPYIHHUKOB
orepaTopa;

B) Ha3HA4YeHHE OIEpPaToOpoM JIHIA, OTBETCTBEHHOTO 3a TMEPUOJWYECKUN KOHTPOJb BEICHUs
3JIEKTPOHHOTO KypHaja 0e30MacHOCTH M COOTBETCTBHS OTPAKCHHBIX B HEM IOJTHOMOYHN COTPYIHUKOB
orepaTopa uX JOKHOCTHBIM O00S3aHHOCTSIM (He pexke 1 paza B MecsIr).

24. ]I BBINOIHEHUS TPeOOBAHUS, YKa3aHHOIO B 110/AMyHKTe "0" myHKTa 22 HaCTOSILEro TOKyMEHTa,
HE00X0/IMMO:

a) MPOBECTH aHaJU3 IEeJIeCO00pPa3HOCTH CO3/aHUsl OTAEIBHOTO0 CTPYKTYPHOTO MOJpa3/ieieHHUs,
OTBETCTBEHHOTO 3a o0ecrieueHrne 0e30MacHOCTH MEPCOHANBHBIX JAaHHBIX B HHPOPMAIIMOHHON CUCTEME;

0) co31aTh OTAEIBHOE CTPYKTYPHOE MTOIpa3iesieHrne, OTBETCTBEHHOE 3a oOecreueHrne 6€30macHOCTH
MEPCOHANBHBIX JaHHBIX B MH(POPMAIMOHHON cucTeme, JTHO0 BO3IOXKUTH €ro (pyHKIMH HAa OJHO U3
CYILIECTBYIOIIUX CTPYKTYPHBIX MOIpa3AeNeHui.

25. 15151 BBITOTHEHUS TpeOOBaHUS, YKa3aHHOT'O B MO/AMYHKTE "a" MyHKTa 5 HaCTOSAIIEro JOKYMEHTa,
IU1st o0ecriedeHust 1 ypoBHS 3alIUIIIEHHOCTH HEOOX0IUMO:

a) obopynoBath okHa [lomenieHuii, pacmoa0KeHHbIE Ha MEPBBIX U (MK ) TIOCIEIHUX dTaKax 3/IaHuM,
a Taxke okHa [loMerieHnii, HaXoAsIIMECs OKOJIO MOKAaPHBIX JIECTHUIL U JIPYTHX MECT, OTKYJa BO3MOKHO
npoHHKHOBeHHUE B [loMeleHns TOCTOPOHHMX JINILI, METANTMYECKUMHU PEIIETKAMU WIIA CTaBHSAMM, OXPaHHOU
CUTHAJIM3AIMENd W JIPYTUMU CPEICTBAMH, MPEMSATCTBYIONIUMHA HEKOHTPOJIUPYEMOMY MPOHUKHOBEHHUIO
MIOCTOPOHHUX JIUI[ B TOMEIICHHUS;

6) obopynoBath okHa U ABepu [lomerieHuii, B KOTOPHIX pa3MelIeHbl cepBepbl HH()OPMALIMOHHON
CHUCTEMbI, METAJUIMYECKUMHU pEeIIeTKaMU, OXPaHHOW CUTHaJIM3alMed WM JIPYTUMU CPEJCTBAMH,
MPENSITCTBYIONIMMHI HEKOHTPOJIUPYEMOMY MPOHUKHOBEHHUIO TOCTOPOHHUX JIUIL B TOMEILIEHUSI.

26. J1y14 BBINOJIHEHHSI TPEOOBAaHUS, YKA3aHHOTO B TOAIMYHKTE "I MyHKTa 5 HACTOSIIErO JOKYMEHTa,
HEO0OXOIMMO BMECTO MEp, MPEIyCMOTPEHHBIX MMoAnyHKkTOM "B" myHkTa 9, myHkTtamu 18 u 21 HacTOSIIETO
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JOKYMEHTa, UCIIOJIb30BaTh JJIsl 00ecIieyeHnss TpeOyeMoro ypoBHS 3aIIUIICHHOCTH MEPCOHATIBHBIX JaHHBIX
pu UX 00paboTKe B MH(POPMAITMOHHON CHCTEME:
CK3U knacca KA B ciydasx, korza i “HQOPMAIIMOHHON CHCTEMBbI aKTyaJIbHbI YTpo3bl 1 THIa;
CK3U xnacca KB u BbIlIe B cityqasix, Korja Ayt ”HGOPMAIIMOHHONH CUCTEMbI aKTyaJIbHBI YTPO3bI 2
THUTIA.

* Cobpanue 3akoHoaTenbeTBa Poceniickoit @eneparum, 2012, N 45, 6257.

**% K oramam sku3zHenHoro mukiaa CK3UW otHocsTcs pa3paboTka (MoaepHHU3ANMs) YKa3aHHBIX
CPeACTB, UX MPOU3BOJCTBO, XpaHEHHE, TPAHCIOPTHPOBKA, BBOJA B OSKCIUTyaTaluio (IIyCKOHAIaTO04YHBIE
paboThI), SKCILTyaTaITHS.

*¥#%  'paHuliell KOHTPOJMPYEMOH 30HBI MOTYT OBITh MEPUMETP OXPaHSEMOW TEPPUTOPHU
npeanpusaTHs (YU4peKACHHUs), OrpaKIAIOIINe KOHCTPYKIIMM OXPAHSIEMOTO 3/aHHUs, OXPaHsAEMOW 4YacTh
3/1aHUSI, BBIIEJICHHOTO TOMEIICHUSI.
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