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1. HaznayeHue u 00J1acTh NPUMEHEHHUS

Hacrossmmit  [lopsimok  mpuMeHEeHHs]  YCUJICHHOM — HEKBATM(UIIMPOBAHHOM
aneKTpoHHOM noanucH (nanee — [lopsaok) pa3padoTaH ¢ LEIsIMUA YCTaHOBJICHUS MOPSIIKa
UCIIOJIb30BAHUSl YCUJICHHOM HEKBATU(PUIIMPOBAHHONW AJIEKTPOHHON TOMAMUCH TPU
OCYHIECTBJICHUH JIEKTPOHHOI'O JJOKYMEHTO000POTa MEXAY YYACTHUKAMU SJIEKTPOHHOTO
B3aUMOJICHCTBUA B COOTBETCTBUU ¢ DenepanbHbIM 3aK0OHOM OT 27.07.2006 1. Ne149-D3
«O0 wuHdopMainuu, WHOOPMAIMOHHBIX TEXHOJOTUSX M O 3alluTe HH(pOpManuny,
®enepanbHbiM 3akoHOM 0T 06.04.2011 1. Ne63-®3 «OO0 3JIEKTPOHHON MOIIUCKY,
apyrumu  (enepanbHbIMA 3aKOHAMU M MPUHUMAEMbIMH B COOTBETCTBHUM C HHUMH
HOPMATHBHBIMH ITPAaBOBBIMHM aKTaMH, PETYIUPYIOIIMMHA OTHOUIEHUS, BOSHUKAIOIIMMHU B
cdepe nnpopManuu, THPOPMAITMOHHBIX TEXHOJIOTUN U 3aIUTHl HHPOPMAITUH.

[lopsimok ompeznensier o0s3aTesbHbIE ISl MCHOJB30BaHHUS NpaBWiIa MpU
UCITOJIb30BAaHUU HEKBATU(UUMPOBAHHOW 3JEKTPOHHOM MOJNUCU MPU OCYIIECTBIECHUU
AJIGKTPOHHOTO  B3aUMOJCHCTBUS C IIOMOIIbIO JIIOOOM JOKYMEHTHOM CHCTEMBI,
uHTerpupoBanHoi ¢ [lmatdopmoii ToBEpeHHBIX CEPBUCOB.

Y4acTHUK 3JEKTPOHHOIO  B3aWMMOJECHCTBUSA, [JO Hadaja HCIOJIb30BaHUSA
HEKBAJM(UIIUPOBAHHON 3JIEKTPOHHOM MOANMCH, OO0S3aH O3HAKOMHUTHCA C JaHHBIM
[Topsakom.

Cobmonenue [lopska siBiaseTcs: 00s13aTENbHBIM JUIsl IPEANPUATHI/ OopraHu3anuii,
UCHOJIB3YIOIINX aBTOMAaTU3WPOBAHHbIE HWH(POPMAIMOHHBIE CHUCTEMBI, B KOTOPBIX
NPUMEHSIOTCS CEPTHU(PUKATHI KIIFOUEH MPOBEPKU JIEKTPOHHBIX MOAIUCEHN, CO3]aBaEMbIe
KopriopaTuBHBIM yAOCTOBEPSAIOMMM HEHTPOM I ockopriopanuu «Pocatom».

OtBeTCTBEHHBIM 3a akTyanu3auuto llopsnka W KOHTPOJb €ro MCHOJHEHUS
B COOTBETCTBUMU ¢ TpeOoBaHusiMu [lonoxkeHus O cuUCTeMe perIiaMeHTHPYIOUX
nokymeHToB ['ockopropammu  «Pocatom»  sBusgerca aupexkrop JlenmaprameHra
10 UHPOPMALMOHHBIM TeXHOIOorusIM AQO «I'puHaTomy.

AxtyanbsHas Bepcus [lopsiaka pazmeriena mo aapecy: https://crypto.rosatom.ru.

2. TepMmunbl, cokpanienusi 1 ab0peBUATYPHI
2.1 TepMuHBI U ONIpeeJICHUS

Tepmun Onpenenenne

AHHYIUPOBAaHHBIN Ceptudukar kiroda MPOBEPKH AJIEKTPOHHOM IMOANUCH, JEHCTBUE
cepTU(UKAT KJIF0Ya MOJMUCH | KOTOPOTO MPEKpaIleHO B CBSI3H C:

HCTEYEHUEM CPOKa €T0 JCUCTBUS;

MIOJIyYEHUEM 3asIBJIICHUS OT €r0 BJIAJEIbLIA;

BCTYIUIEHMEM B CWIIy PELICHHs CyZAa, BJIEKYIIErO0 aHHYJIMPOBAHHE
cepTuduKara;

MPEeKpaLEeHUEM JIeATEIbHOCTH Y IOCTOBEPSIOLIETO IIeHTpa Oe3
nepexoza ero pyHKIU Jpyrum Juiam;

AHHYJINPOBAaHUEM HEKBaJIN(PUIIMPOBAHHOTO ceptuduxaTa
Y 1OCTOBEPSOLIIUM LHEHTPOM
Bnanenen ceprudukara Jluno, kotopomy B coOoTBeTCTBUU ¢ DenepaibHbIM 3aKOHOM OT
KJIFOYa TPOBEPKH 06.04.2011 Ne 63-®3 «OO06 »eKTpOHHON MOANHUCKY», PermamenTom
AJIEKTPOHHOM MOJMHUCH VI co3znan ceprrduKkar KIro4a mpoBEpKH dJICKTPOHHOM MOAIMUCH
JlokyMeHTHas cucrema KopropatusHas/nokanbHast UH(POPMAaLIMOHHAS CUCTEMA,

WHTErpupoBaHHass ¢ l[lmargopMoit  JOBEpPEHHBIX CEPBHUCOB,
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NPEJOCTABISIONIAsl ~ CEPBUCHI  YIPABIEHUS  DJIEKTPOHHBIMH
JOKYMEHTaMHU c BO3MO>KHOCTBIO HONUCAHUS
KB (PUIMPOBAHHON/HEKBATH (UL POBAHHOM AJIEKTPOHHOMN

MOJAMUCAMU TOCPEACTBOM cepBHCOB [lmaTgopmbl mOBEepeHHBIX
CEPBHCOB

HexBanuduuupoBaHHbIit
cepTu(UKAT KIIF0Ya IIPOBEPKH
ANEKTPOHHOMU MOJIUCH

Ceptudukar  KiIoYa  TPOBEPKH  SJEKTPOHHOW  IOIIHUCH,
COOTBETCTBYIOIIMI TpeOOBaHUSIM, YCTaHOBIECHHBIM DenepaibHbIM
3ak0HOM OT 06.04.2011r. Ne63-®3 «O06 31eKTpOHHON MOAMUCHY» H
WHBIMH TPUHUMAEMbIMH B COOTBETCTBHU C HUM HOPMATHBHBIMHU
MPaBOBBIMH  aKTaMH, U  CO3JaHHBIA  HEAKKPEIUTOBAHHBIM
YIIOCTOBEPSIONIMM  IIEHTpOM 10O  ¢enepaabHbIM  OpraHOM
HCIIOIHUTENLHON BJIACTH, YIIOJTHOMOYEHHBIM B chepe
WCIIOJIb30BAHUS JIEKTPOHHON MOMANKUCH, U SIBISIOIIUNUCS B CBSI3U C
ATUM O(QUIIMATBHBIM JOKYMEHTOM

Kirou mpoBepku
ANEKTPOHHOMU MOJIMUCH

VYHukanpHas  MOCJIEOBATENbHOCTh  CHMBOJIOB,  OJHO3HA4YHO
CBSI3aHHAs C KJIIOYOM 3JIEKTPOHHON MOANMCH W MpeIHa3HAuCHHas
JUIsl TIPOBEPKHM MOJUIMHHOCTU 3JIEKTPOHHOW monamucu (naiee -
MIPOBEPKA AJIEKTPOHHOMN MOIHICH)

Kirou snexTpoHHOM oanucu

YHukanbpHas MoCJICA0BATCIIBHOCTE CHUMBOJIOB, IIpCAHA3HaA4UYCHHAas
JJIA CO3JaHuA BHCKTpOHHOﬁ IoAIMMuCHu

[Tnatdopma 1OBEpEHHBIX
CEePBHCOB

ABTOMaTH3UPOBAHHAA UHPOPMALMOHHAS cucrema,
npeJHa3HauYeHHas Uil KOMIUIEKCHOW aBTOMAaTH3allMM IPOLIECCOB
yIIpaBJICHUS KIIOYaMU 3JCKTPOHHOW TOIIMHUCU U cepTU(dUKATAMU
KIIOYeld MPOBEpPKH DSJEKTPOHHOM MOAMUCH, NPEAOCTaBICHUS
CEPBHUCOB YyJAJIEHHOIO TMOJANUCAHMS BJIEKTPOHHBIX JIOKYMEHTOB,
IIPOBEPKU  DJIEKTPOHHOM TOJIMCH, W CEPBUCOB  YIPABIEHUSA
CpeJcTBaMU KpunTorpaduyeckoil 3aimuThl HHGOpMaLuu

Pernament Kopnoparusaoro
YOCTOBEPSIOLIETO LEHTPA
I'ockopriopanuu «PocaTom»
(Y nocToBepsirolero HeHTpa
AO «I'punarom»)

OcHoBHOM  pykoBomsAmMii  JokyMeHT  YII,  oTpakarommuit
00513aHHOCTH Y4aCTHUKOB 3JIEKTPOHHOTO B3aUMOJIEHCTBHSI U YIECHOB
IpYIIbl AAMUHUACTPATOPOB B YaCTH BBIJAUU CepTH(HKATa KIH0Ya
IIPOBEPKU IEKTpOHHOM mnoanucu [lonp3oBarensM, IPUHATHIE
dopmaThl JAaHHBIX, a TakKXe OCHOBHBIE OPraHMU3ALMOHHO-
TEXHUYECKHE MEpONpUsATUs, HeoOXoaumble Il 0e30MacHOro
¢ynkunonuposanus Y1 (omybiaukoBaH Ha crypto.rosatom.ru)

Peectp ynocroBepsroniero
LEHTpa

Habop noxymentoB Y1 B anekrpoHHON w/mnm OymakHOU ¢opme,
BKJTIOYAIOLIHI CIIeTyIONTyI0 HHPOPMALIHIO:
peecTp 3asBiIeHHUI Ha peructpanuio B Y1I;
peecTp  3apeTMCTPUPOBAHHBIX  YYaCTHUKOB
B3aumoiercTBus Y1I;

peecTp 3asBOK Ha U3roTOBIIEHHE cepTUuKaToB B YII;

peecTp 3asdBIEHMH Ha M3rOTOBJIEHHE CepTU(UKATOB KIiIOoua
IIPOBEPKHU IEKTPOHHOM MOINCH;

peecTp 3asBICHUIl HAa aHHYJIMpOBaHUE (MIpEKpalleHue AEeUCTBHUS)
cepTU(HUKATOB KIF0Ua MPOBEPKHU AIIEKTPOHHOM MOAIHNCH;

peecTp 3asBJICHUN Ha MOATBEPKIACHUE MOIJIUHHOCTH JIEKTPOHHOMN
MIOJINIUCH B DJIEKTPOHHOM JIOKYMEHTE;

peecTp cepTU(UKATOB KIt0Ya MPOBEPKH JIEKTPOHHOM MOAINUCH;
peecTp M3TOTOBJICHHBIX CHHCKOB OTO3BaHHBIX CEPTU(UKATOB
KJIFOYEH MPOBEPKU AIEKTPOHHON MOANUCH

SJICKTPOHHOT'O

Ceprudukar kiiroya npoBepKku
3JIEKTPOHHOM MOJMUCH

DNEKTPOHHBIA JOKYMEHT WJIH JTOKYMEHT Ha OyMa)KHOM HOCHTEIIE,
BBIJIAHHBIC YIOCTOBEPSIONIMM IIEHTPOM JIMOO TOBEPEHHBIM JTHUIIOM
YAOCTOBEPSIONIETO LEHTPAa W MOATBEPKJIAIOIINE MPUHALJICKHOCTh
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KJII04a MPOBEPKH AJIEKTPOHHON MOJNHMCH BIAJENbIly CepTH(HUKATA
KJII0Ya MPOBEPKH JIEKTPOHHOM MOANIUCH

Cnyx0a aKTyaJIbHbIX
CTaTycOB cepTU(HUKATOB

BeG-cepBuc  YocTOBEpSIOIIET0  IEHTpa, OOCCIICUUBAIONIUI
uHpopmupoBanue Ilonp3oBareneit YaocToBepsIOUIEro IEHTpPa O
CTaTyce CepTH(HMKATOB KIIOUYEH MPOBEPKH AJIEKTPOHHOM IMOAMUCH
MOCPEACTBOM peanu3anuu nporokojga OCSP

Cnyx0a mTamrnoB BpeMeH!

BeG-cepBuc  YocTOBEpSIOIIEr0  IEHTpa, OOCCIICUUBAIONIUI
MPEIOCTaBIICHUE JIOBEPEHHBIX METOK BpPEMEHH TMOCPEICTBOM
peanuzauuu nporokona TSP mns ITJC mo 3ampocam yyacTHUKam
AIIEKTPOHHOTO B3aUMOJCHCTBUS Tpu paboTe B JAOKYMEHTHBIX
cHUCTEeMax

Cpenctsa
KpUNTOrpagpuuecKon 3aIuThl

uH(popMaluu

CpenctBa mmdpoBaHus — anmapaTHble, MNPOrpaMMHBIE U
poTrpaMMHO-aNmnapaTHeIe MH(PPOBaTbHbIE (KpUNTOrpadruecKue)
CPeACTBa, peaNU3yIOMIHe  AJITOPUTMBI  KPUNTOTPadUUECKOro
npeoOpa3oBaHuss HHPOPMAITUH TSI OTPAHWYCHUS JOCTYIA K HEH, B
TOM YHCJIIC IIPH €€ XpaHEeHNH, 00padoTKe 1 nepenave;

CpeICTBA HMMHTO3AlIUTBl — alllapaTHbIE, MPOrPaMMHBIC U
MporpaMMHO-anmnapaTHple MUGpoBaIbHBIC (KpUNITOrpaduuecKue)
cpeacTBa

(32 HMCKJIIOUECHMEM  CpeICTB  MIM(pOBaHUSA), peaNU3yIolIue
QITOPUTMBI KPUNITOTpaUIecKOro mpeodpazoBaHust HH(YOpMAIUH
JUIS €€ 3alUThI

OT HaBS3bIBAHUS JIO)KHOW WH(POPMAIINHY, B TOM YHCIIE 3aIIUTHI

0T MOIU(UIMPOBAHUS, I 00ECIIEUeHUS €€ JOCTOBEPHOCTH

U HEKOPPEKTUPYEMOCTH, a TaKKe OO0ecrneueHusi BO3MOKHOCTHU
BBISIBIICHUS] ~ M3MEHEHUM, WMUTalMM, QanbCUuPUKAUN WU
MoupupoBaHus HHPOpPMALINH;

CPEJICTBA 3JIEKTPOHHOM MOATNCH;

CpelCTBA KOAUPOBAHUS — CpeACTBa MN(POBaHUS, B KOTOPBIX YaCTh

KpUNTOrpaguuecKux npeoOpa3oBaHuit uHpopMaun
OCYIIECTBIISIETCSI C HCIIOJNB30BAaHMEM PYYHBIX OIEpaluid WIH C
UCIIOJIb30BaHUEM aBTOMAaTH3UPOBAHHBIX CpEICTB,

NpeHa3HAYSHHBIX JJIS1 BBITOJTHEHHS TAKUX OTIEpaIlnii;

CpeACTBa M3TOTOBJIECHUS KIIOUEBBIX JOKYMEHTOB - alnapaTHbIE,
POTPaMMHBIE, IPOTpaMMHO-aIapaTHbIE mmdpoBaIbHbIE
(kpunTorpaduueckue) cpencTBa, 0OecrnevrnBarone BO3MOXKHOCTh
W3TOTOBJICHHUSI  KJIFOYEBBIX JIOKYMEHTOB JUIsl  IIH(POBATIBHBIX
(kpunTorpadMuecKux) CpeACTB, HE BXOAAILIME B COCTaB ITHX
MU PPOBATBbHBIX (KpUNTOrpaUUECKUX) CPEeICTB;

KJIIOYEBbIE JOKYMEHTbl — 3JIEKTPOHHBIE JOKYMEHTHl Ha JHOOBIX
HOCUTEIISIX WH(POpPMAIMU, a TakKe JOKYMEHTHI Ha OyMakKHBIX
HOCHUTEIISIX, COJIepKAIIe KIIFOYEBYI0 HHPOPMALIUIO OTPAHUYEHHOTO
JocTyna Ajis Kpunrorpapuieckoro npeodpa3zoBaHus HHGOpMaLIUU €
UCTIOJIb30BaHUEM aJITOPUTMOB KpUNTOTpapruecKoro
npeoOpazoBanud uH(popManuu (KpunTorpadguyueckuii Kiod) B
U poBaTbHBIX (KPUIITOrpaUIECKUX) CPEICTBAX;

anmnapartHbele mu@poBalibHbIe (KpUNITOrpapuuecKue) cpelrcTBa —
YCTPOMCTBA M HX KOMIIOHEHTBI, B TOM WYHCIIE COJepiKallie
KIIIOYEeBYI0  MH(OpManuip, oOecrneunBaronme BO3MOXXHOCTD
npeoOpazoBanrs WHPOPMAIIUH B COOTBETCTBHUU C QJITOPUTMAMHU
kpunrorpadguueckoro  mpeobOpazoBaHuss ~ mHboOpmarmu  0e3




UCTIOJIB30BaHUSI TPOTPaMM Ul 3JIEKTPOHHBIX BBIYMCIUTEIBHBIX
MaIlWH;

nporpaMMHbie MH(poBaIbHBIE (KPUNTOTpaPHUECKUE) CPEACTBAa —
IOpOrpaMMbI Il 3JEKTPOHHBIX BBIYMCIUTEIBHBIX MAIIMH U HX
4acTH, B TOM 4YHUCIIE COJCpKaIlde KIIOUEBYI0 MHGOPMAIHIO,
o0ecIieunBaroNe BO3MOXKHOCTh MTpeo0pazoBaHus MHGOOpMaLUHN B

COOTBETCTBUU c ITOPUTMaMHU KPUNTOTpapuIECKOro
npeoOpa3oBanust  MHGOpPMAIMKM B IPOrPAMMHO-AMIIAPATHBIX
M poBaTbHBIX (kpunTorpadu4ecKux ) CpeICTBax,

UHQOPMAIIMOHHBIX ~ CHCTEMax M  TEJICKOMMYHHKAI[HOHHBIX
cHUCTeMaX, 3allMIICHHBIX C KCIOJb30BaHHEM MIH(PPOBATIHHBIX
(kpunTorpadUuECKHX ) CPEJICTB;

poTrpaMMHO-aNnapaTHeIe MH(PPOBaTbHbIE (KpUNTOrpadruecKue)
CpeACTBa — YCTPOMCTBA M WX KOMIIOHEHTHI (32 HCKIIOUYECHHEM
MH(POPMALIMOHHBIX CHCTEM M TEJICKOMMYHUKAIIMOHHBIX CHCTEM), B

TOM qucIe cofeprKalnue KITFOUEBYIO UH(OpMaIIHIO,
o0ecrieunBaroIMe BO3MOXKHOCTh MpeoOpa3oBaHusi MHPOPMAIIUN B
COOTBETCTBUHU c ajropuTMaMu KPUNTOTPaQHIECKOTO

npeoOpazoBanrs WHGOPMAIUU C UCIOJIB30BAHUEM MPOTPamMM IS
AJIEKTPOHHBIX BBIUYMCIUTENBHBIX MAIIWH, MpPeAHA3HAYEHHBIX s
OCYIIECTBIICHUS ATUX MpeoOpa3oBaHU HHPOPMAIIIHN UITU HX YaCTH

CpenctBo AIIEKTPOHHOMN

IoaInumcu

[udposanbHoe (kpunrorpaduyeckoe) CpencTBO, HCIOIb3YeMbIE
JUISL pealu3aluu XOTs Obl OJHOM U3 CIHeAYIOIUX (QYHKIMH —
CO3/aHME YJIEKTPOHHOM MOJIMKCH, TPOBEPKA IIEKTPOHHOM MOIKUCH,
CO3/laHMe KJF0Ya DSJCKTPOHHOW TIOANMCH W KII0Ya MPOBEPKU
AJIEKTPOHHOM MOANUCH

Y 10CTOBEPSIIONIUI LEHTP

Axmmoneproe  oOmiectBo  «I'punarom» (AO  «I'puHaTOMY),
ocyuiecTBIsitolee GyHKIUH 10 CO3/IaHUIO U BbI1aue cepTU(HUKATOB
KIIIouen IMPOBEPKHU IJICKTPOHHBIX HOI[HI/ICGI\/'I, a TaKXE€ HHBIC
byHkuy, mnpenycMoTpeHHble  DenepadbHBIM  3aKOHOM  OT
06.04.2011 Ne 63-®D3 «O06 >1eKTPOHHON MOITUCKY

Jluno, 3apeructpupoBanHoe B YI[ AO «'puHarom» B
ycTaHOBJIIEHHOM PeriiamenToM KoprnopaTuBHOIO y0CTOBEPSIOIIETO

Y4acTHHK 3JIEKTPOHHOTO

N —— neHrpa ['ockopnopamuun «Pocatom» (Y A0CTOBEpSIOIIEro IEHTpa
AO «I'puHaToM») MOpsIKE, MEPCOHAIbHBIE JAaHHBIE KOTOPOIO
yKa3aHbl B cepTH(UKaTe KIH0Ya MPOBEPKU HJIEKTPOHHOH MOAMUCH

[Hramn BPEMEHHU | DIEKTPOHHBINA JOKYMEHT, ITOJIUCAHHBIN 3JIEKTPOHHOM MOAIUCHIO U

SJICKTPOHHOI'O NOKYMCHTA

yCTaHaBJ'II/IBaIOH_II/Iﬁ CYIICCTBOBAHUC OIPCACIICHHOI'O 3JICKTPOHHOT'O
JOKYMCHTA HAa MOMCHT BPCMCHH, YKaSaHHLIﬁ B IITaMIIC

SHCKTPOHHEUI MOAINCh

WNudopmanus B 37IeKTPOHHOH (opme, KoTopas MpHCOEIWHEHA K
Ipyroi uHpopmanuu B 3JIEKTPOHHOM (opme (MoAnuchIBaeMOn
uH(OpMalMK) WIK UHBIM 00pa3oM CBs3aHa ¢ Takod MHpopMaruen
M KOTOpas  HWCIONB3YyeTcs Uil ONpeNeNeHHus  JINIa,
MOINHCHIBAIOIIET0 HH(OPMAITHIO

DJIEKTPOHHBIN TOKYMEHT

3aukcupoBaHHas  Ha  MaTepUaJbHOM  HOCHUTENE  IIyTeM
JTOKYMEHTHUPOBaHUS UHGOPMAIUS ¢ PEKBU3UTAMHU, MTO3BOJISTFOIIIUMU
OTIPENIETUTH TaKyto HH(GOPMAITHIO, TPEACTABICHHAS B SJIEKTPOHHOM
dbopMme, TO ecTh B BUE, TPUTOJAHOM JIJIsI BOCIIPHUSITHS YEIOBEKOM C
UCTIOJIb30BaHUEM DJICKTPOHHBIX BBIYHCIUTEIBHBIX MAIIMH, a TAKXKe
g nepeaadyu 1o I/IH(I)OpMaLII/IOHHO-TGHCKOMMYHI/IKEU_[I/IOHHBIM
ceTsM uiu 00paboTKH B MH(DOPMAITMOHHBIX CUCTEMAX




Cryptographic Message | Crannapr, OTIpeAEIAIOIUI ¢dopmar " CHUHTaKCHUC
Syntax KpUNTOrpaguuecKux cooOeHn i

Online  Certificate  Status | [IpoTokon ycTaHOBICHHSI cTaTyca cepTU(HUKaTa OTKPHITOTO KIIIOYa,
Protocol

peanusytonuii RFC 2560 «X.509 Internet Public Key Infrastructure.
Online Certificate Status Protocol — OCSP»

Time-Stamp Protocol

[IpoTokon nmonmydenus mrammna BpeMenu, peanusyromnmuii RFC 3161
«Internet X.509 Public Key Infrastructure Time-Stamp Protocol
(TSP)»

B Ilopsiake ucCronb3yrOTCsl TEPMHHBI, YCTaHOBJICHHBIE dDenepaibHbIM 3aKOHOM
ot 06 ampens 2011 roga Ne 63-D3 «O06 37EKTPOHHON TTOATTUCH.

2.2 CokpalueHnusi, MCNOJIb3yeMble B LeJIsIX JAHHOTO JOKYMEHTA,

U pacliu(ppoBKHU

Tepmun Onpenencuue

Ceprudukar HexBanmuduumpoBaHHbIi cepTUHUKAT KIF0Ua IIPOBEPKHU AIMEKTPOHHON
MOANUCH

ITAK IIporpaMMHO-annapaTHbIi KOMILIEKC

I[C [Tnardopma 1OBEpEHHBIX CEPBHCOB
Pernament KopnoparusHoro YAOCTOBEPSIOLIETO LIEHTpa

Pernmament YIL{ l'ockoprnopaumu ~ «Pocarom»  (YmoctoBepsitomero 1entpa  AO
«['punaTom»)

Peectp Y1 Peectp ynocrosepsronero nesrpa

CK31 CpencTBo Kpunrorpaguyeckoi 3amuThl HHPOPMALUU

VI Y 10CcTOBEpSIOMUIA LIEHTP

)il DJEKTPOHHBIA JOKYMEHT

Ol ONeKTpOHHAs MOJIITUCH

CMS Cryptographic Message Syntax

CRL Certificates Revocation List

OCSP Online Certificate Status Protocol

TSP Time-Stamp Protocol

3. O0s13aHHOCTH Y4YACTHUKA JIEKTPOHHOT0 B3aMMO/1eHCTBUSA

VYYacTHUK 3JI€KTPOHHOTO B3aUMOICUCTBUS 00s3aH:

CJIeA0BaTh ITOJI0KEHHUAM Hacroswmero llopsnka;

ucnonp3oBath kmoun Ol u  coorBerctByroume uM  CepTU(UKATHI
noanucanus/mudposanus 1 B JOKYMEHTHBIX CUCTEMAX;

st popmupoBanus Ol mpumeHaTs TONBKO AccTBYromui ki Ol u
cooTBeTcTBYIOIUA eMy CepTudukar;

00ecreynTh COXPaHHOCTh B TaHE U 3aIUTY OT HECAHKIIMOHUPOBAHHOTO JOCTYyIa
NEPCOHANILHON ayTEeHTU(UKAMOHHOW WHGOpPMAIMU 7 JOCTyNa K JOKYMEHTHOMN
CUCTEME U JINYHOMY Kiirouy OII;

MIPY KOMITIPOMETAITUH JTUYHON KITFOYEBOM MH(DOpMAIUU UK ayTeHTU(UKAITMOHHON
uHbOpMallMl HEMEJJICHHO NPEKPaTUTh €€ WCIOJIb30BaHUE, PYKOBOJCTBOBATHCS W
cOOJII01aTh OPAIOK BBIITOJIHEHHSI IEMCTBHI, yCTaHOBJIEHHbIN Permamentom Y11,
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4. YocToBepsaOIIMil HEHTP U CepTUPUKATHI KIK0Yell IPOBEPKH
3JIECKTPOHHBIX MOJANUCEH

VY noctoBepsomuM EeHTpoM, cozaaronuM CepTudUKaThl Al UCHOJIb30BaHUS B
JOKYMEHTHBIX CUCTEMaX, SIBJISETCS HEAaKKpeAUTOBAaHHbINA Y11,

JIns mnpuMeHeHus B JOKYMEHTHBIX CHCTEMAx MOTLYT  MCIOJb30BaThCs
Ceptucdukartsl, co3nanubie Toiabk0 YII.

[lopsimok co3manusi, BbIIauM W mnpekpauieHus: aeictBus CeprtudukaTos
onpenensercs Pernamenrom Y11,

NnentudukanmonHpie JaHHBIC, 3aHeCeHHBIE B TIoJIe «CyOnekT» («Subject Namey)
Ceptudukara wuaeHtupuuupyor Brmanensma ceptudukara Kioya TPOBEPKU
AJIEKTPOHHOHN TOAMKUCH M COOTBETCTBYIOT HACHTHU(UKAIMOHHBIM JTaHHBIM Brianmensiia
cepTuduKara Kiroya NpOBEPKU JIEKTPOHHOM MOANUCH, 3apETUCTPUPOBAHHBIM B pEECTPE
VY 10CTOBEPSIONIETO LIEHTPA.

Hnst onpenenenus cratryca Ceprtudukara HCHOJIb3YeTCS CIHUCOK OTO3BAaHHBIX
cepTu(PUKaTOB, M3/IaBaeMblii U MyOnuKyembii YL B mopsiike v ¢ NEPUOJUYHOCTHIO,
onpenensieMbimu Y11,

MecTom yOJIMKaIMU CIIUCKOB OTO3BAHHBIX CEPTU(HUKATOB MPUHUMAETCS aJpec
MH(OPMAIMOHHOTO pecypca, ONpeIeTICHHBIN B paciiupeHnu « Touku pacinpocTpaHeHUs
cnuckoB o13biBa (CRL)» («CRL Distribution Point») (OID — 2.5.29.31) ceptuduxara
KJIFO4a MOJIHKCH.

Jlns onpenenenus crtatyca CepTudukara TakKe MOXKET UCIoIb3oBaThesa Ciyxoa
aKTyaJIbHBIX CTaTyCOB cepTU(PHUKATOB (B TOM cilydae, eclid cepBUC yKazaHHOU CiyKObl
npegocTasisiercst Y nocropepstonuM nentpom uiu [1J1C).

5. CpeacrBa 3/1eKTPOHHOM NMOANUCH

B xauectBe cpencts OlIl, obecneunBaromux peann3aunio QyHKIUN co3qaHusl U
npoBepku I ¢ ucnonap3zoBanueM kiatoda D11, JOJDKHBI UCTIOIB30BaThCs cpencTBa Ol
UMEIOIIIME  TIOATBEPKICHUE COOTBETCTBUS  TPEOOBAaHWSM, YCTAHOBJICHHBIM B
COOTBETCTBHH C TpeOOBaHUSIMHU 3aKOHOaTeIbCcTBa Poccuiickoit denepanum.

Ucnons3oBanue cpeactBa DIl AODKHO OCYIIECTBISATHCSA B COOTBETCTBUM C
TpeOoBaHUIMHU (PopMyIIsipa M AKCIUTyaTallMOHHOM JOKYMEHTAIMH Ha JIAHHOE CPEJICTBO
oIl

6. DJIeKTPOHHbBIE JOKYMEHThI, NOANMUCHIBACMbI€ JIEKTPOHHOM MOANMUCHI0

Y4acTHUK 3JIEKTPOHHOTO B3aumMoAeucTBUA BlipaBe J/1 moanuceiBath Jl1.

OJl, mnoamucannble Oll, mnpu3HAIOTCA  paBHO3HAYHBIMU  JOKYMEHTaM,
MOANMUCAHHBIM COOCTBEHHOPYYHOUM MOJAMKUCHIO B CJIydae BBITIOJTHEHHUS BCEX YCIOBUM
paBHO3HauHOCcTH D/, momamucanHoro OJII, MokyMeHTY Ha OyMa)XHOM HOCHUTEIE,
MOANMUCAHHOMY COOCTBEHHOPYUHOM IMOIIUCHIO.

O[] u ero DIl B JOKyMEHTHOU cHCTEME MPEACTaBIsAOTCS B Bume (aitmon. D1
MO>KET OBITh KaK OTKPEIJICHHOM (B BUIE OTAEIBHOTO (paitia), Tak u mpukperuieHHou. [Tpu
sToM oTKperuieHHass DIl mpencraBiseTcss B BHJE KpUNTOTPahUUecKoro COoOIIeHUs,
dopmat xkotoporo onpezaensiercss RFC 3852 «Cryptographic Message Syntax (CMS)», ¢
y4eToM ucnoiib3oBanus kpunrorpapuyeckux anroputmo ['OCT P 34.10-2012, TOCT
P 34.11-94 B cootBercTBHE ¢ RFC 4490 «Using the GOST 28147-89, GOST R 34.11-94,



GOST R 34.10-94, and GOST R 34.10-2001 Algorithms with Cryptographic Message
Syntax (CMS)».
®opwmatsl D/ onpenensiroTcs JOKYMEHTHOU CUCTEMOM.

7. llopsiaok ¢opMUPOBAHNS U NMPOBEPKHU IJICKTPOHHON MOANUCH

®opmupoBanue Il B D3]] ocymectBusiercs B IIJIC ¢ ncnonp3oBaHUEM CPEACTB
Ol

@®opmupoBanue OIl MoxkeT OBITh OCYIIECTBIEHO TOJIbKO Brazaenbuem
cepruduKkara Kitoda MPOBEPKH SJICKTPOHHOU MOMMUCH, COOTBETCTBYIOMMMA Kirrou DI
KOTOPOTO JIEHCTBYET Ha MOMEHT ¢opmupoBanus 1.

[Tpu popmuposanuu II1:

¢ wucnosp3oBanuem ceppuca OIl Ha 0aze «Kpunrollpo DSS», ywacTHuk
AJIIEKTPOHHOTO B3aUMOJICUCTBUS JOJDKEH MOATBEPAUTh CBOE BOJICU3BSBICHUE Ha
noanucanue D] ¢ ucnonpzoBanrneM OTP-via-E-Mail, mu6o OTP-via-push.

¢ ucnois3oBanuem cepruduimrpoannoro ®Cbhb Poccun CK3U u oTuyknaeMoro
KIIFOUEBOI'0 HOCUTEIIA C KIIFo4oM DI, YUacTHHK 371€KTPOHHOIO B3aMMOIEHCTBHS JOJDKEH
NPEABSABUTH MUH-KOJ K KIIFOYEBOMY KOHTEHHEDY.

Homnyckaetrcss noanucanue ogHo DIl Heckonbkux OJ] ogHOBpeMeHHO (TakeT
JIOKyMEHTOB) B CJTy4ae TaKMX BO3MOKHOCTEH JTOKYMEHTHON CUCTEMBI.

O/ MoXeT uMMeThb HECKONbKO Il OT HECKOJBKMX pa3JIMYHbIX YUYaCTHUKOB
AJIEKTPOHHOTO B3aUMOJECHUCTBUSL.

[Ipu popmupoBanuu OI1 B D] ¢ mOMONIBI0 JOKYMEHTHON CUCTEMBI, PUKCUPYETCS
BpeMsi moanucanusi ganHoro O/ u undopmanus o cratryce Ceptuduxara (OCSP)
Bnanensia ceptudukara Kioya MPOBEPKM BJIEKTPOHHOW MOJAMUCA HA MOMEHT
noanucanust /. Ilpu 3ToM (ukcauusa Bpemenu noanucanus O] ocyuiecTBisieTcs
MOCPEJICTBOM TMOJIy4eHHUSI METKU JoBepeHHOro Bpemenu (TSP).

Bpems, conepxkaiieecss B METKE JIOBEPEHHOTO BpPEMEHM, IIOJYYEHHOE IIpH
noanucanuu D11 D1, nmpusHaercs BpemeHeM noanucanus J/1.

[TomyyeHHnass MeTKa JOBEPEHHOTO BpeMEHHM U UWHGoOpMaluMs O cTaTyce
Ceptudukara YyacTHUKA DJIEKTPOHHOTO B3aWMOJCHCTBUS, a TaKKe WHbBIEC JIaHHBIE,
HEe0oOXoauMbIe Il ycTaHOBIeHUs1 craryca CepTudukara Ha MOMEHT mojnucanus JJ]
Ipy ero XpaHeHWW, 0OpaboTKe M Tepenaye TOJDKHBI OBITh BKIIOUYEHBI B COCTaB
KpUNTOTpaduueckoro cooOIIeHUsS U TPEACTaBICHbI B COOTBETCTBHHM C (opMarowm,
yctanoBiieHHbIM RFC 5126 «CMS Advanced Electronic Signatures (CAdES)».

[TonrBepxnenne nognuuHoctu I B DJ1 ocymiecTBisieTcs ¢ MCHOJIb30BaHUEM
cepBuca o npoepke Ceprudukaros «Kpunrollpo SVSy», unterpupyemoii ¢ IT1J1C.

8. Yci10BHSI pABHO3HAYHOCTH JIEKTPOHHOTO JOKYMEHTA, MOANUCAHHOTO
HeKBAJTH(UIMPOBAHHOMN JIEKTPOHHO MOAMUCHIO, TOKYMEHTY HA OyMaKHOM
HOCHUTeJIe, MOANMCAHHOMY COOCTBEHHOPYYHOI MOANMUCHIO

Nudopmarus B 25eKTpoHHON (QopMe, MoAnMcaHHas HEKBATU(PHUITUPOBAHHON
AJIEKTPOHHON TOJMUCHIO, Tpu3HaeTcss D/, paBHO3HAYHBIM JTOKYMEHTY Ha OyMa)KHOM
HOCHTEJIE, TOAMMCAHHOMY COOCTBEHHOPYYHOU TMOJIHUCKHIO, B CIIy4asiX, YCTAaHOBICHHBIX
dbenepalbHBIMU 3aKOHAMH, MPUHUMAEMBIMUA B COOTBETCTBUU C HUMH HOPMATHBHBIMH
MPABOBBIMM aKTaMH WJIM  COTJIAINICHUEM MEXKIY YYaCTHUKAMHU DJIEKTPOHHOTO
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B3auMoieicTBUs. HopMaTuBHBIE MPABOBBIE AKThl U COIVIAILIEHUS MEX]Y y4aCTHUKaMHU
IEKTPOHHOI'O  B3aWMOJCHCTBHSA, YCTAaHABIMBAIOIIME Ciy4yad Mpu3HaHus O/,
HOJIUCAaHHBIX HekBaqu(puuupoBaHHol OII, paBHO3HAYHBIMH JIOKYMEHTaM Ha
OyMaXHbIX HOCHUTENSX, MOANMCAHHBIM COOCTBEHHOPYYHOH MOJINUCHIO, JIOJKHBI
IIPENYCMaTPUBATh MOPSIIOK IPOBEPKU AIEKTPOHHOM NOIIINCH.

[Ma6son CornameHus 00 KCIOJIB30BAHUN YCUJIEHHONM HEKBAaTU(PHUIIMPOBAHHOU
JIEKTPOHHOM NOJIKCH Pa3MEILEH Ha crypto.rosatom.ru.

[Topsanox mpoBepKU HEKBATHU(PUIIMPOBAHHON AIIEKTPOHHOMN MOITUCH:

IIPOBEPKA HEKBATHU(PUIIUPOBAHHBIX oIl IIPEyCMOTpPEHA TOJIBKO
st HekBanuunmpoBanHbix D11, Beimanubix [1J1C;

g npoBepku DIl YYacTHUK 37IEKTPOHHOTO B3aMMOICHCTBHS uepe3 UHTepdeiic
JOKYMEHTHOM cucTteMbl otrpasisieT 3anpoc B [IJIC na mposepky OI1 B O/1;

ceppuc mpoBepku OII B IIJIC ocymecTBiaser npoBEpPKY IEUCTBUTEIBLHOCTH
HOJITMCU Ha MOMEHT €€ (pOpMHpPOBaHUs, OCHOBBIBASICh HAa JJOCTOBEPHOIN MH(OpMALIUU IO
METKE BPEMEHHU U CTaTyCy cepTU(]UKaTa KIH04a MPOBEPKH AJIEKTPOHHOM MOJIKCHU B
MoMeHT noanucanus. Ceptudukar, oTHocsaumiics k OIl, nelcTBUTENEH HA MOMEHT
NOANKCAHKS U €r0 CEpUIHBII HOMEP HE COJEPKHUTCS B aKTyaJbHOM Ha YKa3aHHBIN
MOMEHT BPEMEHH CIIUCKE OTO3BAaHHBIX CEPTHU(PUKATOB.

cepuc nposepku OIl B IIJIC ocymiecTBiaseT MNpPOBEPKY LETOCTHOCTH
(HensmenHocty) D] Ha OCHOBaHMM CpaBHEHHUs Xemla moiydeHHoro O] c¢ xemiem,
c(OpMHPOBAHHBIM IIPH MOANUCAHUY;

cepsuc npoepku OII B IIJIC HampaBnser oTBeT, coiep:Kaliuii MHGOpMAaIUIO
O pe3yibTaTax MPOBEPKHM B JIOKYMEHTHYIO CHUCTEMY ISl TPEIbSABICHUS YYACTHHUKY
MH(OPMAIMOHHOTO B3aUMOJECHCTBUS.

JlocToBepHoil uHpoOpMaleid 0 MomeHTe moamnucanus O[] mpuszHaeTcs Bpems,
cozeprKalleecs B JOBEPEHHOM METKE BPEMEHH, MOJYy4YEHHOE INpu noanucaHuu JJ] ¢
HCIOJIb30BaHKEeM IpuMeHsiemoro cpesacta DI, uaterpupyemoro ¢ ITJIC.

9. Ilopsiiok pa3penieHNsi KOHPIUMKTHBIX CUTYallMid, CBI3AHHBIX C
NpUMEeHEeHHEM 3JIEKTPOHHOM MOANMUCH

Pazpemnienne KOH(MIMKTHBIX CHUTYallUd OCYIISCTBISACTCS B COOTBETCTBHUU C
PernamenTom VY1I.

10. HopMaTuBHBIE CCHLIIKH

®denepanbHbIi 3aK0H Poccuiickoit @eneparuu ot 6 anpens 2011 r. N 63-03 «O06
DIIEKTPOHHOM ITOAIIACUY;

@enepanpHblii  3akoH  oT  27.07.2006r. Nel49-®3 «OO0 wunHbopmamu,
MH(OPMAIMOHHBIX TEXHOJOTHUSAX U O 3aIUTE UH(HOPMALIII.



