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1. Ha3naueHue 1 00,1aCTh NPUMEHEHUS

1.1. Hacrosimuii [lopsimok npenocraBieHus yciayru MHTerpaiimoHHON OAAEPKKH
[TJC (nanee - [Topsimok) pazpaboTaH JiJisi yCTaHOBJICHHUS MTOCIEA0BATEILHOCTH JICHCTBUM
[0 MpOILIECCY TPYIIbl MPOLECCOB YIPABICHUS UHPOPMAIMOHHBIMU TEXHOJOTUSIMH C
LEISIMA YCTAHOBJIEHUS MPABWJI U YCIOBHN NPEAOCTABICHUS M MOJIb30BAHMS YCIIyrOu
Nuterpanuonnoit noaaepxku [TJC.

Nudopmarusa o ycnyre HMuaterpammonnoit moanepxku IIJJC pasmerieHa Ha
odpurmamsrHOoM caite https://crypto.rosatom.ru/uslugi/platforma-doverennykh-servisov-
integratsionnaya-podderzhka-pds-clb-32/.

1.2. Cobmonenne Ilopsaka sBisieTcss 00s3aTENbHBIM  JUISL  TIPEINIPHUSATHI/
OpraHU3aIMi, HCIOIB3YIONUX aBTOMATHU3WPOBAHHBIE MH(POPMAIIMOHHBIE CHCTEMBI, B
KOTOPBIX TMPUMEHSIOTCS CEepTU(PHUKATHI KIFOUYEH MPOBEPKU DIEKTPOHHBIX MOJIUCEH,
cozmaBaeMble  KopmopaTWBHBIM  yZIOCTOBEpPSAIOIIMM  LEHTpoM [ ockopmnopannu
«Pocarom».

TpeGoBanus Ilopsinka o0si3aTeNbHBI I8 COTPYIHUKOB,  BBITTOJHSIOUIUX
cienyroue (yHKIMOHATBHBIE POJIN:

Bnanenen C;

Omnepatop HC.

1.3. OtBeTcTBEHHBIM 3a akTyanu3auuio [lopsaka u KOHTPOJb €ro MCHOJHEHUS
B COOTBETCTBUU ¢ TpeOoBaHusiMu [lojokeHHs O CHUCTEME perjIaMeHTHPYIOIIUX
noKkyMeHTOB l'ockopmopammu  «Pocatom»  sBisgercs aupekrop [lemapramenra
o nHpopMannoHHbIM TexHoorusM biioka mo UT AO «['puraromy.

1.4. AktyanpHas BEpCHs ITopsinka pa3menieHa 1o anpecy:
https://crypto.rosatom.ru.

2. Tepmunbl, cOKpaueHus 1 a60peBuaTypbl
2.1. TepMuHBbI ¥ onIpeae/IeHUA

Tepmun Onpenenenue
AJIMUHHCTpATOP YnonnomoueHHslii pabotHuk AO «['punarom» (1o
0e30macHOCTH JOTOBOPY)  WJIH YIOJHOMOYEHHbIH  pabOTHUK

OpraHM3aliK-3aKa3uynKa, HAJEJICHHbIA IOJHOMOYUSIMHU
[0 BpYUEHHUIO  CEPTU(PHUKATOB  KIIOYEH  MIPOBEPKHU
AIIEKTPOHHBIX MOJNUCEH OT UMEHHU YJIOCTOBEPSIIOLIETO

L[EHTpa

AKKpenuTamus [Ipu3Hanue ymoJHOMOYEHHBIM (eAepaTbHbBIM OPTaHOM
YIOCTOBEPSIOLLETO COOTBETCTBUS YAOCTOBEPSIONIECTO IIEHTpAa TPEeOOBAHUSIM
LEHTpa denepanbpHOro 3aKkoHa oT 6 anpens 2011 r. N 63-d3 «O0

AJIEKTPOHHOMN MOJMUCH

Bnanenen ceprudukara | JInio, KOTopoMy B COOTBETCTBUU HacTosuM [lopsiakom,
KJIFOYa MPOBEPKHU ¢ yueroM PenepanbHoro 3akoHa oT 06.04.2011 Ne 63-03
AJIEKTPOHHOM MOJNUCH «O0 AIEKTPOHHOMN HOJIUCH, co371aH
HEKBATU(UIIUPOBAHHBIN CepTUPHUKAT KJIIOYa IPOBEPKU
AIEKTPOHHOM MOIITACHU




Bpyuenue ceptudukara
KJIF0Ya MPOBEPKHU
AJIEKTPOHHOM MOJNUCH

[lepenaua JOBEpPEHHBIM  JIMIIOM  YJIOCTOBEPSIOIIETO
IIEHTpa  H3TOTOBJICHHOTO  3THUM  YJAOCTOBEPSIOIIUM
HEHTPOM cepThdUKaTa KiIo4Ya MPOBEPKU DJIEKTPOHHOU
TIOJIUCH €r0 BJIAJICIIbITY

HexBanudunupoBannbrit
ceptudukar Kioua
MIPOBEPKU JIEKTPOHHOU
HOJIITUCH

CeptuduxaT Kiroya MPOBEPKU 3IIEKTPOHHOM MOJIKUCH,
COOTBETCTBYIOIIMKA  TpeOOBaHMSIM,  yCTaHOBJICHHBIM
®enepanbubiM  3ak0HOM  Ne63-D3  «OO0 31eKTpOHHOMN
HNOANKUCH» U UHBIMH NPUHUMAEMBIMU B COOTBETCTBHH C
HUM HOPMAaTHMBHBIMHU IPABOBBIMH aKTaMH, U CO3JaHHBIN
HEaKKPEIUTOBAHHBIM LIGHTPOM cepTUUKAIIH

Kirou nposepku
AIEKTPOHHOM MOAITACHU

VYHukanbHas NOCJIEIOBATENbHOCTD CUMBOJIOB,
OJIHO3HAYHO CBSA3aHHAS C KIIOUYOM DJIEKTPOHHOM MONUCH
U IpeHa3HAYeHHas [  OPOBEPKH  MOJIMHHOCTU
AJIEKTPOHHOM MOJNUCH (Janee - MpoBepKa 3IEKTPOHHOU

TIOTTUCH )
Kitro4 a51ekTpoHHON YHukanbHas [IOCJIEJOBATENBHOCTD CHUMBOJIOB,
NOANUCH npeaHa3HaYeHHas sl CO3aHMs JJIEKTPOHHOU MOANKMCH
KirroueBo HOCUTEND OTuyxaaemblii HOCHUTEIb uH(popManuu,

IIpEAHA3HAYEHHBIN JUIsl XPAaHEHUs KII04Ya JJIEKTPOHHOU
NOANMCH U KJIK0Ya NPOBEPKHU AIEKTPOHHOM NOAIUCH

KopnopatuHblii
YAOCTOBEPSIOINNA LEHTP
["'ockopniopanuu
«Pocarom»

VY nocrosepsitonuii neHTp AO «I'puHaTom»

Kypatop ot opranuzanuu

CoTtpyaHuK OpraHu3alru-3aKa3unKa, KOTOPBIN
JIOTIOJIHACT 3asABKM Ha co3ganue Iloamucku, Ha
nepeBbinyck  CepTudukara KaapOBBIMH  JTaHHBIMU
I[Toanncunka

Omneparop

Y 10CTOBEPSAIOLIETO
LHEHTPa OT MOJACUCTEMBI
yIOpPABJICHUS] CEPBUCAMU U
KOHHEKTOpaMu
[Tnatpopmbl TOBEPEHHBIX
CEPBUCOB

CotpynHuk KopnopaTuBHOrO yIOCTOBEPSIOLIETO LIEHTPA
['ockopnopaumn ~ «Pocatom»,  KOTOpPBIM  CO31aeT
CepTtuduxatsl

3aka3 npeanpusitus B [1J[C B cOOTBETCTBHHM € yCIOBUIMU
JI0roBOpa NPUCOETUHEHUS Ha obecrnieueHue
ceptudukaTaMu WM CPEACTBAMU KPUNTOTpaPUuecKoi

[Tonmucka 3alIUTHl 1 HHPOPMAIIIH.
[Monmucka mnoapasymeBaer Bhaaenue [loanmucunkom
OIHUM  JIEUCTBYIOIIMM CepTU(PUKATOM BBIOPAHHOTO
111a0JI0Ha
dusnueckoe aULO, 11 KOTOPOro opopMieHa MOANHUCKA
I[Toagnncunk 1o, X P (bop 5

Ha oOecrieueHue ceprrudukaToM U (WUIU) JUIEH3UEH Ha




CPEICTBO KpHUNTOrpaUIecKor 3amuThl HWHPOpMAIIUN
(o6namaer yu€THoM 3amuckio B qomene GK/inter, cozmaér
obpamenus, noaydaetT CepTudrKaThl)

[TonTBepxkneHne
BJIAJICHUS KJIFOUOM
AIEKTPOHHOM MOIITACHU

[Tonyuenue yI0CTOBEPSIOLIUM LEHTPOM,
YIOJHOMOYEHHBIM benepanbHbIM OpraHom
J0Ka3aTeNbCTB TOTO, YTO JIUIO, OOpaTuBlIeecs 3a
NOJIy4YEHUEM ceptudukara KJIFO4a IPOBEPKHU

AJEKTPOHHOM NOANMWCH, BIAAECET KIKOYOM JJIEKTPOHHON
MOAIKUCH, KOTOPBIA COOTBETCTBYET KIIFOUYy HPOBEPKHU
AJEKTPOHHOM TMOJANMUCH, YKAa3aHHOMY TaKUM JIMLOM JJIst
NoJTyueHus cepTudukara

Ceptudukar KJTIt04a
NIPOBEPKU  AJIEKTPOHHON
TIOJIITUCH

DNEKTPOHHBIM JOKYMEHT WJIM JOKYMEHT Ha OyMa)KHOM
HOCHTEJIE, BbIJAHHBIE YOCTOBEPSAIONIMM IIEHTPOM JIMOO
JIOBEPEHHBIM ~ JIMIIOM  YJOCTOBEPAIONIET0 ILEHTpa U
NOATBEPKIAIOIIME TMPUHAJIKHOCTh KJIH04Ya IMPOBEPKHU
AIIEKTPOHHOM TMOAMKUCH BJaJelNblly cepTuduUKaTa Kiroua
IIPOBEPKH JIEKTPOHHOM MOIIUCU

Y 10CTOBEPSAIOIIMHI LEHTP

IOpunuueckoe JIUIIO, WHINBUAYaTbHBIN
OpeanpuHUMAaTedb JU00 TOCYAapCTBEHHBI OpraH WU
OpraH MECTHOTO CaMOYMpaBIEHUS, OCYIIECTBIISIONINE
(GYHKIIUHM IO CO3JJaHUIO U BbIaye CepTU(UKATOB KIIIOUEH
IPOBEPKU DIEKTPOHHBIX TOJNHUCEH, a TakkKe HHbIE
¢yHKUIMH, TpeayCMOTpeHHbIe HacTosIuM DenepaabHbIM
3aKOHOM

Y1omHoOMOUYEHHOE
OT OpraHu3aluu

JINLIO

PabotHuk ropuauyeckoro nuna, ykazanueiii B EI'PIOJI u
MMEIOIINI BO3MO>KHOCTD oOpaiatbcs B
Y 10CTOBEPAIONIMIA LIEHTP OT UMEHH FOPUIMYECKOTO JIUIIA,
1100 pabOTHUK MMEIOIIUN MPaBO AEHCTBOBATH OT UMEHU
FOPUANYECKOTO JIMIA HA OCHOBAHUY JIOBEPEHHOCTH

Y4aCTHHUKHU IEKTPOHHOTO
B3aMMOJICHCTBUS

['ocynapcTBeHHbIE OpraHsl, OpraHsl MECTHOTO
CaMOYIIPAaBJICHHsI, OpPraHMU3allHd, a TaKXKE TIPAXKIAHE,
OCYyILIECTBIIsIfOIME 0OOMEH MHpOpMaIuel B IEKTPOHHOMN

dbopwme.

9J'ICKTpOHHaH IMOAITUCH

Wudopmanuss B INEKTpOHHOH  Qopme, KOoTopas
NIPUCOEAMHEHA K APYyroil mHQGOpMamuu B JJIEKTPOHHON
dbopme (moamuchiBaeMoW WH(OpPMAIMK) WIA HHBIM
oOpa3oMm cBs3aHa C Takod wuH(popmammend u KOTopas
UCTIONB3YETCSI ISl OTIPEISIICHHUS JIUIIA, TIOITHCHIBAIOIIETO
uHbOpMaITHIO

B Ilopsake MCHONB3YIOTCS TEPMHHBI, yCTaHOBJIEHHbIE (DenepasbHbIM 3aKOHOM
ot 06 anpenst 2011 roxa Ne 63-D3 «O6 31EKTPOHHOM MOATIUCH.

2.2 Coxkpamenuns,
U paciuuppoBKHU

HCIIOJIB3YEMbBIE B neJadax JaHHOrIo

TOKyMeHTa,

TepmuH

\ Onpenenenue




UACYTI WNupopmanmonHas aBTOMAaTU3HPOBaHHAs cucrema
ynpasyeHus nepcoHanoM ['ockopnopanuu «Pocarom»

KNC KoprniopatuBnas nndopMalionHasi cuctrema

KYII KopnopaTuBHbII y1O0CTOBEPSIIOIIUI LIEHTP
["'ockopniopanuu «Pocatomy»

JINC JlokanpHas nH(GOpPMaIlMOHHAS CHUCTEMA

IAC [Tnardopma TOBEPEHHBIX CEPBUCOB

ITYCK TIJIC [loncucrema ymnpasieHHs CEpBHCAMM M KOHHEKTOpaMu
ITnardopmbl JOBEpEHHBIX CEPBUCOB

Ceprudukar HeKBaHH(bHLUH/IpOBaHHLIﬁ ceprudukar Kio4a IPOBEPKU
JIEKTPOHHOM NOJIHACH

CY UT Cucrema ynpapieHus ”HOOPMaIIMOHHBIMU TEXHOJOTUSMU

YHOII YcunenHas HeKBaIM(UIIMPOBAHHAS IEKTPOHHAS MOAMNKCH

Y Y 10CTOBEPSAOIMN LIEHTP

DIl DJIEKTPOHHAS MTOJITHUCH

3. Onucanue npouecca

Jlo Hadanma mpoliecca OpraHu3alysg-3aka3yuK JO0J/DKHA HalpaBUTh B OpraH
Kpuntorpaduieckoi 3aIUTHI AO «I"puHaTom» OpUTHHAII 3asiBJICHUS
Ha npefocTaBieHue ycuayru  1no  ¢gopme  Ilpunmoxenus  Nel, moamucanHoe
YNOITHOMOYEHHBIM JIMIIOM OT OPTaHU3ALNH.

3.1. Onucanue MOANPOLECCOB

3.1.1. Hopnpouecc «MHTErpanus»

Wurerpauus ¢ [1JIC npenoctaBiseT MOANEPKKY YHUBEPCATBHOIO IPOrPAMMHOTO
untepdeiica [Tnardpopmsl foBepeHHBIX cepBUCOB At HHPopMarmonHbix cuctem (UC).

[TAC peanuzyet cepBuchl, o0ecneunBaromine GyHKIHOHA:

cepBUC ympaBieHUs cepTupukatamu U  kimouyamu. [IpemocraBmser UC
BO3MO>KHOCTb CO3[aHMsI CEpTU(UKATOB U UX YIpaBleHUs (CO3JaHUE CEPTU(DPHUKATOB U
KJIIOYEH B aBTOMAaTUUYECKOM WJIM PYYHOM PEKUME);

CepBUC MIEKTPOHHOM noamnucu. IIpenocrasnser no 3anpocy MC BOo3MOXHOCTH
NOANMCAHMS SJIEKTPOHHBIX JOKyMeHTOB B [1JIC, cepBuc Banunanuy;

npenoctasiasier MC BO3MOXHOCTE IIPOBEPKM  JJIEKTPOHHBIX IIOANHUCEH U
ceptudukatsl noas3zoBateneir C, cepBrc METOK BpEMEHH;

npeaocrasisier 1o 3anpocy MC MeTku BpeMeHU Ha Olepaluu Mo CO31aHHUI0

AIIEKTPOHHBIX TOKYMEHTOB, CEPBUC aKTyaJIbHOTO CTaTyca CepTU(PHUKATOB;

npenoctasiger no 3anpocy MC cmyx0Obl akTyalbHOTO cTaTyca cepTtudukara B
MOMEHT (POPMHUPOBAHHUS SJIEKTPOHHOM MOAMHCH.

WNHTerpannst npoBOAXTCS B BA dTaIla:

CO3/1aHHE€ MHTErPallMOHHOIO pelIeHUs pa3padoTuynkoM uHTerpupoBaHHoi WC u
TecTupoBaHus B TecToBOM 30HE [1J1C;

IIOCJIE TIPOBEJICHUSI TECTOBBIX HCIIBITAHWUM, PEAaIM30BaHHBIX B UHTETPUPOBAHHOU
NC, BbinosiHsgeTCS NOAKII0YeHUE K TpoaykTuBHOMY [TJ1C.



[Tepen HawamomM WHTErpamuu HEOOXOIMMO BBITIOJIHUTH IIIard, HAINpaBJICHHBIC HA
YCIEMIHOE MTPOXOKIEHUE BCEX ITANOB MHTErpanuu Biagenen ninum onepatop UC:

onuceiBaeT peannzaunto uHTerpaunu Mexay MC u IIJIC B Buae TEXHHMYECKOTO
peleHus U coraacoBbiBaet ¢ Biaaenslem 111C;

HAa OCHOBAaHHM TEXHHUYECKOTO PEIIEHUS 3aBOAUT YYETHBIC 3allUCU B JOMEHE
gk.rosatom.local u/unum inter.rosatom.local, a5 0TpaboTKH QyHKIIMOHANA;

Ha OCHOBAaHUU TEXHUYECKOI'O PEIICHUS OTKPBIBAET €CJIIM HE OTKPBIT AOCTYI K
nanamadTy TectupoBaHuss W K npoxayktuBHomy I[IJIC (TpeOyercsi coriacoBaHueM
VYrpaBneHue TeIeKOMMYHUKAIMOHHBIX cepBucoB AO I'puHaTom);

paHee 3aBeJCHHBIC YYETHBIE 3alUCH HEOOXOJUMO OOOTaTUTh JaHHBIMH
(He0OX0IMMBIE TaHHBIE YKa3aHbl B iprwiiokeHnu 2 TY wa mogkmouenus k [1J1C, nanapie
3aBOJUT mojjaepkka KoprnopatuBHO# cucTeme ympaBiieHUs nepcoHajgoM Ha 6aze SAP
(MACYVII) mo 3ampocy uepe3 nmoptain http://support.rosatom.ru/sm/index.do).

[ITaru co ctoponsl noaaepxku I11C:

AnmunauctpaTop 6e3onacHoctu [IJIC peructpupyer B I1J1C undopmamonuyo
CUCTEMY, COTJIaCHO MOJYyYEHHOMY 3as8BJICHHIO Ha nipeaocTapienue yeuyru (Ipunoxenue
Nol):

Perucrpanus B onHoM u3 tectoBbIX 30H [I/IC cornacHo TEXHMYECKUM YCIOBUSAM
Ha noaxmoueHus k [IJIC nanee - TY (Ilpunoxenue No2).

Peructpanus B npomsinuieHHo# 30He I1/]C cormacuo TYVY.

Anmunuctparop I1TJIC:

MPEA0CTaBIIsAECT TeXHUUeckue ycnoBus Ha noakmodenue MC k I1J1C;

koHcynbTHpyeT MC o Bonpocam noaxnrouenus k [1/1C;

koHcynbTHpyeT MC o Bonpocam nnterpaunu ¢ [1/1C;

COIJIaCOBBIBAET TEXHUYECKHE perieHus Ha uarerpamnuto ¢ [11C;

MPEIOCTABIIACT M BBIAACT PEKOMEHIAINH 10 TOpaOOTKE TUIIOBOTO COTJIAIICHHSI O
npuMenenuu Y HOII B cooTBeTcTBUU ¢ OusHec-npoueccamu UC;

npoBoauT otiaaky B3aumoperctBusa MC B tectoBoil cpeae IIJIC u mepeHoc
HaCTPOEK B IPOJYKTHUBHYIO CUCTEMY;

COTJIACOBBIBAET CLICHAPUI MHTETPALIMOHHOTO TECTUPOBAHUS M MIPOBOAUT y4acTHUE
B (DYHKIIMOHAJIbHBIX UCTIBITAHUSX;

BBIITOJIHSET BBOJ U BBIBOJ U3 dKciuryaTaunu nHTerpanuu MC u ITC.

3.1.2. Hoanpouecc «PyHKUMOHAJIBHAS MOAJAEPKKA

B pamkax GyHKIMOHATBEHOM MOAEPKKU BBITIOTHIETCS yCayra, HalpaBIeHHAas Ha
noJIepKaHue peain3oBaHHOrO (yHkunoHana Ha »Tame uHterpanuu c¢ I[1JIC mocre
NIEPEBO/IA B MIOCTOSTHHYIO 3KCILTYaTaLHIO.

Anmunuctparop ITJIC:

BBIMIOJHAET KOHTpOJb pabortocnocodbnoctu I1JIC, a Takxke yBemomienue HMC o
KOHTpoiupyembix coobitusx [1J1C;

BBISIBJISIET M YCTPaHsIeT OIMOKH, BO3HUKAIOLIUE B Ipouecce B3aumoaeiictaus NC
u I1J1C;

IPOBOIUT MOHUTOPUHT paOOTOCIIOCOOHOCTH U aHaIu3 >)KypHaioB u joros [1/IC no
3anpocy UC;

npenocrasisieT UC unpopmaruu o co6osx B padore unterpauuu ¢ I1C;



YCTpaHSIET BO3HHUKAIOIINWE WHIUACHTHI TPH  TOSBIEHWU  OMIMOOK B
WHTETPallMOHHOM B3aMMO/JICHCTBUU;

obecnieunBaer UC HEOOXOIMMBIMU CPECTBAMU JJII TECTUPOBAHUSI MHTErPaLlUU
NC u IIJAC B TECTOBBIX 30HAX, a TAaKK€ TECTHUPOBAHUE MIPOLIECCOB H3MEHEHUS
KoH(purypanuu (TECTOBbIE KIIIOYH, ayTEHTU(UKAIMOHHBIC JaHHbIE, IapaMeTphl,
koHurypanuu u T.1. B [1JIC);

B3aMMOJIECTBYET CO CIY>KOON TEXHUYECKOH MOAAEPK KU BEHIOPOB IO JIOTOBOPY
texHuueckoil nogaepxkku [1JIC (mo 3anpocy UC);

OLICHKAa M3MEHEHUN 3aKkoHoAaresbcTBa PD M HOpPMATHBHBIX AKTOB B YacCTH
MPUMEHEHUs1 cepBUCOB, npeaoctaBisieMbix [1JIC u mpegocTaBieHre peKOMEHIANN U
yKa3aHuil o npuseaeHuto B coorBercTBre misa MC.

3.1.3. lloanpouecc «O0padoTKa oOpameHns»

Nuunmaropamu obpaienust Mmoxet 0bTh oneparop KNUC.
OpHUM U3 CIEAYIOUX CIIOCOOOB:

3asiBKa yepe3 CY UT — rpynna «I1AC (Materpamms)»;

NeKTpoHHOe TchMo Ha 1/ 1111@greenatom.ru (Llentp mnoxmepxkku
nosb3oBateneit) — rpynmna «I[1J1C (MaTerparus)y;

AJIEKTPOHHOE NTMChbMO Ha 1/s1 pds@rosatom.ru (Texauueckas noanepxka [1J1C);

3BOHOK B IIEHTP MOACPKKH nojb3oBaTeneit AO «I'punarom» (+7 499 949 49 19,
n06. 1111).

OOpareHust MOTYT MOCTYTATh:

BOIIPOC 10 MHTeTpanuu nHpopmarmornHon cucteMsl ¢ [1JIC oT HOBO# cUCTEMBI,

BOITPOC T10 MHTETPAIIMU OT MPOIIEANICH HHTETPAIINI0 HHPOPMAITUOHHON CHCTEMBI
c IJIC.

4. OrpannyeHusi O OKA3AHUIO YCJIYTH

NC npomxHa peann3oBbIBATH MOPSAJOK JOCTyna s TOJIb30BATENIE B
cooTBeTcTBUM C TpeboBaHusiMu [lpukaza ['ockopnopanuu «Pocarom» ot 30 nexaOps
2019 Nel/1517-IT «O6 ytBepxkaeHun EQUHBIX OTpaCIeBbIX METOJAMYECKUX YKa3aHUU MO
MPENOCTABIECHUIO TMIOJB30BaTENsAM JOCTyNa K UeHTpanu3oBaHHbIM WT-pecypcam
I'ockopniopaumu  «Pocarom» u opranmszauuu ['ockopnopaumu «Pocarom». Ilepen
HAYyaJoM OKa3aHWs YCIyru JoJKHA ObITh mpoBeaeHa npoBepka KMC Ha coorBeTcTBHE
tpedoBanusim ['OCT P UCO 15489-1-2019, Bkimrouaromias:

ouieHKy ypoBHs aosepus k IC B coorBercTBUU ¢ EOMY;

BbI1auy 3akimoueHus 00 ypoHe nosepus k KUC;

KOHTpoJib u3meHenuit KUC;

koHTpoJib ipuBeaeHuss KMC B coorBercTBue ¢ EOMY;

HEIPEPBIBHBI MOHUTOPHHI aKTyaJIbHOCTH ypoBHS noBepus K KMC u nmoBTopHas
BbIJlaua 3aKJII0YEHHS 00 YPOBHE JJOBEPHS B CIIydae €ro M3MEeHEeHHUs! (B TPOTUBHOM CIIy4yae
— BblJIaua 3aKJII0YEHUS OJIUH pa3 B roj).

[lepenq HauaaoM oOKa3aHUS YCIOYyTd HEOOXOAMMO TMPEAOCTABUTh KOMILIEKT
JIOKYMEHTOB, TMOATBEPKIAIOIIMNA, YTO HWHTErpupyemas HHGPOPMAIMOHHAs CHUCTEMaA
BBITIOJIHUJIA TpeOOBaHUA 110 6€30MacHOCTH UH(POPMALIUU:



MPEIOCTaBUTh KOMUIO WM CKAaH-KOMHUIO aTTecTara COOTBETCTBHS OOBEKTa
nH(pOpMaTU3alUYA Ha COOTBETCTBUE TPEOOBAHUSAM 10 O€30MaCHOCTU UH(POpMALIUK;

KOIMHUIO WJIM CKaH-KOIHWIO aHalu3a CTeNeHW KOH(MUIEHUMATBLHOCTH CBEACHHM,
nepenasaembix u3 C B IT1C;

paspemienue ot Biaaenabiia MC va uadopmanmonnsiit oomen mexay KUC u [T/1C,
B BU/JIE 3aKJIIOUYEHUS TOCTOSHHOEHCTBYIONINE TEXHUUECKOW KOMUCCHH.

5. HopMaTuBHBIE CCHLIKH

®enepanbHblil 3akoH Poccuiickoit @eneparun ot 6 anpenst 2011 r. N 63-03 «O06
AIEKTPOHHOM MTOIITACH.

[Tpuxa3z ®Cb PD ot 13 anpens 2021 r. N 796 «O6 ytBepxaenun TpeboBanuit k
CpeICcTBaM 3JEKTPOHHOW moanmucu u TpeboBaHWMU K CpPEACTBaM YJOCTOBEPSIOIIETO
LEHTpay.

[Ipuka3z MunuctepcTBa UG pPOBOTo pa3BUTHS, CBA3U U MACCOBBIX KOMMYHUKAIIHI
P® ot 29.10.2020 Neo 559 «OO6 yTBepkIeHUHM AJIMUHUCTPATHUBHOTO peErjiaMeHTa
npenocTaBieHuss MUHUCTEPCTBOM IUM(POBOTO pa3BUTHSA, CBSI3M U MAaCCOBBIX
KOMMYHUKalui Poccuiickont @denepannu rocy1apCTBEHHON YCIYyTH MO aKKpEeIUTaIuU
YAOCTOBEPSIOMIUX LEHTPOB M AJMHUHUCTPATUBHOTO PErJaMEHTa OCYIIECTBICHUS
MuHHCTEPCTBOM ITU(PPOBOTO Pa3BUTHS, CBA3U U MACCOBBIX KOMMYHUKaIUK Poccutickoit
@denepaud  rOCylIapCTBEHHOTO  KOHTpois  (Haa3zopa) 3a  COONIOJECHUEM
aKKpEIUTOBAHHBIMH YJIOCTOBEPSIOIIMMHU IIEHTpaMU TpeOOBaHUM, KOTOPbIE YCTAHOBIICHBI
denepanbHbiM 3aKOHOM «O0 3MEKTPOHHOU MOAMKMCH» U HA COOTBETCTBUE KOTOPHIM 3TH
yIIOCTOBEPSIOIIUE LIEHTPBI OBLIIN AKKPEAUTOBAHBI».

[Tpuka3z T'ockopmopanuu «Pocatom» ot 04.12.2015 Ne 1/1176-I1 (c yuérom
U3MEHEHUH, BHECEHHBIX puka3zoM ['ockopnopannu «Pocatom» ot 26.07.2019 Ne 1/764-
I1).
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IIpunoxkenue Nel. 3asiBjieHue HA HHTerpanuoHHy0 noaaepxky IJIC
3asBlICHHE HA UHTErpallMOHHY0 oaaepxkky [1J1C
(Ycnyra CLB.32)
HOAKJIFOYEHUE/OTKIJIIOYEHUE « » 202 T.

(HY>KHO€ MOTYEPKHYTh)

HanMMCHOBAHHC OpraHU3alliy, BKIIO4Yasa OpraHu3alliOHHO-IIPaABOBYIO q)OpMy
B JIUIIC

JOJDKHOCTD

dbaMusus, UM, OTIECTBO
JEHCTBYIOIIETO HA OCHOBAHUH

VY craB/moBepeHHOCTh/ TIPUKa3
B paMKax OKAa3aHWs YCIyr, COCTAaBISIOIIMX JIMIEH3UPYEMYIO JESTEIbHOCTh, B
OTHOILIEHUHU MUQPPOBATBHBIX (KpunTorpaduyeckux) CpeiCTB 3alpaliuBaeT YCIyry Io
uHTerpanuonHon noaaepxkke «llnardopmel noBepeHHBIX cepBucoBy» (nanee — I1/1C),
CepBUCHI, oOecrneurBaroie (QYHKIUMOHANI YCHJICHHOW 3JIEKTPOHHON  IMOJIUCH
KopnopatuBHo#t H”HPOPMAITMOHHON CUCTEMBI

HaumenoBanue kopnopaTuBHONW WH(GOPMAITMOHHON CUCTEMBbI
JlaHHBIC MO0 NOAKIIIOYECHUIO:

Orar noAKIYEHUS TecToBO€ MOAKIIOUEHUE KOHTYp pa3paboTku | +
DEV

TecToBOE MOAKIIOYEHNE KOHTYP TECTUPOBAHUS

TectoBoe moakmouenue [Ipeanpon Inside

HpOMBIIIIJICHHOC INOAKJIIFOYCHUEC

KonTyp noakintoyenus ECHK BII; +

[Ipssimoe noaxrouenue (KCIT/I)

[Ipsimoe noaxitoueHue (MutepHer)

Tun ayrenTUQUKaIIN: Jnsa KUC/JIMC, noakmoueHHsix uepe3 ECUK | +
BITI:
SLD KOJI:

Jst KUC/JIUC, moakitoYeHHBIX HaMpsMYIO:
ceprudukat qist TLS-ayrentudukanmu;

UPN CHUCTEMHOTO @gk.rosatom.local

110JIb30BATCIIA, (@inter.rosatom.local
(3amosiHsieTcst B cllydae
IMOIKJTFOYEH U k II1C
HaIPsMYIO)

URL  cepsuca callback
(3amosiHsieTcsT B cllydae
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IMOIKJTFOYECHUS k II1C

HaIPSMYIO)

Bxirouen m pexuM | [la +
callback; HeT

(3amoyiHAETCS B Ccllydae

nogkmouennss  k  I1JIC

HaIpsIMYIO)

Ceenenus o koHTakTHOM | ®UO, Email, tenedpon — He MeHee ABYX JIHII

JINIIE,
UHTETPAIUI0  C

TEXHUYECKYIO
KUC/JIMC

OTBEYAIOIIEM  3a
IJC wu
MOIJICPKKY

oTBeTcTBeHHBIX 32 IC unterpuposanunyto c I11C.

W npenocTtaBUTh TOCTYI K CEpBHCAM:

Hassanue Tun noanucu: HeoOxonuMocTh
No | AOBEPEHHOTO CePBUCA | kpamduuuposannas(y KOIT) MOAKITFOUCHUS
/nexBanuduuuposannas(Y HOII) (OTMeTHT,B
rajg04Koi)
1. | CepBuc ynpasnenust | YKOII
cepTuduKaTamMu u YHOII
KIIF0YaMu He Tpebyercs
2. | CepBuc anexktponHoit | YKOII
MOANUCH YHOII
He Tpebyercs
3. | CepBuc Banuaamnuu VYKOII
ANEKTPOHHON YHOII
HOATHCH 1| He tpebyercs
cepTu(UKATOB
4. | CepBuc Metok | YKOII
BPEMEHU VHDII
He tpeGyetcs
5. | CepBuc aktyanbHoro | YKOII
cTaTtyca VHOAII
cepTu(duKaToB He tpebyerca

JlaHHBIE IO CIUCAHUIO TPY103aTparT:

Cnucanue 3aTpar Ha
(ITognepxka
MHTETPAIIMOHHBIX
IIPOIIECCOB)

bromket/xon ycnyru
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Crmcanwue 3aTpaT Ha
(DyHKIIMOHATBHAS
MOJI/IEPIKKA)

broxet/kon yenyru

Y1OJIHOMOYEHHOE JOJIKHOCTHOC JIMIIO

(1OKHOCTB)

(DUO)

M.II.

(moamuce)
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IIpnaoxenne Ne2. Texuuueckue ycaoBusi Ha noaxaoyenne K IJIC

YTBEPXIAIO

3aMecTHTeNb AUPEeKTOpa 1o
MH(POPMALIMOHHBIM TEXHOJIOTUAM
///'ff;(;}_i?,, HHATOM 4

T—

AYANIbHUK YNPABNEHWR
AQ <T'PUHATOM»

3010708 B.B. N0 [OBEPEKKOCTS
M22/254/2023-J10B 07 27.06 23

IIVIAT®OPMA JOBEPEHHBIX CEPBUCOB

Texnuveckue YcJoBHA HA NOJKJIHYEHHE

Bepcus 4.0

Mocksa
2023




AHHOTAIUA
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Hacrosiuit nokymeHT sBiseTcsi TeXHUYECKUMHU YCJIOBUSIMH HAa TOJKIIOYEHHE
KopnopatuBnbix uHpopmaimoHHsix cucreM Kk Ilmatdopme HQOBEpeHHBIX CEPBUCOB

['ockopniopanuu «Pocatomy.

B nensix ontuMuzaiuu 3atpaT Ha KCIOJIb30BAHUE CPEJCTB KpUMTOrpaPUuecKoi
3alllUThI, CO3/IaHUSI YCJIOBHM OOECHEUEeHMS HOPUIMYECKOW 3HAYMMOCTH 3JIEKTPOHHBIX
JIOKyMEHTOB U oOecreueHuss HeoOXOAMMOro YpOBHS JOBEPHUS K BJIECKTPOHHBIM
JOKYMEHTaM B pa3HbIX MH(MOPMAIMOHHBIX CHUCTEMax CO3/laHa HacTosmias rmiargopma
noBepeHHbIx cepBucoB (mamee [1JIC). Jlns unaTerparum uHOOPMAIMOHHBIX CHUCTEM C
[TIC HeoOXOoaMMO BBIMOIHUTL PSII TEXHUYECKUX M OPTaHU3AIMOHHBIX YCIIOBUM,
KOTOPBIE CBEJEHBI B HACTOSILIUHN JOKYMEHT.

1. TepMuHBI M OonpeeICHUS

Tepmun/ Coxkpamenue

Onpenenenue/HaumenoBanue

AD

KopnopaTuHslii kaTajor Ha 6a3e Microsoft Active
Directory co ciyx60i dpenepanuzamnuu OAuth 2.0

ADFS

Active Directory Federation Services (ciyx0a
(dhenepanun) MO3BOJISIET YIPABIATH (DeIepaTUBHBIMU
yIOCTOBEPEHUSAMH M JOCTYIIOM, 00eCIIeunBast
0e30IacHbBIi 00U JOCTYII K ITU(DPOBHIM
yIIOCTOBEPEHUSM H IIpaBaM MpaB B paMKax
0€30MMacHOCTH Y TPAHUI] PEATPHUSITHUSI.

API

WuTepdeiic mpukiIagHOro mporpaMMHpOBaHUS

DSS

ITporpamMmmuo-anmnaparaeiii komiieke Kpuntollpo
DSS npennaznaueH A LEHTPAIU30BAHHOTO,
3AIIMIIECHHOTO XPAHEHUS 3aKPBIThIX KIIFOYEN
NOJIb30BATEIIEH, a TAKXKE JJIS YAAJIEHHOTO
BBIITOJTHEHUS OIIEPALIA 10 CO3JAHUIO PJIEKTPOHHOU
noanucu (I11)

IAM

Identity and Access Management Cucrtembl
yOpaBieHUS WACHTU(PHUKAIUEW W JIOCTYIIOM K

UH(OPMAIMOHHBIM pecypcaM

IAM Mail.ru — paboTHUKH

IToncucrema B coctaBe IC «CeThb
po¢eCCUOHATIBHBIX COOOIIECTBY

Online Certificate Status Protocol, I[IpoTokon

OCSP
COCTOSIHUS CETEBOTO cepThu(ukara
TSP Time stamp protocol, [IpoTokon mrammna BpemeHu
Web Application Proxy (mpokcu-cepsep BeO-
WAP MPUIOKEHUH ) TIO3BOJISIET MyOJIUKOBATh BEO-

NIPUIIOKEHUS TSl JOCTYTIa U3BHE, 0OecreunBas
TpeOyeMbIil ypOBEHb 0€3011aCHOCTHU
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Tepmun/ Coxkpamenue

Onpenenenue/HaumenoBanue

Ab AnMuHHCTpATOp OE30MACHOCTH

AO AKITMOHEpHOE OOIIECTBO

APM ABTOMaTH3UPOBaHHOE paboyee MECTO
b/l baza nannbix

JIOTOBOp Ha OKa3aHUE yCIyT

JIOTOBOp IPUCOEANHEHNS, IBYCTOPOHHUI JOTOBOP
WJIM UTHOW JIOTOBOD, 3aKiIr0YaeMblii Mexy AO
«I'prHaTOM» M OpraHu3annen, KOTOpas sIBIAETC
IIOJIy4aTeJIEM YCIIYT, COCTABIIAIOIINX
JMLEH3UPYEMYIO JEATEIBHOCTD, B OTHOILICHUH

U PPOBaATBHBIX (KPUNITOTPAPUUECKHUX) CPEACTB

Homen GK

Howmen I'K Pocarom i npeanpusituii PO, GK
(gk.rosatom.local)

ECHA

Ennnas cuctema uaeHTUGUKAIIT |
ayTeHTU(PUKAINA

NACVYII

KoprioparuBHas crucremMa yrpaBieHHS TIEPCOHATIOM
Ha 0a3e SAP

WNuctpykuus Nel52

WNucTpykius 06 opraHu3anuu 1 o0ecredyeHun
0€30MacHOCTH XpaHeHus, 00pabOTKH U Mepenayu 1mo
KaHajiaM CBSI3U C HCIIOJIb30BAaHUEM CPE/ICTB
KpUNTOrpaguuecKoi 3aiUThl HHPOPMAIIH C
OTpaHUYEHHBIM JOCTYTIOM, HE CO/EpIKaIleh
CBECHMI, COCTABIISIOLIUX FOCYAAPCTBEHHYIO
Taliny, yreepxaeHHas npukazoM GAIICU Poccun
ot 13.06.2001 Nel52

KHUC

KopnoparuBras nHpOopMamoHHas cucTeMa
I'ockopniopanuu «Pocarom»

KiroueBo OKyMeEHT,
OTYYKJIAEMBIU KIOUYEBOU
HOCHUTEIIb

DNEeKTPOHHBIA HOCUTEND KIIFOYEBOW MHPOpMALINUH,
coJiep Kaliuii OJMH WIIK HECKOJIbKO KITIoUen

Kopnopatusnas
nH(pOpMaLMOHHAs cUCTEMa

HNudpopmanmonnas cucreMa, pacroio>KeHHasi Ha
cepsepax B LHO/I I'ockopriopauuu «Pocatom»

KopniopaTusasIii
YAOCTOBEPSIOIINN LEHTP

VY nocrosepsiromnii neHtp AO «I"puHaTom»

Kopnoparusnas cets nepenaun nanubix 'K

KCII

A Pocarom

KT Kommepueckas Taiina

KYIL] KoprniopaTtuBHbIN yA0CTOBEPAIOIINMN LIEHTP
JINC JlokanpHas ”HGOPMAIMOHHAS CUCTEMA
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Tepmun/ Coxkpamenue

Onpenenenue/HaumenoBanue

JlokanpHas uHbOpMAaIIMOHHAS
cucrema

NudopmanmonHnas cucteMa, KOTopasi IpUHAAJICKUT
OTPACIIEBOM KOMITAHMH, HO HE PACIIONOKEHA Ha
cepsepax B IO/l I"'ockopniopauuu «Pocatom», uinu
uH(pOpMAaIIMOHHAS CUCTEMa, KOTOpasi yCTAaHOBJIEHA B
OpraHM3aLNH, 3aKJIIOYMBIIEN JIOrOBOp HA OKa3aHue
yCIIyr ¢ 3aKa34YMKOM U HE BXOJUT B OTPACIIb

Opran kpunrorpaduuaeckoii 3ammtbl AO

OK3
«I'puHaTom»
I IlepcoHanbHbIe TaHHBIE
IJC, Cucrema [TnaTdopma TOBEpEHHBIX CEPBUCOB
[10 [IporpamMmmMHoe obecrieueHune
JloCTyn KOHKPETHOTO MOJIb30BATENS WU
MOJIb30BATENIEN OPraHU3alMU K MTOJYYEHUIO TOM WU
Iloamucka o
MHOM yCIyTH, mocpeacTBOM 3arpoca uepe3 API uiu
yepes unrepdetiic I[11C
duszuyeckoe MO0, A5 KOTOPOro opopmiieHa
[Toanucuuk MOJIMKCKA Ha o0ecnieueHre cepTuukaToM 1 (Kim)

munen3uer Ha CK3U1

[IpoTOKOJ COCTOSTHUS CETEBOTO
ceptudukara

NHTEpHET-NIPOTOKO, UCTIOJIB3YEMBIHN IS
MOJIyYEHHs CTaTyca OT3bIBa HU(GPOBOTO
ceptudukara X.509

[IpoTokon mrammna BpeMeHH

Kpunrorpaduueckuit mpoTOKOJI, MO3BOISIOIIHIA
CO3/1aBaTh J10Ka3aTeJIbCTBO (haKTa CyIeCTBOBAHUS
AJIEKTPOHHOI'O JOKYMEHTA Ha OIPEACIIEHHBIN
MOMEHT BPEMEHU

Ceptudukar

CepTudukat KiIto4ya IpOBEPKH SJIECKTPOHHOU
NOJNUCH

CepTudukar Kiro4a NpoBepKH
3JIEKTPOHHOM MOIIHUCH

DJNEKTPOHHBINA TOKYMEHT WIH IOKYMEHT Ha
OyMa)XHOM HOCHTEJIE, BHIAAHHBIN YIOCTOBEPSIOIINM
LEHTPOM JINOO JOBEPEHHBIM JTUIIOM
YAOCTOBEPSIOIIETO LIEHTPA U NOATBEPKAAOLIUN
IPUHAJIEKHOCTD KIIF0Ua MPOBEPKH JIEKTPOHHOM
MOJMUCH BIIAJIENbIy cepTU(UKaTa KIro4ya MpOBEPKU
AIEKTPOHHOM MOANUCH

CK31

CpenctBo KpunTorpadguuecKoi 3auThl
uHpopMaru

Cpenctso
KpunrorpahuuecKkou 3anuThl
uHbOopMaIuu

COBOKYITHOCTh TPOrPAMMHO-TEXHUYECKUX CPEICTB,
00ecreurBaroINX MPUMEHEHNE AIEKTPOHHON
NOANUCH U M(GPOBAHUS IPU OpPTaHU3aMU OOMEHA
31eKTpOoHHBIMU ToKkymMeHTamMu. CK3U Moryt
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Tepmun/ Coxkpamenue Onpenenenue/HaumenoBanue

MIPUMEHSTHCS KaK B BUJIE CAMOCTOATEIbHBIX
MPOTPaMMHBIX MOJTYJICH, TaK U B BUJE
UHCTPYMEHTAJIbHBIX CPEJICTB, BCTPAUBAEMBIX B
pUKJIaHOE TTporpaMMHoOe obecrieueHue. B
HacrosmeM qokyMente nojg CK3U Oyayt
MIOHUMATHCS TOJIBKO TPOTPaMMHBIE CPEJICTBA.

Cucrema ynpasnenusi UT, BuyTpennsia cuctema ['K
CYUT Pocarom ynpaBnenus: oOpanieHusiMu\3assBKaMH 110
UT

IOpuandeckoe auIo Win UHANBUYTbHBIN
npeAnpUHUMATENb, OCYIIECTBISIOMMN (GYHKITUHU TI0
CO3/IaHUIO U BbIJjadye CePTU(HUKATOB KITFOUEH
POBEPKHU DJIEKTPOHHBIX MOAMUCEN, a TAK)KE UHBIC
dbyukiuu, npeaycmorperasie denepanbHbIM
3aKkO0HOM Ne 63-D3 «O0 371eKTPOHHOM MOTTUCHY

Y 1OCTOBEPAIOLINMN LIEHTP

YcunenHas KBaJII/I(bI/IHI/IPOBaHHa}I QJICKTPOHHAA

YKOII
HOJIHCH
YcuneHHast HeKBaJU(PHUIUPOBAHHAS 3JIEKTPOHHAS
13(0)1131(9)8

VI Y 10CTOBEPAIOIIMM LIEHTP

oIl DneKkTpoHHAas NOJIUCH

2. Ilnargopma 10BepeHHBIX CEPBUCOB

2.1. O6mmue ceenenus o I[1JIC

HaumenoBanue cucremsl - [1natdopma qoBepeHHBIX CEPBUCOB

[T]1C sT0 06MavHOE perieHne, COCTOAIISE U3:

KOMITJIEKCa €IMHBIX OTPACIICBBIX JOBEPEHHBIX CEPBUCOB Ha 0a3e MHAOPACTPYKTYPHI
OTKPBITBIX KIIFOYEH;

€MHBIX YCIOBUM UHTETrpanuu nHopManoHHbix cucteMm ¢ [1J1C;

CBHUJICTCILCTB JIOBEpUs, MOJTY4YEHHBIX B pe3yJibTaTe OLICHKH,
MO3BOJISTFOIIUX O00ECIIeUNTh BHICOKHI YPOBEHb JOBEPHS K DJICKTPOHHBIM JTOKYMEHTaM U
UX IOPUIAYECKYIO 3HAYMMOCTh C UCIIOJIb30BAHUEM YCUJIEHHBIX 3JICKTPOHHBIX MOJAMUCEN
B COOTBETCTBUU cO cTangapramu u HITA PO.

ITJ1C mogaepxuBaeT KBaIu(PUIIMPOBaHHBIC U HEKBATU(DUIIMPOBAHHBIE CEPBUCHI U
MOET paboTaTh ¢ JOKYMEHTaMH Pa3HOTO YPOBHS JOBEPHS.

2.2. Haznauenue 1171C

[TnaTdopma MOBEPEHHBIX CEPBUCOB TMpEIHA3HAYCHA IS TMPEAOCTABICHUS Ha
JIOTOBOPHOW OCHOBE IICHTPAJIW30BAHHBIX YCIYT JOBepus Ha 0aze WMHEOPACTPYKTYpPHI
OTKPBITBIX KJIIOYEH MPEAnpUsATUSIM OTpPacid M HMX KOHTpareHTaM B pa3HbIX
uHopMaIMOHHBIX  (HOKyMeHTHBIX) cuctemax. [IJIC mpemocraBmsieT eaWHBIN
IPOTrpPaMMHBIN HHTEPDENC ISl BCEX MHTETPUPYEMBIX ¢ HEl HH(OOPMAITMOHHBIX CUCTEM.
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[TJIC no tpedoBanuto I"ockoprnoparuu «PocaTom» oCymiecTBIsSET OLEHKY YPOBHS
JIOBEpUSI U COOTBETCTBUS TPEOOBAHUSAM CTaHAApTa Ui SJIEKTPOHHBIX JOKYMEHTOB U
UHTETPUPYEMBIX TOKYMEHTHBIX CUCTEM C (POPMUPOBAHUEM CBUIETENBCTB JOBEPUSI.

[Inarpopma HOBEpEeHHBIX CEPBUCOB MpeAHA3HAUYE€Ha JUIsl aBTOMAaTHU3aluU
nesrenpHocTH  AO  «I'puHaTOM» MO YIPAaBICHUIO DJEKTPOHHBIMM KJIIOYaMU U
cpencrBaMu KpUnTOorpaduueckoi 3aIUTHI I10JIb30BaTEINICH IPEANPUATANA
['ockopnopannu «Pocarom», 3axmounBimmx ¢ AO «I'puHaTOM» TOrOoBOp Ha OKa3aHUE
yCIIyT

[lepeuens cepBrcoB u nopsAok Gpynkunonuposanus [11C:

CepBuc ympapieHUs KIIOYaMU YCHJIEHHON KBaIU(DPUIIMPOBAHHON 3JIEKTPOHHOM
NOJIMUCH U cepTU(UKATaMU KJII0Ya TPOBEPKU KBATU(PHUIIMPOBAHHONW 3IIEKTPOHHOMN
IOAIHCH.

CepBuc yJaleHHOH YCUICHHON KBaTU(PUIIMPOBAHHOM 31EKTPOHHON MOAIHUCH.

CepBuc npoBepKH YCUIEHHON KBaTU(PUIUPOBAHHON 3IEKTPOHHON MOAIUCH.

CepBuc ynpapieHHUs KI0YaMHU yCUJICHHONW HEKBATU()UIMPOBAHHON 31IEKTPOHHOU
HNOJNUCH U cepTU(UKATaMU KJIH0Ya IPOBEPKU KBATH(PHUIMPOBAHHOW 3JIEKTPOHHOM
IIOJIIHCH.

CepBucC yaleHHOM YCUJIEHHOW HEKBATU(PUITMPOBAHHON JIEKTPOHHOMN MOIIHUCH.

CepBuc NpoBEpKH YCUICHHON HEKBATU(PUIIMPOBAHHON AJIEKTPOHHON MOJIUCH.

T nonkmovyenus k IIJIC mpenmpusatus 3akimrodaror aorosop ¢ Oneparopom
[TJC un yka3siBatoT 00beMbl 3anpamnBaembix yeryr [1/C.

[Topxmouenne k IIJIC ocymectBisgercs B pamkax yciayru HHTerpanuoHHas
noaaepxkka [1/IC (CLB.32)

s unterpanuu uHdopmannonusix cucreM ¢ [IJIC omepatop IIJIC mpoBogut
OLICHKY COOTBETCTBHsI TpeOOBaHHUSIM CTaHAapTa i DJIEKTPOHHBIX JIOKYMEHTOB H
UHTETPUPYEMBIX TOKYMEHTHBIX CUCTEM C (POPMHUPOBAHMEM CBHUIETEIHCTB TOBEPUSI.

NHpopmallmoHHBIE  CUCTEMBI  MPOBOJAT  pabOThl MO  TECTUPOBAHMIO
copmecTuMocTl U noaxiarodeHuto K ITJIC ¢ ¢popMupoBaHueM akTa O NPOXOKIACHUU
OpUEMO-CIaTOUHBIX MCHBITAHUI 110 OKOHYAaHWIO HHTerpauuu MHpopmanuoHHOM
cuctemsl ¢ [1nmaTdhopMoil 1OBEPEHHBIX CEPBUCOBY.

[Tocne mnpoeaenuss padbor mno wuHrerpauuu ¢ IIJIC, wuHTerpanuoHHoe
B3aumozericteue HMC c¢ IIJJC mnepeBoauTcss B MOCTOSHHYIO OJKCIUTyaTallul0 B
COOTBETCTBUHU C yCIIyroM (yHKIMOHaIbHas noaaepxka (CLB.32).

2.3. IopsAaok MOAKIIOYEHHS KOPIOPATUBHON/TOKAIbHON HHPOPMAIIHOHHOM
CUCTEMBI K Tu1aTopme ToBepeHHBIX cepBUCOB ['ockopnopanuu «Pocatomy»:

Onucanus nopsiaKa MOJIKJIFOUEHUS OITyOJINKOBAHbI Ha caifre:
https://crypto.rosatom.ru/uslugi/platforma-doverennykh-servisov-integratsionnaya-
podderzhka-pds-clb-32/

1.0Onepatop KUC/JINC nomxen npucoeauHuTbes K Jloropopy Ne22/2143-]1.
https://crypto.rosatom.ru/dokumentatsiya/dogovor/

Anvmunuctpatopam nogaepxkku KUC/JIMC wu3 uymcna AO  «['puHaTomy
NPUCOEIUHATBCS K JIOTOBOPY HE TpeOyeTcs, TONbKO BBIMOJHUTH M.2 (MPEeaOCTaBUTh
3arMo0JIHEHHOE U MOJIUCAHHOE 3asBICHHE) U 1. 3.
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2.IloaroToBUTH W HAMPaBUThH B OpraH Kpunrorpapudeckon 3amutsl AO
«I"'punarom» (nasnee — OK3 AO «I'puHaTOM») 3asiBJIEHUE HA UHTETPAIIMOHHYIO
noaaepkky I[1JIC B TecTOBOM 30HE U B MPOAYKTUBHOM (J1aiee — 3asiBJIEHUE) C
npusioxenrueM Nel.

IIepBMYHO Ha OCHOBAaHHMM 3aSIBJICHUS NPOU3BOAUTCA MOJAKIIOYEHHE K TECTOBOMU
3one [1/1C.

ITocne npoBeaeHus ycnemHon uHTerpauuu ¢ tectoBou cpenor I1JIC m aynura
KUC/JINC tpebyercst mpenoCcTaBUTh OTACIHLHOE 3asBJICHHE C HOBBIMU JAaHHBIMH JIJISI
nonkmoueHus: k mpoxayktuBHou 3oHe IIJIC. Bmectre ¢ 3asBieHueM He0OX0IUMO
HarpaBuTh B OK3 AO «I'puHatom» ciieyronuil KOMIUIEKT JOKYMEHTOB:

KOIUIO WJIA CKaH-KOTHIO aTTeCTaTa COOTBETCTBHS O0BhEKTa MH(POpMATHU3AINKN HA
COOTBETCTBHUE TPEOOBAHUAM IO 0€30MaCHOCTH UH(POPMAIIUH;

KOIMUIO WJIM CKaH-KOMWIO aHalii3a CTENeHU KOH(MUICHIIMATLHOCTH CBEIACHHUM,
nepenaBaembix u3 KUC/JIUC B I1JIC;

paspeliieHre Ha nHPopMaImoHHbIN 00MeH Mexy narerpupoBannoii KUC/JIMC u
IJ1C;

OporpaMMy  METOJMKY  HCHOBITAHWM WM CLHEHAapUil  MHTErpaliOHHOIO
tectupoBanuss KUC/JIUC ¢ ITJIC B wactu npoBepku GyHKIIMOHANA, pEAIM30BAHHOTO Ha
cropone KUC/JINC:

1. nmpoBepka/moayyeHus JaHHbIX O cepTU(UKaTEe MOJIb30BATENS;

2. BBIMYCK HEKBAIM(DHUITMPOBAHHOTO cepTU(UKATA JIJISl TIOJIH30BATEINS Yepes
3arpoc ot KMC/JIUC B ciiydae oTCyTCTBUS;

3. monyueHus TokeHa 6ezonacHoctu uepes nomeHHbrii ADFS (GK, INTER), IAM
(GK)

4. co3maHue MOIINCH;

5. mpoBepKa MOIIHCH.

CueHapuii HMHTETPAMOHHOTO TECTUPOBAHMS WM MPOrpaMMa METOJHMKHU
UCIIBITaHUI B 00s3aTEILHOM MOPSAKE J0JKHA ObITh coryiacoBana B cucteme EOC/IO,
U1l YTBEP)KJIEHHUS OTaloOB TECTUPOBAHUS W HEOTPULIAEMOCTH B JTAJIBHEHIIEM,
(GbyHKIMOHAIAa TOANMUCH M TPOBEPKH MOANMCH, peanu3yeModl B HHGOPMAIIMOHHON
cucteme, noaxioyaemoit k IIJIC. CornacoBanue otnpaButh B EOCIIO Ha ciegyrommx
COTPYJIHHUKOB:

Casun A.B. (AndVISavin);

CremanoB A.B. (AleVlaStepanov);

PII unu Menemkep yciayru B paMkax koTopoi padotaetr UC;

Bnanenbnia cuctembl (€CiM BIIAJIENIbLIEM CHUCTEMbI BBICTYNAET KOMIIAHUSI HE
['punaToM, TO He OO0XOAMMO yKa3aThb OTBETCTBEHHOE JIMIIO OT ONEPAaToOpa, KOTOPHIM
BbICTyMaeT [ puHaTom).

CkaH-KONUM 3aM0JTHEHHBIX, MTOAMUCAHHBIX U 3aBEPEHHBIX M€YaThI0 OpraHu3alluu
3asBieHUIN HY)KHO HAIIPaBUTh HA 3JIEKTPOHHYIO MOYTY: pds@rosatom.ru uin MEHeKepy
ycnyru Ha agpec AndViSavin@Greenatom.ru, AleVlaStepanov@Greenatom.ru.

OpuruHanabsl TOKyMEHTOB HeoOxoaumo HampaBuTh B OK3 AO «['punatom» ¢
KYpbEpOM WJIM MOYTOBBIM OTHpaBieHWeM 1o aapecy: 115230, r. Mocksa, 1-i
Hararunckuii npoesn, a. 10, ctp. 1.
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3.3amosHATH porpamMmy ayauTa Ha cooTBercTBHe TpeboBanusm ['OCT P NCO
30300-2015 u I'OCT P UCO 15489-1-2019.

®opMy mporpamMmbl ayJauTa MOXHO 3alpOCUTh OOpPATUBIIUCH MO aJpecy
ANeKTpoHHOM TouThl audit _pds@rosatom.ru.

3. ObecneueHne WPUANYECKOI 3HAYUMOCTH JIEKTPOHHBIX IOKYMEHTOB.

3.1. IloxrBepxenue BeInoiHeHUs Tpeboanuii k [11C

[TJIC oOecrnieunBaeT BBIMIOJIHEHUE TPEOOBAHMI MO OOECHEUEHUI0 0E30MacHOCTH
uHpopMaluu B cooTBeTcTBUU ¢ ATTectatoM cootBeTrcTBUsA No Ne 08/12/2020 — AC
METPOKIJIACTEP/ ITJIC ot 08 nexabpst 2020 roga

ITJIC nepeBeneHa B MPOMBIIUICHHYIO KCILTyaTallio B COOTBETCTBUM C [Iprkazom
AO «I'punartom» Ne22/1179-1-I1 ot 28.12.2020

Okcrmuyatauus [1C npousBoaurcs Ha ocHoBanuu Jlunensnu ®Cb Poccun JIC3
No0014254 Per.Nel5686 H ot 19.01.2017 Ha ocymiecTBieHne pa3paboOTKH,
MPOU3BOJICTBA, PACHPOCTpPaHEHUs MMQPPOBAIBHBIX (KpUNTOrpadUuecKnx) CpelCTB,
UHOOPMAIMOHHBIX UM TEJIEKOMMYHUKAI[MOHHBIX  CHUCTEM,  3alIMIIEHHBIX  C
HCIIOJIb30BaHUEM MU(POBATBHBIX (KPUOTOTpaUUIECKUX) CPEJICTB, BBHIOIHEHUS padoT,
OKa3zaHus yciayr B obnactu mudpoBaHus MHPOpMALMK, TEXHUYECKOTO 00CTY>KUBaHUS
M POBaATILHBIX (kpunirorpaduyecKux) CPEJCTB, WH(pOPMAITMOHHBIX U
TEJIEKOMMYHUKAIIMOHHBIX CUCTEM, 3aIIMIIEHHBIX C UCIOJIb30BAaHUEM MIM(PPOBATIBHBIX
(kpuntorpaduvecknx) CpeACTB (3a HCKIIOYEHHEM Clydas, €clid TEeXHUYECKOe
oOciyxuBaHue MUGPOBATBHBIX (KPUNITOrpaprUecKuXx) CPeAcTB, HHPOPMAIIMOHHBIX U
TEJIEKOMMYHHUKALMOHHBIX CHUCTEM, 3AIIUIIEHHBIX C MCIOJb30BaHHWEM IU(PPOBATHHBIX
(xpuntorpadu4ecKnx) CpeaCTB, OCYIIECTBISIETCS sl 00eCTIeueHUs] COOCTBEHHBIX HYX]T
IOPUIUIECKOTO JIMIIA WM WHANBUYJILHOTO TIPEATPUHUMATEIS)

[Tpouecc okazanust yciyr mo Beinade ceptudukaroB YKIII mpousBogutcs B
paMKax CBHUJETEILCTBA 00 aKKpeIUTalMu YyJaocToBepstomiero mnentpa Ne758 ot 21
aBrycra 2017 r.

ITponiecc ympaBnenus CK3U npousBoautcs ¢ yuérom TpeOoaHuii [Ipukasa
OATICHU Ne 152 ot 13 urons 2001r. «O6 yrBepkaeHun MHCTpyKIuu 06 opraHu3alyy u
obecrieueHnr 0€30MAaCHOCTH XpaHEHHUs, 0OpaOOTKM W TepeAaud MO KaHajlaM CBSI3U C
UCIIOJIb30BAHUEM CPEICTB KPUMNTOrpapuUecKoil 3aUThl MHOOPMAIIUU C OTPAHUYEHHBIM
JIOCTYIIOM, HE COJIEpIKalllel CBEJIEHNUI, COCTABIISIIOIINX FOCYJapCTBEHHYIO TallHY»

3.2. IloaTBepsxaeHNE BBITTOJHEHUS TPEOOBAHUM K TOKYMEHTaM U JOKYMEHTHBIM
CHUCTEMAaM.

JlomkeH OBbITh NPOBEACH AayAUT JOKYMEHTOB M JOKYMEHTHBIX CHCTEM Ha
cootBercTBue TpeboBanmsim ['OCT P MCO 30300-2015 u TOCT P UCO 15489-1-2019
B cOOTBeTCTBUH ¢ [IporpaMmoiil ayanurta, KOTOPYIO MOKHO 3alpOCUTh OOPATUBIIKCH IO
aapecy eKTpoHHOM mouThl audit pds@rosatom.ru..

B pamkax ayauTta paccMaTpUBAIOTCS CBOMCTBA JOKYMEHTHOM CHCTEMBI
(HaIe’)KHOCTh, 6€30MaCHOCTh, COOTBETCTBUE, KOMILJIEKCHOCTh, CHCTEMHOCTh) M CBOMCTBA
JIOKYMEHTOB  (ayT€HTUYHOCTb,  JIOCTOBEPHOCTb,  IEJIOCTHOCTh,  IPUTOJAHOCTH
JIUISL UCTIOJIb30BaHus), U ux coorBercTBHEe TpeboBanusim ['OCT P MCO 30300-2015
u I'OCT P UCO 15489-1-2019.
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Aynut Ha cootBetcTBHe TpeboBanusm ['OCT P 1CO 30300-2015u 'OCT P UCO
15489-1-2019 nmomxeH ObITH HpOBeAeH paboyell TPyNIol MO MPOBEICHHUIO ayJHTa,
Ha3HauYeHHOM  pacrnopsbkeHueM 1o ['ockopnopanuu «Pocarom».  Ilo pesynbTaTtam
MPOBEICHHOIO ayJuTa JOJDKEH OBbITh COCTAaBJIEH OTYET, B KOTOPOM YKa3bIBAIOTCS
OXBAau€HHbIE BONPOCHI B paMKax ayauTa, METOAbl ayAuTa, pe3yibTaThl, CChUIKM Ha
MOATBEPKIAIOIINE JOKYMEHTBI, BEIBO/IbI U PEKOMEHAALINH.

[Ipy HamMuuum peKOMEHJalUWid B OTYETE COCTABISAETCA IUIAH YCTPAaHEHMUS
HEJOCTaTKOB C YKa3aHHEM OTBETCTBEHHBIX U CPOKOB yCTPAHEHHUS.

JlokyMeHTHBIe cUCTeMbl, He oTBeuatomue tpedoBanusim ['OCT P MCO 30300-
2015 u 'OCT P UCO 15489-1-2019, nomxusl ObiTh noaxmoueHs! k [1IC npu nannuun
YTBEPXKACHHOTO TUIaHA yCTPaHEHHs HETOCTATKOB.

3.3. PerynupoBanue oTHOIIEHUH B 00JIACTH UCTIOJIB30BAHUS AIEKTPOHHBIX
MTOJITHUCEN.

OTHolIeHHsT B 00JIACTH MCHOJIb30BaHUS 3JEKTPOHHBIX MOAMKUCEN PeryiupyroTcs
®denepanbHbM 3aKOHOM «OO0 DIEKTPOHHON MOAMKMCH», U JIPYTUMU (eAepanbHbIMU
3aKOHaMH, MPUHUMAEMbIMU B COOTBETCTBUM C HHMMH HOPMATHBHBIMU MPaBOBBIMU
aKTaMHM, a TAKXKE COTJIAIICHUSIMU MEXAY YYaCTHUKAMHU 3JIEKTPOHHOTO B3aUMOJICUCTBHUS.
Ecnu unoe He ycTaHOBIIEeHO (pesiepanbHbIMU 3aKOHAMU, TPUHUMAEMBIMU B COOTBETCTBUU
C HUMHM HOPMATHBHBIMU MPABOBBIMU aKTaMU WJIM PEILIEHUEM O CO3/IaHUH KOPIOPATUBHOMN
MH()OPMAIMOHHOW CHUCTEMBI, MOPSAOK MCIOJb30BaHUS AJIEKTPOHHOM MOAMHUCH B
KOPIOPATUBHON MH(POPMAIIMOHHOMN CHCTEME MOKET YCTaHABIMBATHCS OMEPATOPOM ITOM
CUCTEMBI WJIM COTJIAIIEHUEM MEXIy yYaCTHHUKAMHU 3JIEKTPOHHOTO B3aWMOJEWUCTBUS B
HEW.

[la6son CornamieHus MeXIy YYaCTHUKaAMH 3JIEKTPOHHOTO B3aUMOJICHCTBUS MPU
UCIONIb30BAaHUU  YCHJIGHHOM  HEKBaJU(UIMPOBAHHOM  DIEKTPOHHOM  MOJMUCH
OmyOIMKOBaH Ha 00IIeA0CTYITHOM pecypce
https://crypto.rosatom.ru/uslugi/predostavlenie-uslug-platformy-doverennykh-servisov-
v-otnoshenii-nekvalifitsirovannykh-sertifikatov-/

3.4. llonreepxenue BeinoiHeHUE Tpeboanuii pu unrerpanuu KNUC/JINC ¢
IAC.

s yenemnoro mpoxoxaenus uHrterpanuu KUC/JIUC ¢ ITIJJC HeoOxoaumo
BBITIOJIHUTD CIAEAYIOIIUE YCIOBHUS:

KNUC/JINC nomxHa o0ecreunuTh BBIMOJHEHHE TPeOOBaHMM M0 WH(POPMAITMOHHOM
Oe3omacHocTH n3noxkeHHbIX B [Ipukazax ['ockopnopamuu «Pocaromy:

1/140-I1-ncm ot 10.02.2021 .

1/1517-1T o1 30.12.2019 T.

KUC/JIUC nomxua npenoctaButh B aapec [1JIC:

CornacoBaHHO€ C OTIEJIOM KpPUITOrpapuUecKod 3amuThl HHQOpPMAMH U
nudposoro goepusi AQO «['puHaTOM» TEXHMYECKOE PEIICHHUE OIMKMCHIBAIOIIICE
peanuzanuto uHTerpanuu mexay KUC/JINC u TTC.

ATTecTaT COOTBETCTBUS O00BeKTa HHPOpPMATHU3AIMM HA  COOTBETCTBHE
TpeOOBaHUSIM 10 0€30MaCHOCTH WH(POpMAITUH.

AHanu3a cTeneHy KoH(puaeHIIMaaIbHOCTH CBeIeHnH, iepeaaBaembix u3 KMC/JIMC
B IT/IC.
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Paspemenune [1ITK na undopmammonnsiii oomen mexny KUC/JINC u ITAC.
Cuenapuit unrerpanuontoro trecrupoBanust Mmexay KUC/JIMC u IT/1C.
OTtyeT 0 NpOBECHHOM ayJIUTE.
[IpenoctaButh nHbOpMaIUO 0 HAMMUUKM TexHu4eckor noaaepkku KUC/JIUC B
BUJIE MAapUIPYTHOM KapTbl, B KOTOPOM yKa3aHO, 4YTO oOOpalieHus, CBSI3aHHbIE C
dbyukiuonaiom KUC/JIMC, B Tom umcie npu padote ¢ ceprudukatrom u/mmm Ol
obpabartbeiBaeT Texuudeckas nojaaepxka KUC/JIMC. B ciaydae He BBISBICHUS TPUYUHBI
obpamenust Ha cropone KMC/JIMC, nampaBiasTh OT UMEHU TEXHUYECKOU TMOIEPIKKU
KUC/JINC noBoe obOpamenue yepes CYUT B ampec Ttexamueckoit momaepkku [1J1C
(pabouas rpymnn [IC(uaTerpanus) ¢ ykazaHuem cieayromeil nHpopMaIim:
. Onucanue npooIemMsl;
. Kontyp TectupoBanus;
. SLD xox KUC/JINC;
. Upn — yueTHas 3anuch B JOMEHE;
. Email;
. Bpems 3amnpoca;
. Ecnin 3anpoc nmoanucanusi JOKyMeHTa Toraa + Jwt-ToKeH.

NN N R W~

4. UnTerpanus ¢ BHEIIHUMH CUCTEMAMU

4.1. Cuenapun unterpanuu KUC/JIUC c IT/C.

[Ipeactasutenn nmoaximouaeMbix KUC/JIMC st mogkmouenus k [1JIC qomxHbI
odopmuts 3asiBneHne Ha uHTerpanuto ¢ [1JIC B coorBercTBUM ¢ mipunoxeHueM Nel.,

3asBnenue HanpassieTcs aamuaUcTparopy [1JC B anpec pds@rosatom.ru

KonraktHOoe  smmmno  gua cBa3u CaBuH  AHapedr  Brmagumuposud
AndVISavin@Greenatom.ru

[Monkmouenne KUC npousBoautTcs B 1Ba dTana. OnbITHas HSKCILTyaTallys
npousoautcs npu noakiarodenun KMC/JINC k tectoBomy cermenty I1J1C.

Cy1iecTBYIOT TpU T€CTOBBIE 30HbI (KOHTYpa) TECTUPOBAHMSL:

TectoBas (30Ha pazpadotku DEV);

TecToBas (30Ha TECTUPOBAHMS);

30HA MPEIIPO.

B 30ne paszpabotkn DEV u B 30HE TeCTHpOBaHMs BBINOJHIET TECTUPOBAHUE
cuenHapueB YHOII u YKOII. ITonp30Barenu 3aBOASATCS MyTEM HAIPABJICHUS JTAHHBIX B
tectoBblii MACVYII u TecToBbIii OIM.

B 30ne npeanpoaa BeinonHsiercs tectupoBanue Y HOII u YKOIII, nons3oBaTenn
3aBojATCs B TecToBOM 30HE npeanpoaa MACVYII u B mponykrusHOM OIM.

[To uToraMm onbITHOM SKCILTyaTalliy TPOU3BOSATCS TPUEMOCTATOUHBIEC UCITBITAHUS
coBmectHO ¢ nipenacraBuresisimu KMC/JINC u ITJIC u mpuHUMAaeTCs penieHne o mepeBo/ie
Ha MOCTOSIHHYIO AKcIvtanTanuto uarerpanuu KUC/JIUC.

st cornacoBaHus TOJAKIIOUEHHMS, MOAKIOYaeMasi CHCTeMa JOJDKHBI OBITh
TEXHUYECKHU TOTOBA K MOAKIFOUEHUIO, & UMEHHO:

ONpeNeIUTh U COTJIACOBATh MaTTEpH MHTErpauuu (Hanpsmyto ¢ cepepamu [11C
WJIU TIOCPEICTBOM KopropaTuBHOM muHbI iepeaaun nanHsix ECUK BI);

peanu3oBaTh Ha CBOEH CTOPOHE CEPBUCHI JJISl MOJIYUYEHUS] ACUHXPOHHBIX OTBETOB
(ko/u1O9KOB) HA  omepaluud HoanucaHus  (CYIIHOCTh  JIOKYMEHT),  OIEparuio
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MOJITBEPXKJAEHUSI BTOPHIM (DaKTOpPOM ayTEHTHU(PHUKALUU MPU MOJNUCAHUH JOKYMEHTOB,
uHpopMHupoBaHUU O cepTUudUKaTax (CyIHOCTh cepTHU(HUKAT) W TOJydeHUE Tena
pacuiidpoBaHHOTO JOKyMEHTa (B cClydae MCIOJIb30BaHUS (YHKIMOHAIBHOCTU
mudpoBaHus/paciu@poBaHus );

B KUC/JIUC nomxeH ObITh peaanu3oBaH 3ampeT Ha oTmnpaBky 3amnpocoB B [TJIC ot
MMEHU TO0JIb30BaTENeH W/WIM AJi MOJb30BaTeNel, KOTOphIe HE UMEIOT CEpTU(PUKATOB,
BbINyIIeHHbIX TocpenactBoM [IJIC, 3a uckiarOYeHHMEM 3ampocOoB O HATUYUM TaKHUX
cepTu(UKaTOB U 3alIPOCOB HA BBIMTYCK cepTU(UKaTa AJis MOJIb30BaTENS;

npu npsimoM noakmodennn k [1IJIC KUC/JIMC nomxkna peann3oBath Ha CBOEH
CTOPOHE MEXaHH3M MeXcCHCTeMHOHN ayreHTuukauuu (mutual TLS) u mpemocTaBuTh
SSL ceptudukar ans Takoil ayTeHTH(HUKAIMU, a TaKXKe NPEJOCTaBUTH ajpeca s
KOJUTO9K CEpBUCOB;

npu noxaxmouennn Kk IIJIC  mocpenctBom ECHK  BII  mMexcucremHas
ayreHTUQUKauus He Tpedyercs, HeoOxomumo mnpenoctaButh SLD kon KHUC nns
MapuIpyTH3aluy 3arpocoB (hopMar 3armpocoB U KOJIOIK CEPBUCOB MOXKET OTINYATHCS
OT YKa3aHHOTO B JIAHHOM JOKYMEHTEe B ciiydae B3aumojenctBus yepe3 ECUK BII, B
ciyyae cornacoBanus usmenenus popmara ¢ ECUK BII, ogqnako nocienoBaTenbHOCTb U
JIOTMKA 3alpocoB OCTaeTcsi HeusMeHHoM). 3ampocuth SLD koa MOXHO uepes
HarpasieHue 3amnpoc Ha agpec DESurygin@Greenatom.ru;

corjacoBaTh M OTKpBITh ceTeBoe B3aumojeiictBue no0 cepsepo I[IJIC (B
cooTBeTcTBUM ¢ npuioxkeHrnem Ne2) u o cepsepo ECHK BII.

4.2. Peructpanus KUC/JINC npu unrerpanuu c I1/1C.

[MAC nmomxna mpenoctaBmath cepuckl it  KUC/JIMC  mocpenctBom
B3aumozeiicteus uepe3 ECUK BII. Cepsucel I1JIC nomkHbI ObITh MPEIOCTABICHBI IS
cucrtewM, 3apeructpupoBaHubix B Peectpe noaxmouennsix KNUC u JINC.

Anvmunuctpatop KHUC/JIMC ykaseiBaer B 3asBieHuu (mpuioxkeHue Nel)
cienyrolye aTpuOyThl U HarpasisieT ux B aapec Aagmunuctparopa [1JIC:

nanMmenosanune KUC/JIUC;

koHTyp noakmodeHus k IIJIC: 3ona paspadotku DEV, Tect TectupoBaHusl,
NPEANPO.I WU MTPOAYKTUBHBIN;

opranu3anusi, Binaaetomas KUC/JINC;

KOHTYP HNOJAKIIOYEHHUS:

ECHUK BIT;

WNHurepHerT;

THUII ayTCHTU(UKAIIAN:

st KUC/JIUC, nonkmrouerHsix uepe3 ECUK BII: kon BHenmHEH cucTemsl (nanee
— SLD kon);

st KUC/JIUC, mopxmtouenHbix w3 cetu WutepHet: ceprtudukar mms TLS-
ayTeHTU(DUKAIINHY;

UPN cuctemMHOro 1moJib30BaTels;

BKJIFOUEH Jiu pexkuM callback;

URL na cepsuc callback.

Anmunauctpatop IC peructpupyer KUC/JIMC B cOOTBETCTBHUH € MTOTYYESHHBIMU
JAHHBIMH.
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4.3. Ayrentudukanus KVUC npu unrterpamuu ¢ [171C.

Co croponst KUC/JIUC, moakimtoueHHBIX U3 ceTh VHTEpHET, NOKeH OBbITh
BhITIyIIeH cepTudukar jis TLS-ayTrenTudukammm.

Jlns ucnonp3oBaHus 3Toro crnocoda ayreHtudukanuu B IIJIC momxHbI OBITH
BHeceHbl anHbie 0 KMC/JIMC B cooTBeTCTBUM ¢ TpeOOBaHUAMU pasnena 5.2

[Ipu ycTaHOBKE COEIWHEHMS JOJDKHA OBITh peajii30BaHa B3aWMHas IMPOBEpKa
ceptudukara [1JIC u cepruduxara KUC/JINC.

3anpoc ceprudukara KIMEHTa IOJDKEH OBITh peann3oBaH 1Mo mpoTokonry TLS
(I'OCT).

JlomxHa OBITH pealiM30BaHa IPOBEPKA COOTBETCTBUS cepTU(HUKATA U CPOKa
NencTBUS cepTuduKara.

Cxema B3auMOIECTBUS IPUBEACHA HA PUCYHKE 1.

Knc/nmnc

(MHTEpHeET) L

b Vcraoska COeAMHEHMﬂ4’I
I |
I I

I YcTaHOBKa coeANHEHUSA |

Hi NAC nepeaaet cepTudmKkaT

| NAC sanpawwsaet ceptndurat KUC/INC |

I KUC/NNC nepepaeT ceptud mkat I
I— KMUC/NNC nepepaeT 3aKpbITbliA KOY —DI

| KUC/NTNC Bepudunumnpyet ceptrdurat NAC |
I I
I——KI/IC/I'II/IC ayTeHTU duuUMpoBan I'I[],C—D‘
I I
ﬂil’lﬂc ayTeHTudMUMpoBsan KI/IC//II/IC——I

B3aumHan ayTeHTUdMKaLma npoiigeHa

I I
I |
|<_ o CoeanHeHWe yCTaHOBNEHO _ ‘PI
I I
I I
I I

Puc. 1.
4.4. Pexxnmel B3aumoneiicteus ¢ I1JIC.

B ITJIC peanu3oBaHbl Cle1yOIUE PEKUMbI B3aUMOICUCTBUS:

ACUHXPOHHBIM;

CUHXPOHHBIN.

J1J1st UCTIONIBb30BaHMSI ACHHXPOHHOTO pexuMa B3aumoiecTBus co ctoponsl ECUK
BIT nomxen ObITh peanu3oBad callback-cepBuc, oOecrieunBaromuii MOIy4YeHHE OTBETOB
TS KK 1ou onepaniuu v nepenayy orsetoB B KUC/JIVC.

KNUC/JINC neobxonumo obecneunTh callback-cepBuc, mo3Boistomuil mMoayydarh
otBeThl OT [IJIC B aCHHXPOHHOM PEKHUME O CIETYIOUINX COOBITUSX:

OTBeT 0 BBIMYIIEHHOM cepTU(UKATE TIPU 3aIpOCe Ha BBIMYCK cepTU(UKATA;

Nudopmarus o pe3yapTaTe MOANNCH,

[TonTBep:xeHue BTOporo Gpaktopa ayTeHTH(PUKALUY;
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lupokoBemaTenpbHas paccbUlka TNpU H3MEHEHHH CTaTyca cepThduxara
HIOJIb30BATETIS.

Co croponbl KUC/JINC Heobxoaumo obectieunTs callback-cepBuc no3posisironuii
nosy4ars omuoku co croponsl [1/1C npu BeIMOTHEHUH CIEAYIOMMX (YHKITHA:

dhopmupoBaHue cepTuduKkara;

¢dbopmMupoBaHHE TOIHCH;

HpOBEpPKa MOIHCH;

mu(ppoBaHUE TaHHBIX.

B cnyuyae mosiBnenus ommbok, IIJIC ormpasmser B cropony KUC/JIUC kox
OILLINOKHU.

KUC/JIUC ob6s13ana 00paboTaTh/yCTpAaHUTH MOJYYCHHYIO OLIMOKY M HaIlpaBUTh
NOBTOPHBIN 3arpoc B cropony I1JIC.

4.5. TpeboBanus k untepdericy nonnzopatesnst KUC npu unrerpamuu ¢ [11C.

Nurepdetic nonwszopatenss KUC/JIMC nomkeH COOTBETCTBOBATH TPeOOBaHUSM
OdenepanbHoro 3akoHa 63-O3 o0 OnektpoHHoit mnoamucu oT 06.04.2011 r. B
JNEWCTBYIOLIEH pEAAaKIIMM HA MOMEHT MOAKITFOUECHUSI.

Bnanenen KUC/JIMC o06s3aH nopabarhiBaTh CUCTEMY IIOCTE TMOAKIIOYCHHUS B
Clly4yae U3MEHEHHMs TpeOOBaHUM yKa3aHHOTO (peiepaibHOro 3aKoHa.

[Tpu cozpanuu D11 unrepdeiic KUC nomxen:

MOKa3bIBaTh JIMILY, MOJMHUCHIBAIOIIEMY >JEKTPOHHBIA JIOKYMEHT, COJEp>KaHHE
nH(pOpMAaIuU, KOTOPYIO OH MOJITUCHIBACT;

coznaBath Il TOJNBKO TIOCHE TOATBEPAKACHUS JIMIIOM, IOJMUCHIBAIOIIAM
AJIEKTPOHHBIN JOKYMEHT, ONEpaLMU 110 co3ganuto JlI;

OJIHO3HAYHO MOKa3bIBaTh, 4To DIl co3nana.

ITpu posepke D1 unrepdeiic KUC nomxkeH:

NOKa3bIBaTh COAEPKAHUE IIEKTPOHHOTO JOKYMEHTA, MoANUcaHHoro JlI;

MOKa3blBaTh HWHGOPMAIMI0O O BHECEHWU H3MEHEeHUH B mnoanucaHHbii Ol
AIEKTPOHHBIN JOKYMEHT;

yKa3plBaTh Ha JHMIO, C HCIOJb30BaHMEM Kiroya Ol KOTOpOro mnoAanuvcaHsel
AIEKTPOHHBIE JOKYMEHTHI.

Nurepdeiic KUC nomxkeH copepkarh CTpaHUIY C HACTPOMKaAMU CepTU(PHUKATOB
OIlI nons3oBatens KUC. JlomkHa ObITh peaqn3oBaHa BO3MOXHOCTh CKauMBaHUs (haiiia
OIlL

Ha cTpanuiie HacTpoek AOKHBI OTOOpakaTbesi cBefeHHs o cepruduxate Oll,
npumeHseMoM i noanucanus B KUC:

Cepuitablit HoMep cepTudukKara

®UO Bnaxenbia ceptudukaTa

Nwms uzparens ceptudukaTa

Ceenenus o mabioHe cepTudukaTa

JaTa co3nanus ceprudukara

JlaTa okOHuYaHuUs NeHCTBUA cepTUdUKaTa

JlomxHa ObITH peann3oBaHa BO3ZMOXHOCTh CKauMBaHUs cepTudukaTta B hopmare
*.cer, a TaK)Ke B TEKCTOBOM BH/JIE JIJIs1 O3HAKOMJIEHUS C cojiepkaHueM ceptudukara Il1.
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B TIC wmoxeT oCymecTBIATHCS MOANUCAHUE CepTU(UKATAMHU, BBITAHHBIMH
akkpenutoBaHHbIM Y1 (kBanuduimpoBanHble cepTU(HUKATH) U HEAKKPEIUTOBAHHBIM
VI (HexBanuduuupoBaHHble cepTUdUKaThl), TpeOOBaHUS 1O OTOOPAKEHUIO
NOJANMKUCHIBAEMON HMH(POPMALIMKM CJIEIYET CUYUTATh OAMHAKOBBIMHU JUIsl TOAMHCAHUS
KBUTM(PUIUPOBAHHBIM M HEKBATU(PUIUPOBAHHBIM CEPTUPHUKATOB, B COOTBETCTBHE C
TpeboBaHUusIMU 63-D3 K yCUTIEHHON KBATU(DUITUPOBAHHOMN AJIIEKTPOHHOM MOMKCH.

4.6. [IpaBuia BU3yaqbpHOTO OTOOPaKEHUSI IOKYMEHTOB B DJICKTPOHHOM BHUJIE.

KUC/JIMC pomxna peanu3oBbiBaTh Bu3yanusauuio Ol B moamucanHoMm
JIOKYMEHTE TIOITUCAHTA.

BusyanbHoe 0TOOpaXkeHNE TOKYMEHTA B AJIEKTPOHHOM BU/JIE TOJKHO COACPKATD:

1. Texct D/1;

2. CBEJIEHUs O PETUCTPALMU JOKYMEHTa (rpaduuecKue 3IeMEHTHI
PEruCTPallMOHHBIX JaHHBIX);

3. ceenenus 00 DI, koTopoi ObLT MOANKUCAH TOKYMEHT (OTMETKA/OTMETKH 00
OII).

Cenenust 00 OII, xoTopoil ObLT MOANMMCAH JOKYMEHT B JJIEKTPOHHOM BHJIE
(ormeTka/oTMeTku 00 DII), comepkaT Cieayromnme 3JIeMEHTHI:

1. rpanunel otMeTkH 00 DI (CityKUT A1 BU3yallbHOT'O pa3rpaHUYeHUsI CBEACHUIM
otMmeTKH 00 DI 0T TekcTa TOKyMEHTa U IPYTUX OTMETOK);

2. sMbJieMa yJ4acTHHUKA B3aUMOJICHCTBUS (TIPU HATMYNN );

3. uHpOopManHs 0 MoANMHCaHNH ToKyMeHTa JlI;

4. ceenenus o ceptudukate I, ncnonbp3zoBaHHOM Tpu oanucaHuu /1.

Otmetka 00 DIl oToOpakaercss TyTeM HAJIOXKEHUS €€ H300pakeHuss Ha
uzoopaxenne Ttekcra OJ[. Ilpu 3amaHum MecTONoOJOKEHUsS, pa3Mepa U APYTUx
XapakTepUCTHK OTMETKH 00 DIl m ee AIeMEHTOB TOJDKHBI BBIMOTHATHCS CIEAYIONINE
TpeOOBaHMUS:

1. mecTo pazmerienus oTMeTku 00 D11 AOIKHBI COOTBETCTBOBATH MECTY
pa3MelleHust TIMYHOM MOANUCH B aHAJOTUYHOM JJOKYMEHTE Ha OyMa)KHOM HOCHUTEJIE;

2. sneMeHTbl 0TMETKHU 00 D11 10KHBI ObITH BUIUMBIMU M UUTAEMbBIMU TTPU
OTOOpaXKEHUH TOKYMEHTa B HATypaJlbHOM pa3MepeE;

3. aneMeHThl 0TMeTKH 00 DI He MO KHBI MePEKPHIBATHCS WU HAKIIAAbIBATHCS
JpYT Ha JIpyra;

4. anmeMeHThl oTMETKH 00 DI He TOKHBI MePEeKPhIBATh AJIEMEHTHI TEKCTa
JTOKyMeHTa U ipyrue otmeTku 00 DI (mpu Hammgum).

DOMbnemMa yJyacTHUKA B3aMMOJICHCTBHS, B KOTOpOM ObLT oanucan D/, B cimydae ee
dbopMupoBaHUs pacmoiaraeTcs B BepxHeit yactu otmetku o0 JI1, cneBa ot undopmarum
O MOANHCAHUHY.

Nudopmarnus o mognucanuu gokymenta Ol comepxut texct "JOKYMEHT
IIOJIMMCAH DJIEKTPOHHOU ITOJIIUCHIO" u pacmonaraercss B BepXHeH 4acTu
orMeTkn 00 JII cmpaBa OT AMOJIEeMbl YyYaCTHHKA B3aUMOACUCTBUS (IIpU HAIUYUHU) U
BBIPABHUBAETCS TOPU3OHTAIILHO MO LIEHTPY O0JIACTH.

Ceenennst o cepruduxkare OII, HCMOTB30BAHHOM TMpU  MOANHCAHUH,
pacrnosiararotcsi B HIpKHe yactu otMeTku o0 OI1 u cogepikar cienyronme 3JIeMeHThI:

1. Homep ceptudukara III;
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2. nanHble Bhajaensia ceprudukara JlI;

3. cpok aeictBus ceptudukara 1.

DOnemeHThl cBeieHuit o ceptudukare III, MCHONB30BaHHOM MPHU MOJANUCAHUN
JIOKYMEHTA, pacroyaraloTcsi Ha OTACIbHBIX CTPOKAX APYT MO IPYTrOM.

OnemeHT "Homep cepTudukara 5>JIEKTPOHHOM MOANUCU" COJIEPKUT TEKCT
"Ceptuduxar" u Homep ceptudukata OIII, HCHOIB30BAaHHOTO TPU MOANMHCAHUU
JIOKYMEHTA.

"Brnagenern ceprudukara 3MeKTPOHHON MOAMHMCH" COAEPKUT TeKCT "Bragemern",
dbaMuuio, M 1 0T4EeCTBO (TP HAIMYWH) BiIasienbiia ceprudukara D11,

OnemeHT "Cpok AecTBUS cepTH(UKATA SJISKTPOHHON MOAMUCH" COAEPIKUT TEKCT
"JleiictButeneH c", gaty Haudana jgeiictBus cepruduxarta OII, Texct "mo" u mgary
OKOHYAHMS IEUCTBUS CEPTH(UKATA.

[Tpumepsr otmMeTok 00 Ol m ux pa3memieHus TPUBEACHBI B TPWIOKCHUH 2
npukasy MUHHCTEpCTBA CBSI3M U MAaCCOBBIX KOMMYHHUKALIMA poccuiickor denepanuu
Ne186 denepanbHoit cityx0b1 0xpanbl Poccuiickont Deneparun Ne258 ot 27 mas 2015
roga «O0  yTBepKIeHUH  TpeOOBaHMM K  OPraHU3ALMOHHO-TEXHHUYECKOMY
B3aMMOJICUCTBUIO TOCYAApCTBEHHBIX OpPraHOB M TOCYIAapCTBEHHBIX OpTraHU3alUui
MOCPEICTBOM OOMEHA IOKYMEHTAMHU B 3JIEKTPOHHOM BHJIE»

4.7. TpeGoBaHMs K TaHHBIM IOJIb30BATENS TIpU co3anuu ceprudukara B [1/]C

B IAC wucnons3yroTcss nBa THma paOOTHUKOB «BHyTpeHHuit» (paboTHUK
OTpPACIICBOI OpraHu3allMi, UMEIONUNA y4yeTHYI0 3anuch B gomeHe GK) u «BHemHuii
(pabOTHHK CTOpOHHEN OpraHM3aIluy, HE UMEIONNN YIeTHYIO 3anuch B JomeHe GK u He
3apeructpupoBannbiii B MUACVYII).

4.8. TpeboBanus K JaHHBIM BHeNTHETO moJik3oBarens [1/]C

Coznanne BHEIIHUX TOJb30BaTeneld mnpousBoautcs u3 wuHTepdeiica I[1JIC
MPUBHIIETUPOBAHHBIM TOdb30BaTenieM Opranuzaunu ¢ poisiblo «Kyparop IIIC ot
OpraHuzanum

[Tpu HeoOxoaumocTu coznanus ceprudukara Y HOII a5 BHEITHET0 MOJIH30BATEIS
B KUC/JIUC nomxeH ObITH MpeaycMOTpeH nopsiiok uHbopmupoBanus Kyparopos I1]C
ot Opranuzaiuu 0 HeoOX0IUMOCTH PEerucTpaluu BHEHUX nojbs3oBarenei B [1/1C.

Ecnu paOOTHUK OTHOCUTCS K CTOPOHHEH OpraHu3aliu U ero JaHHbIE OTCYTCTBYIOT
B MACVII, HeobxomuMo ykazarh Tum pabotHuka «Buemnuii». Bce nmanHbie 10
BHEIIHEMY I10JIb30BATENIO 3aMOJH0TCA Kypatopom opranusanuu Bpy4HYHO.

Kypatop IIJIC or Opranuzaupd NOpOU3BOJUT JEHUCTBUA IO CO3JaHUIO
MOJIb30BaTENsI B cOOTBETCTBUU C «MHCTpyKnus kyparopa Opranuzamuu. [lmardopma
noBepeHHbIX cepBucoB ['ockopnoparnuu «Pocatom» (ITJIC)»

BAXHO! [Ins «Buemnero» nosis3oBaTens B moyie «Opranuzanus» He0O0X0IuMO
BBIOPATH U3 BHITIAAAIONIETO CIIMCKa HANMEHOBAHNE OTPACIICBOM OpraHu3aIii, K KOTOPOn
NpUKpervieH mnoJb3oBarenb. B mone «lloapasnenenue» He0OXOAMMO BBECTH
HaMEHOBAaHNUE BHEIIHEN OpPraHU3allHH.

4.9. TpeboBanus K JaHHBIM BHYTpeHHero nosib3oBateis [1JIC coznaBaemoro u3
KUC/JINC
[11C opranusyer co3zianue cepTUdUKaTOB B JIBa dTalla:
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co3ganme noap3oBatens 11J1C;
BBHITTYCK cepTtudukaTa st nojab3oBarens [1J]C.
JI1s1 BOBMOXKHOCTH CO37aHus TMOJb30BaTelsl Ha ocHoBaHuM 3amnpoca KUC/JINC
HarnpasyieHHoro B cropony I1/C uepe3 API, KUC/JIUC nomxHa obecnieunTh:
1.Hanuuue nadopmanmu o rnosias3opatese B KoprnopaTuBHoii cucteme
yrnpasieHnus nepcorHaioM Ha 6aze SAP (MACVII):
No | Tlone
damuaus

4098

OTyecTBO
HanmeHnoBanue oprannsannu
MNHH noanucumnka
CHUJIC
Cepust macnopTa
Howmep nacnopra
. | HaumeHoBaHue noapa3ieieHus BbIIABIIETO MACHOPT
10. | Kox noapasneneHrs BbLAABIIETO MACIOPT
11. | lata BbIIauu macrnopra
12. | TenedhoHHbIN HOMEP
13. | Ilon
14. | Jlata poxxneHus
2.Hanuuwue snextponHoi noutsl [lons3osarens KUC/JINC B OIM.
3.Hanuuue xopnoparuBHoil yuetHoi 3anucu (UPN) B nomene GK wnu B Inter B
OIM.
O0s13aTenbHbIe JaHHbBIE TSI BBIMTYCKa cepTU(UKaTa U COCTaB MoJjei cepTudukaTon
[TAC npusenens! B [Ipuioxenun 3
B cnyuae orcyrcTBus nanHbixX (nosie CyObekT) npuBeneHHbix B [Ipunoxenun 3,
BBIIIYCK cepTH(UKATA HE BO3MOKEH.
KNUC/JINC nomxHa obecrieuynTh HATU4Yue JaHHBIX TPUBEICHHBIX B [IpunoxeHun
3 mepen HavajsoM OTIpaBKH 3ampoca Ha ceptudukat s noiab3oBarens KUC/JINC. B
ciaydae OTCYTCTBUS JaHHBIX, HeoO0Xomumo TexHudeckorn mnomuepxkke KHUC/JIUMC
MIPOKOHCYJIBTUPOBATH MOJIB30BATENS O MOPSAIKE BHECECHUS JaHHBIX.

RIS R R I

\O

4.10. Iopsanok 3aBeaeHust BHyTpeHHUX nonb3oBateneil B UACYII u OIM

3aBeJieHUE M y4YeT AAHHBIX I[OJb30BaTesl ocyuiecTBisercs B KoprnopatuBHOi
cucteMe ynpasieHus nepcoHanoMm Ha 6aze SAP (MACVII). lnsg 3aBenenus MaHHBIX U
BHECEHHUE U3MEHEHHUI HEe0OXO0IMMO MOIH30BATEII0 HAIIPABUTH 3asBKY:

yepe3 CY UT http://support.rosatom.ru/sm/index.do

yepes IeKTpoHHOoe muchMo Ha /s 1111@greenatom.ru

3BOHOK B LICHTpP MojJepkku nois3oBaresien AO «I'punatom» +7 499 949 49 19,
1006. 1111).

s KUC/JINC kotopsiM TpeOyeTcsi MPOBECTH TECTUPOBAHME MHTETPAIlMOHHBIX
notokoB ¢ [IJIC B xontypax nipeanpon [1JIC, Tect (30Ha paspadotku DEV) unu 3one
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TectupoBanusi HEOOXOAUMO 3aBECTH IOJH30BATENIEH W HAMOJMHUTH JAHHBIMHU
MPUBEICHHBIMU B ITPUJIOKEHUH 3.

Jlns 3aBenenus nonp3oBateis B MACYII Heo6xoaumo:

1.OnepenuTh KOHTYpP TECTUPOBAHUS:

Kon tectoBoro MACYII «HRO100» u tectoBoro OIM (ecnu TecTHpOBaHHE
MIPOXOJUT B TeCTOBOM 30HE pazpadoTku DEV T1JIC).

Kon tecroporo MACVYIT «GK TASUP200 Q» wu TecroBoro OIM (ecnu
TECTUPOBAHUE MPOXOIUT B TECTOBOM 30HE TecTupoBanus I1/1C.

Kona tectoBoro MACYII «HRC200» n nponykruBHoro OIM (ecinu TecTupoBaHue
MPOXOJUT B TecToBOM 30He npeanpozaa [1/1C.

2.HanpaButh oOparnienne Ha mopraie http://support.rosatom.ru/sm/index.do asns
3aBeJieHUs noJib3oBatens. [I[puMep npuBeseH B MPUIOKEHUH 3.

s 308 paspabotku DEV u TectupoBanHuss HEOOXOAMMO B TeME M KpPAaTKOM
cojepxkaHuu ykasbiBath: «IIpockba coznmare mosb3oBareneir B HRO (HRC) mns
noakaodeHus kK ITJICy»

B «Onucanum»:

Ecmu  «HRO100» wmm  «GK TASUP200 Q», TO mnpenocTaBUTh\3aBECTH
BBIMBILIJIEHHBIE TAHHBIE.

OO6s3arenbHbIe MOJS AJI CO3/IaHus MOIb30BaTeNs A Bbitycka YKOII:

Damunus

Nwms

OtuectBO

HanmenoBanue oprannsanus

DJNIeKTpOHHAs To4Ta

TabenbHbBIN HOMED

UPN

Tenedhonnsiit HoMmep noanucyuka (MoOUITBLHBIN)

MHH noanucuunka

CHWJIC noamnucumnka

Cepus macnopta

Howmep nmacnopra

HanmenoBaHnue noapasaesieHus, BbIAABIIETO NacnopT

Kon nogpaznenenus, BbIIaBIIETO MAaCIOPT

JlaTa BpIAauM nacnopra

[Ton

Jlata poxaenus

JIOTIOTHUTENPHO HEOOXOMWMO YKa3aTh BBIMBINIJICHHBIC MdaHHBIC IS KAaKOM
OpraHU3aINKA HEOOXOIUMO 3aBECTH MOJTH30BATE:

HaumMenoBanue opranuzanuu

NHH opranuzamnuu

OPI" opranu3zanuu

GID Opranuzanuu
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Hust 30oue1 mpeanpona [IJIC («kHRC200») HeoOXoaumMo TpOBEpUTH HATUYHE
JAHHBIX 0 (pakTUUecKoMy TabelbHOMY HOMEpPY COTPYIHHKA.

OO0s3arenbHbIe MO AJI CO3/IaHUs MOIb30BaTeNs A Bbiycka YKOII:

Qamunus

Nwms

OtuectBO

HanmenoBanue opranusanus

DJIeKTpOHHAs ToYTa

TabenbHbBIN HOMED

UPN

Tenedonnsiit HOMep moanucurKa (MoOUTLHBII)

NHH nonnucuuka

CHUWJIC noanucunka

Cepus macnopta

Howmep nmacnopra

HanmenoBaHnue noapasaesenus, BbIAABIIETO NacnopT

Kon nogpaznenenus, BbIIaBIIETO MAacopT

JlaTa BbIJAYM macropra

ITon

Jlata poxneHus

3.Hanpasuth nHbOpMALIHIO Yepe3 dIESKTPOHHOE MTUCHMO Ha T/
andvlsavin@greenatom.ru o0 yCTIeNITHOM 3aBECHUH TOJIb30BaTeNe Ha 1are 2 u
JOTIOJTHUTENHHO YKa3aTh:

1./laHHBIE M1 BBITTYCKA TECTOBOTO KBAJIMITUPOBAHHOTO cepTuduKara:

®UO nonp3oBaTes.

TaOeJIbHBI HOMED.

V3 B nomene GK mimu INTER.

Email.

3ona unrerpanuu ¢ [1JIC.

2.BbIMBIIIEHHBIE TTOJIs OpraHu3auuu 11 3aBenenus B [171C

HaunmenoBanue opranuzanuu

NHH opranuzamnuu

OPT" opranuzanuu

GID Opraunuzanuu

4.11. TpeboBanus K uACHTU(PUKAIINH TTOJTH30BATENCH

[lepBuunas uaeHTHUKaLUs OoOecleYnMBacTCs ABYMs CIOCOOaMU — MPUEM Ha
paboTy /Ui BHYTPEHHHMX MoJib3oBateneil unu Kypartopom IIJIC ot opranuzamuu st
BHEUIHMX I10JIb30BaTele (IIPUKPEIUIEHUE IOJIb30BATENsl K OpraHU3alMM OTpPaCIH
«IIPUKOMaHIUPOBAHHBIN COTPYIAHUK).

Kyparop Opranuzanum HeceT OTBETCTBEHHOCTb 3a WICHTU(PHUKALMIO BHEIIHUX
[10JIb30BaTENe OpraHu3auy.

Bropuunas  ugeHTMuKanuMs — HAa  OCHOBAaHMM  YYETHBIX  JAHHBIX
(unentudukaropa) u3 goBepennoro LDAP kartanora nomena GK nu6o nomena INTER
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[Ipu HE0OXOaUMOCTH MOAKIIOYEHHsI CTOpOHHEro aoBepeHHoro LDAP karanora
HE0OX0MMO o0ecreunTh AoBepuTeabHble oTHOIIEHUs ¢ gomeHoM GK nm6o INTER
YCTAHOBJIEHHBIM TTOPSIKOM.

4.12. TpeboBaHus K ayTeHTU(PUKAIIUHU TTOJIH30BATEIICH

4.12.1. O6uue cBeneHus (ypoBHH JTIOBEPHS)

Jlns  obecnedyenuss cpeaHero (Uig TMOJANMUCAHUS HEKBATU(PUIIUPOBAHHBIMU
cepTuduKaTamMu ) ¥ BBICOKOTO (7151 KBAJTUITUPOBAHHBIX CEPTU(HUKATOB) YPOBHEH TOBEPUS
B [1JIC ucnons3yercsa nByxdakTopHas ayTeHTHPHUKAIHS.

JlomxHa OBITH peanr3oBaHa ayTEHTU(UKAIUS TOJIH30BaTENCH (MTOAMMCYUKOB,
spisomuxcs  moib3oBaTeasiMu  KHUC/JIMC, wuam  CHUCTEMHBIX  IOJb30BaTesCH)
MOCPEICTBOM TIEPETau B 3ar0JI0BKaX 3aMpocoB Mpu nepBuaHOM oOpamenuu k [1J]C:

JWT-TokeHa;

SAML-ToKeHa.

IIpu mepemade naHHBIX O MOJB30BATENE 3ampoc AOJKEH comepxkarb UPN 3Toro
nosb3oBatesst. TokeH AoJbKeH ObITh oanucan qoBepeHHbIM ADFS nnu [AM.

[Tpu noanucanuu 3MEKTPOHHBIX JOKYMEHTOB D11 10K€eH UCIIOIB30BaThCsl BTOPOI
dbakTop ayTeHTU(UKAITUN SIS TTOATTUCAHUS:

ITocpencteom OTP, oTpaBisieMOro Ha 3J€KTPOHHYIO MOUTY IMOJb30BATEINS, IPU
Hajoxxeauu YHDOII;

[TocpeactBom DSS Client (mydss) wiu pin-koaa npu Hanoxxenun Y KOIT;

4.12.2. TloaTBepkaeHHE Onepanui

st omepanmii O TOAMKMCAHWIO W PacM(PpPOBAHUIO JTOKYMEHTa TpedyeTcs
MOATBEP)KICHUE OTEpallii TOJh30BaTelieM B SIBHOM BHIE BTOPBIM (paKkTopoMm
ayTeHTU(UKALINU.

Jlns  co3maHus  YCUJICHHOM HEKBaTU(UIIMPOBAHHOW JJICKTPOHHOM IMOJIUCH
(VHOII) npenycmatpuBaercs mnepenada OTP  TokeHa Ha SJIEKTPOHHYIO TIOYTY
corpyanuka. KUC nocne onepanuy moANMCAaHUs JTOKHA OTOOPAa3UTh MOJIb30BATENIO
okHO 11 BBojia OTP TokeHa u mepenath cooTBeTcTBYIOMMH 3anpoc B [TJIC.

JIns co3manust yCUJIGHHOM KBau(UIIMPOBaHHOM 3ekTpoHHor noamucu (YKOIII)
UCIoNb3yeTcsl  cepTuduiupoBanHoe cpeactBo MyDSS, koropoe m0mkHO OBITh
YCTaHOBJICHO Ha MOOWJIBHBIN TeneoH mnonb3oBaress. B 3ToM cinydae 1ONOJIHUTETbHBIX
tpeboBanuii kK KMC He npeabsaBnsercs, nocie 3anpoca Ha MOANMCAHUE MTOATBEPKICHUE
BTOpbIM hakTopoMm ocymiectBisiercss BHe pamok KHWC. Ilocne mnoarBepkaeHus
nons3oBarenieM KHWC moiayduT COOTBETCTBYIOLIMN KOJIOOK ¢ uHGpOpManuen o
MO CAHUH.

4.12.3. IlonyueHune mapkepa J0CTyma

Jnsa nepBuyHoi aytreHTrduKanuu B [1J]C ucnons3yroTces ¢henepaTuBHbIE MapKEPhI
(toxenbl) ¢opmata SAML wmm JWT, mnoanucaHHble MTOBEPEHHBIMH IIEHTpaMU
ayrentudukanuu [10 «I"puHaTom». B KauecTBe JOBEpEHHBIX IEHTPOB Ay TEHTU(DUKAITUN
I[IJC npunumaer cepBepa ADFS kopnoparuBHoro gomeHa GK u BHENIHETo
KopropatuBHOro gomeHa Inter, u cepep IAM kopnopatuBHoro fomena GK.

KH1C neobxomumo oOecreuuTh ayTeHTU(PUKALUIO TMOJIb30BaTENsl B YKa3aHHBIX
neHTpax ayreHtudukanuu ¢ nepeaadeid B I1JIC 3anmpocoB OoT MMEHHU MOJIb30BaTelNs C
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3aroyioBkoMm x-saml-token npu ncnons3zoBanuu SAML TokeHa ninm x-jwt-token B cirydae
ucnoJsibzoBanusa JWT TokeHa.

Anpeca noBepeHHBIX LEHTPOB ayTeHTHpukanuu npuHumaembix ITJC (cepsepa
ADFS u IAM):

[Toapo6HOE onucaHue o MOAKI0YEHUI0 onucano B [Ipunoxenuu 6

4.12.4. TloaxmodeHue IeHTpa UASHTU(PHUKAIIMY K CepBEPY JICKTPOHHOM MOAMUCH
«ITIC»

B cayuae, ecnu KUC ucnonb3yer i ayTeHTU(DUKAIMN TOJIb30BaTENIel APYroi
cepBep ayTeHTU(UKALKU, YeM yKa3aHO B MPHIOKEHUH 6, HO MPHU 3TOM 3TOT CEPBEP
TaK)K€ HCIOJNb3YeT KaTaJlorm JOMEHHBIX TMojb3oBaTeneit gk.rosatom.local wu
inter.interatom.local, yka3aHHbIii cepBep ayTeHTU(UKAIIMH MOXKET ObITh 00aBIEH B
[T11C B xauecTBE JOBEPEHHOTO.

s noOaBieHUsT HOBOTO ILIEHTpa ayTEHTH(HUKAIMKU HEOOXOJUMO COIJIacoBaTh
Takoe nobasinenus ¢ omneparopoM IIJIC, u mpenoctaBuTh MHPOPMALMIO O JOMEHE U
OTKPBITYIO 4acTh cepTUuduKaTa, KoTophiM noanuckiBaoTcss SAML wiu JWT TokeHBI.

5. Onucanue nmporpaMmmMmHoro uurepgeiica aias padorsl ¢ cepsucamu I1C

5.1. OO0uIue MoI0KEHNU

[ToapoOHoOe onucanue nporpaMmmMHoro uaTepdeiica 1 padotsl ¢ ceppucamu [1C
C IpUMEpaMH 0OpaIlleHUH pa3MeIIeHbl B CIIPABOYHUKE 3aIIPOCOB IO aJipecaM:

https://core-s-tp01.gk.rosatom.local:8443/crypto-service/swagger-ui/index.html

https://core-s-TPDSO01.gk.rosatom.local:8443/crypto-service/swagger-
ui/index.html

https://core-s-tpds.gk.rosatom.local:8443/crypto-service/swagger-ui/index.html

6. Onucanune nporpaMmMHoro uarepdeiica aist padorsl ¢ CepBucom
ynpaBJeHHsl cepTHPUKATAMH

6.1. ITonydyenue chopMUpOBAHHOTO 3arpoca Ha cepTudukar

KU C MoxkeT moyduTh JaHHBIE O cepTU(HUKATe MOANUCYNKA ITePEIaB CIE YOI
3ampoc:

(3nech 1 manee cchulka AeHCcTBUTENbHA 1 TecToBoro KouTypa IIJIC, as npyrux
KOHTYPOB HE0OXO0IMMO M3MEHUTH host ajipec B COOTBETCTBUH C NpuiioxkeHueM No2).

POST https://core-s-tp01.gk.rosatom.local:8443/crypto-
service/user/certificate/request

[Tpumep 3ampoca Ha cepTUPUKAT HUKE:

"organizationGid": " ", (Mnentudukarop opranuzauuu coriacio EOC HCU AO
«I"puHaTom»)

"requestComment": "string",

"user": {

"1d": 56, upeHTUPUKATOP MOTB30BATENSA
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"orEmail": "string", nuiau mo4toBsIil agpec
"orEmployeeld": "string", uiau TabenbHBIN HOMED
"orUpn": "string" wiu UPN

b
b

B cunxponnom otBete ot [1JIC O6yner coobmenue dhopmara:

"code": 1,

"message": " 3anpoc Ha cepTHU(PHUKAT NPUHST, MOJIH30BATEINb C IEPEAAHHBIMU
UACHTU(DUKAITMOHHBIMY JAHHBIMU HE 3aPETUCTPUPOBAH B CUCTEME, BBITTOJIHACTCS
perucTpanus ¢ NocaeAyOLUUM BRIITYCKOM cepTudukara'

b

(KO M TEKCT MOYKET MEHATHCS B 3aBUCHUMOCTH OT CUTYallUH, MOXET OBITh
yKa3zaHue, 4TO y OpraHu3alldyd OTCYTCTBYIOT CBOOOJHBIE MOJNUCKU I BBIITyCKa
ceptudukara)

ITocne o6paboTku 3ampoca u Beinycka ceptudukara [1JIC paccsinaer uepe3s ECUK
BIT cooGmienne Ha callback cepBuc cucremsl mno ceptudukary, OT Hac COOOIIECHUE
yxoaut B popmare CertificateOutDto.

NJIN, ecnu monb30BaTesb 3apETUCTPUPOBAH B CUCTEME U CepTU(UKAT BBIMYIICH
aBTOMATUYECKH, TO yBegomieHue ¢ cymHocTbio CertificateDTO Oyzmer mepenano B
CHHXPOHHOM OTBETE. ITO CO00IIeHne, KOTOpoe OyAeT, €Clid 3alPOCUTh cepTU(HKaT 1Mo
id (GET:/crypto-service/user/certificate/{id}). CooOmenne, KOTOpoe OTHPABISIETCS B
ECHK BII, no poroBopeHHoCTH ¢ Biaaenbuamu koprnopatuBHou mmnHbl ECHUK BII
MOKET OBITh TPaHC(HOPMHUPOBAHO B OTBETE ISl CUCTEMBI, eciii 3To HeoOxoaumo KHC. B
ciayuae ecnu jJuisi KMC HeoO6Xo1MuM CBOM YHUKAIbHBINA OTBET OT MIUHBI B popmate JSON,
a Taxxe XML s nepenaun uepe3 SOAP.

6.2. YBeIOMIJICHHE O BBITTYIIICHHOM CepTH(UKATE

Jl7is yBeTOMJICHHSI O BBINMyIIEHHOM ceptudukare noanucyuky [1/IC otnpaBnser
yBegomiienne Ha anapec callback cepBuca, paspaborannoro Ha cropone KUC mns
nosyueHust uHpopmaiuu o cepruduxarax (TpedboBanus nynkra 5.1).

OOs3aTenbHBIC TAaHHBIE TSI BRITYCKa cepTU(HKaTa puBeaeHb! B [Ipunoxenuu 4.

B cnydae oOTCyTCTBUSI HaHHBIX mpuBeIeHHbIX B [Ipunoxenun 4, BBITYCK
cepTuduKaTa He BO3MOXKEH.

6.3. Ilonydyenue ceptudukara moanucuuKa
KUC moxet noyiyduTh JaHHbIE O cepTU(UKATE MOANMUCYUKA IEPEIAB CIAEAYIOIIHMA
3anpoc:

GET https://core-s-tp01.gk.rosatom.local:8443/crypto-
service/user/certificate/ {unentuduxarop ceprudukara}
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[TC orBetut cymuoctbio Certificate DTO, mpumep oTBeTa CiaeayrOTUHI:

{

"code": 0,

"data": {

"1d": 6,

"externalld": "8",

"dateCreated": 1599165872609,

"certificateReceived": 1599165872555,(/1ara Boimrycka)

"status": "VALID",(nmpu3Hak BanuaHbli uin HeT, MoxkeT ObiTh EXPIRED — ncrek cpok
neiicteusi, DELETED — oTo3Ban/anHynupOBaH)

"validUntil": 1638564272000,(/laTa okoHUYaHUs CPOKA AEHCTBHS)

"serialNumber": "2bd255012bacbbbf4e64fc0a309b451a",

"canResendRequest": false,

"commonName": "AxknuonepHoe oomectro /"T’PUHATOM/": KonapateeB Muxaun
CepreeBuu",

"qualified": false,

"user": (laHHbIe MOJI30BATENISA, KOMBI BbIJIaH cepTU(HUKAT){

"1d": 47,

"email": " "
"firstName": " ”
"middleName": " "

n.n n

"lastName": ,

n.n "

"occupancy": ,
"upnﬂ: " H,
"employeeld": "

s

"cloud": true

b
h

Taxxxe KMC MoXeT noiay4yuTh TeNO cepTU(UKATa, HATPaBUB 3aIpPOC

https://core-s-tp01.gk.rosatom.local:8443/crypto-service/user/certificate-
content/ {unentuduxaTop ceprudukara}/

B otBete BepHetcs Teno ceptudukara B popmare BASE64:
"code": 0,

"data": "BASE"S$ ceptudukara”
b

N
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https://core-s-tp01.gk.rosatom.local:8443/crypto-service/user/certificate-
content/ {uaeHTudukaTop ceprudukara}/stream

JUTsl IOJTy4Y€HUs TeNla cepTuuKaTa B OMHAPHOM MOTOKE.

6.4. [loryuenue crucka cepTU(PUKATOB MOAMUCUUKA

KHUC MoxeT NHOIy4YuTh CHHCOK CepTU(UKATOB IO TIOJIb30BATENIO IEpeaaB
CJIEIYIOIINH 3aIpOcC:

(3meck u nanee ccplika JedCcTBUTENbHA A1 TecToBOro KoHTypa IIIC, nisa qpyrux
KOHTYPOB HE00X0IMMO U3MEHUTH host azipec).

GET https://core-s-tp01.gk.rosatom.local:8443/crypto-
service/user/certificate?ownerEmail= {mouTtoBsIii aapec moap3oBaTENs |

17001

GET https://core-s-tp01.gk.rosatom.local:8443/crypto-service/user/certificate?upn=
{upn nonp30BaTeENA B a1}

B xauectBe otBeta I1J]C BepHeT:

"code": 0,
"data": [
{
"1d": 203, (uaentuduxaTop ceptudukara)
"externalld": "199",
"certHash": "kJ70xZTNs4gHNEAHSpEF6gu+W2/NwXKy2f0YcOYr+eA=",
"dateCreated": 1604301892271,
"certificateReceived": 1604301892235,
"status": "VALID", (mpu3Hak BanuaHbii win HeT, MokeT ObITh EXPIRED — ncrex
cpok aericteusi, DELETED — oto3Ban/anHynipoBaH)
"validUntil": 1643786692000,
"serialNumber": "612e7a0067acc7a04734e983928162d1f",
"canResendRequest": false,

n. n

"pinCode": "null",

"commonName": " "
"template": {
"id": 1,

"title": "[Ia6non YHOII o61ako mo ymomganuto",
"active": true,

"publishToLdap": true

s

"qualified": false, (IIpu3Hak kBaITUOUITUPOBAHHOCTH)
"userld": 184, (unentudukatop noas3oatens B [1/]C)
"cloud": true

b
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I,
"offset": 0,

"limit": 20,
"total": 1

}

7. Onucanue nporpaMmmMHoro uurepgeiica 1s padorsi ¢ CepBucom
3JIEKTPOHHOU MOANMUCH

7.1. OTnpaBka TOKyMEHTa

ITepBbIM 11aroM cuctema A0KHa 3arpy3uth 1okyMeHT B [1JIC, ucnonb3ys MeTo

POST https://core-s-tp01.gk.rosatom.local:8443/crypto-service/user/document

(3meck u nanee ccplika AedcTBATENbHA A1 TecToBOro KoHTypa IIIC, nisa nqpyrux
KOHTYPOB HE0OXOJUMO H3MEHUTh host agpec). 3ampoc BBINOMHIETCS, HUCHONB3Ys tls
ayTeHTUHUKALNIO, 0€3 TOKEHA MMOJIb30BaTEIIs.

[Tpumep JSON:

{

"base64Document": "teno nokymenTa B base64 unu hash cymma qokymenra",

"documentTitle": "HaumenoBanue qokymeHra',

"fileName": "ums ¢aiina.pacuupenue”,

"hash": false/true, mpu3Hak onpenensioMii, YT0 OyAET MOAMUCHIBATHCS, CaM
JOKYMEHT WJIA €T0 XA (PEKOMEHyeTCSI HCTIONB30BaTh XAIII TOIBKO I OOJIBIITNX
daiinoB — 6onee 10-tu merabaiir)

"messageForSigner": "TekcTt coobuenus noanucanty'"(0Oyner nepeaad npu
nepeaade BTOporo paktopa ayreHTU(DUKAITIN),

"qualified": false/true, (mpu3Hak, onpenensrOmniA, Kakoi THI cepTUPUKaTa
HE00XO0AMMO UCIOJIb30BATh JJISI JAHHOTO JOKYMEHTA KBaTU(UIIUPOBAHHBIN -true wiu
HekBanuuimpoBaHHbId — false)

"storageMode": "DELETE. WHEN SIGNED" (npu3Hak XxpaHeHUs JOKyMEHTa
DELETE WHEN SIGNED — o ymon4yaHuio — yaansetr KoHTeHT fokymenTa B [1JIC
nociie nojgHoro noanucanusa fokymenta, DO NOT SAVE — He coxpaHsieT KOHTEHT B
I[TJC, nokyMeHT noanuceiBaetcs u yaansaercs, SAVE — xpanuts 10 yaaneHus
JIOKYMEHT)

Buumanue!!! Xpanenne nokymentoB B I1JIC ocymecTtisiercst He 6omee 90 nueil ¢
MOMEHTa 3arpy3KH.

"signingMode": "REGULAR ASSIGNING" (3HaueHue 1o yMOJTYaHUIO, B 3TOM
CiIy4ae JTOKYMEHT VHAET cpasdy Ha MOAMUCAHKE MOIh30BATENIO0, TTOT YbUM TOKEHOM
3arpy’keH JOKYMEHT, U HE YIIEeT Ha MOAMNCAaHNE CIIUCKY TI0JIb30BacTEIICH,
nepelaHHoOMY B OJIOKe Ssigners),

"sourceld": " " (upentudukarop nokymenra B8 KUC/JIMC),

"signers": OJIOK AJIs yKa3aHUs MOIMUCAHTOB, B KAUYECTBE UICHTU(UKATOPOB MOKET
UCTIOJTb30BATHCS

[
{
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"orEmail": m41@mail.ru (mouyrta moms30BaTens)

5,

{

"orEmployeeld": "123456" (TaGenpHbIN HOMEP MOJIH30BATEIIA)

5,

"orUpn": sid43.p.m@gk.rosatom.local (UPN mons3oBarens B AD AO
«I"puHaTtom»)

}

]

}

B otBet (cuHXpOHHBIN) OyneT BO3BPAIIEHO COOOIICHHE CIIEAYONero ¢gopmMara,
OTHMCHIBAIOIIEE CYIIHOCTh 3aTPy’KEHHOTO JIOKYMEHTA:

{

"code": 0,

"data": {

"1d": 313 (uaeHTUUKATOP JOKYMEHTA),

"sourceld": "string",

n.n

"documentTitle": "string",

"messageForSigner": "string",

"status": "IN SIGNING" (NEW — B ciyuae, eciid TOKYMEHT 3arpy»K€H U HUKOMY
He Hanpasiyied Ha noanuchk U IN SIGNING ecnu 10KyMEHT 3arpy>KeH U cpazy
HamnpaBJieH Ha MoAnucanue Xots O0b1 oqHoMy noganucanty, PARTLY SIGNED —
JIOKYMEHT TOJIIMCAH XOTS ObI OJJHOW IMOITUCKHIO0, HO HE BCEMU HA3HAYCHHBIMU
MOJIb30BaTENSIMU),

"dateCreated": 1602255104409 (nata coznanus, UNIX time),

"fileName": "file.txt",

"storageMode": "DELETE. WHEN_SIGNED",

"signatures" (070K OMUCHIBAIOIINHN CYIIIHOCTh MOJAMKUCH): [

{

"1d": 407 (maeHTUDUKATOP TOJMKCH),

"dateCreated": 1602255104410 (nata coznanusi),

"errorCode": 0,

"externalld": "58fc420f-72ab-4ad9-93aa-1b3c1425d3b3",

"signingStatus": "IN_SIGNING" (craryc noanucanust st JaAHHOU MOAICH
IN_SIGNING — Ha nmoamucaHuy, MOIL30bHBATEIIO HYKHO BBECTH BTOPOH (hakTop,
SIGNED — noanucano JaHHOW MOAMHUCHIO),

"userSecondaryAuthType": "EMAIL" (Tun BTOporo ¢akropa ayTeHTU(HUKALIMH JJIS
JIAHHOM TOIMCH/ToNIb30oBaTes, B ciydae 3HadeHuss MY DSS KUC nve nomkHa
MOKAa3bIBaTh MOJH30BATEII0 OKHO JJI BBOJIAa MOATBEPKIAIOIIETO KOJIA, IPU OCTATbHBIX
3HAUYEHMSIX — BBIBOJI OKHA JUIsl BBOJIA KOJia TpeOyeTcs),

"certificate": (onucanue ceptudukara, KOTOPHIN OMPEACIICH JJIs TOAIUCH) {

"id": 113,

"externalld": "115",
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"certHash": "/VKIHVQMBWI9IMFDO/ejb7FyHMxofq92IFTCBbDaZbTk=",
"dateCreated": 1602250936594,

"certificateReceived": 1602250936586,

"status": "VALID",

"validUntil": 1641735736000,

"serialNumber": "57d7e1004facc5b44f6bcdda36602e06",
"canResendRequest": false,

n. n

"pinCode": "null",

"commonName": "string",

"template": {

"d": 1’

"title": "[Ia6non YHOII o61ako mo ymomganuto",
"active": true

h

"

ualified": false,

"user": {

"id": 42,

"email": "mipetrikov@mail.ru",
"firstName": "ITaBexn",
"middleName": "MuxaiizoBud",
"lastName": "Ky3neron12",
"occupancy": "Aamunuctparop"
s

"cloud": false

b

}
I,

"user" (aBTOp MOKYMEHTa, MOKET HE COBIIAJIaTh C MOMHUCAHTOM): {
"1d": 42,

"email": "mipetrikov@mail.ru",

"firstName": "ITaBexn",

"middleName": "MuxaiizoBud",

"lastName": "Ky3nenon12",

"occupancy": "Aamunuctparop"

h
b
}

BTopeim marom HE00X0UMO BBITIOTHUTH TIOAMMUCAHNUE, UCTIONH3YSI METO,T

PATCH https://core-s-tp01.gk.rosatom.local:8443/crypto-
service/user/document/sign/{id}

I'ne id = id noxymenrta monydennomy ot IIJIC Ha mepBoM miare B CHHXPOHHOM

OTBCTC.
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BAXHO: nannsiii 3anpoc qomkeH ObITh BeimoiaHeH ¢ JWT unmun SAML tokeHOM
MOJMNKMCaHTa, YKa3aHHOTO B OJIOKe signers Ha 1-M miare.

ITocne oTnpaBkM yKa3aHHOTO 3arpoca HEOOXOAMMO OTOOpa3uTh Ha DKpaHe
noanucanta B KUC/JINC okno ans BBojga OTP koxa st moATBEPIKASHUS TTOATTUCAHUS
BTOPHIM  (hakKTOpOM  ayTeHTU(HUKAIMKM, BO BCEX CIydasX, KpOME ClIy4yaeB
"userSecondaryAuthType": "MY DSS".

Nudopmaruto, BBEASHHYIO MOJIH30BaTENIEM, HEOOXO0IUMO TIepeaaTh B CIEIYIONIEM
3amnpoce:

PATCH https://core-s-tp01.gk.rosatom.loca:8443/crypto-
service/user/document/submit/{id}/by-pop-code/ {OTPCODE}

I'me id = id moxymenta momyderHomy oT [IJIC wa 1-m mare, a OTPCODE —
uHopMallus, BBEJCHHAs MMOJIb30BaTeNeM B OkHO i BBoga OTP

Ha anpec, ykazannsiii KUC/JIMC, yka3annbiii B kauectBe callback cepBuca ms
NOJIYYeHHUS] JaHHBIX O MOJNUCAHUU JOKYMEHTA, MPHUIET COOOIIEHHWE OMUCHIBAIOLIEE
CYIIHOCTh 3arpy>K€HHOT0 JOKYMEHTa, COBMAJAIOIIee C CUHXPOHHBIM OTBETOM IOCIE
3arpy3ku JokyMeHTa u cratycoM noanucu SIGNED.

7.2. IlonydyeHue MOAMMCAHHOIO JOKYMEHTA

[TorydeHne NOAMUCH BO3MOYKHO € MCIOJb30BaHUEM CIICAYIOIINX 3aIPOCOB:

(mms momydeHuss B Buae mnoroka s ckaumBaHus) GET  https://core-s-
tp01.gk.rosatom.loca:8443/crypto-service/user/signature-content/ {id } /stream

(mns mosmyuenust B base64) GET https://core-s-tp01.gk.rosatom.loca:8443/crypto-
service/user/signature-content/{id }

['ne id=id moanucu nmomydennoe Ha callback cepBuc mis momyueHus: JaHHBIX O
nojanucanuy Ha mare 10.1.

[Toanucs MOKHO TMONTyYaTh Kak cpa3y MOCie MOANUCAHUS OJHUM MOAMHUCAHTOM,
TaK ¥, NPU HEOOXOTUMOCTH, 3alpOCUTh CpPa3y HECKOJBKO MOJMHUCEN IMOCie MOJTHOTO
HOJIMCAHUS TOKYMEHTA.

VYKazaHHbIE METOJIbI IPUMEHHUMBI JUIS TOJIYYEeHUs KaK MPUCOEAMHEHHBIX, TaK U
OTCOEIUHEHHBIX MOoAMNKCcel. B ciydae nmprcoeMHEeHHbIX TOANICEN BO3BpamaeTcs (aii
HOJIMCAHHOTO JJOKYMEHTA.

7.3. OTnpaBKa MmakeTa JOKYMEHTOB

[lepBbIM 11arom cuctema J0JbkHa 3arpy3uth JoKyMeHT B I1JIC, ucnonb3ys meTon

POST https://core-s-tp01.gk.rosatom.local:8443/crypto-service/user/package

(3meck u nanee ccpuika AedcTBATENbHA A1 TecToBOro KouTypa I1IC, nisa nqpyrux
KOHTYPOB HE00X0IMMO M3MEHUTH host agpec). 3anpoc MOKET BBIOIHATCS, UCTIOIb3YS
tls ayrenTudukanuio, 6€3 TOKeHa M0JIb30BaTENs. )

ITpumep JSON:

{

"documents": [

{

"base64Document": "Teno nokymeHnTa B base64",
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"documentTitle": "lokymenT] txt",

"fileName": "New Text Document.txt",

"hash": true, (mpu3Hak, 4TO HEOOXOIUMO MOAMUCATH X3 CYMMY — true Uiu caM
JTOoKyMeHT — false)

"sourceld": "735431231" unentudukaTop JOKYMEHTa BO BHEIITHEH CUCTEME

s
{

"base64Document": " ,
"documentTitle": "JlokymeHnT2 txt",
"fileName": "document2.txt",

"hash": false,

"sourceld": "6650190547"

}
]

"

)
messageForSigner": "[loanumure muz!",

"packageTitle": "21oka txt",

"qualified": false,

"signers" (070K onpeaesouMi NOAMUCAHTOB MAKeTa, aHAJIOTUYEH 110 3aN0JIHEHUIO
noanucanuto JlokymeHnra, paszuen 9): [

"OI‘Upn": " "

}

1,
"sourceld": "78751075332"

b

B otger [1/IC BepHET B CHHXPOHHOM OTBETE COOOIIEHHE Clieytoniero popmara:

"code": 0,

"data": {

"id": 117, (upenTHdUKATOP MAKETA)

"sourceld": "78751075332",

"dateCreated": 1605260409074,

"status": "NEW",

"packageTitle": "2moka txt",

"messageForSigner": "[loanummTe mau3!",

"storageMode": "DELETE. WHEN SIGNED", (anamoruuno pazuemny 9)

"user": {
"id": 2
"title": null
}s

"documents": [

{
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"1d": 1597, (unenTuduKaTOp JOKyMEHTA)

"sourceld": "735431231",

"documentHash": "KMuKV7weE9+njhwPrpES+VA7y8F8nGdZEQE6WvIOM+Lo=",
(B cimyuae, ecnu hsch=true B 3ampoce)

"documentTitle": "JlokymenTl txt",

"status": "NEW",

"dateCreated": 1605260409078,

"fileName": "New Text Document.txt"

I3
{

"1d": 1596, (unenTudUKaTOp JOKYMEHTA)

"sourceld": "6650190547",

"documentHash": "KMuKV7weE9+njhwPrpES+VA7y8F8nGdZEQE6WvIM+Lo=",
"documentTitle": "JlokymeHT2 txt",

"status": "NEW",

"dateCreated": 1605260409075,

"fileName": "K1MMOB, TPYIIMHA U JIAMIIKH. tXt"

}
]
b
;

BTopbIM 1m1arom He0OX0IMMO BBITIOJIHUTE TIOIITUCAHKE, UCIIONB3YS METO]]
PATCH https://core-s-tp01.gk.rosatom.local:8443/crypto-
service/user/package/sign/{id}

['ne id = id makera nonydennomy ot [1JIC Ha mepBoM miare B CHHXPOHHOM OTBETE.

BAXHO: nannsiii 3anpoc nomkeH ObITh BeioHEH ¢ JWT uiun SAML TokeHoM
MOJAMNKMCAHTa, YKa3aHHOTO B OJIOKe signers Ha 1-M mare.

ITocne oTnpaBkM yKa3aHHOTO 3arpoca HEOOXOAMMO OTOOpa3uTh Ha DKpaHe
noanucanta B KUC/JINC okno mns BBoja OTP kxoxa st moaTBEpIKASHUS TTOATTHUCAHUS
BTOPHIM  (hakKTOpOM  ayTeHTU(HUKAIMKM, BO BCEX CIydasX, KpOME ClIy4yaeB
"userSecondaryAuthType": "MY DSS".

Nudopmaruto, BBEACHHYIO MOJIH30BaTENIEM, HEOOX0IUMO NIepeaaTh B CIEIYIONIEM
3amnpoce:

PATCH https://core-s-tp01.gk.rosatom.loca:8443/crypto-
service/user/package/submit/{id}/by-pop-code/ {OTPCODE}

I'me id = id makera momyyennomy ot IIJIC nwa 1-m mare, a OTPCODE —
uH(pOopMaIus, BBeICHHAS MMOJIh30BaTeIeM B OKHO /1715t BBoja OTP

Ha anpec, ykazannsiii KUC/JIMC, yka3annbiii B kauectBe callback cepBuca ms
MOJy4YeHUs JaHHbIX O moanucanuu gokymenta, U KAXKIOI'O JOKYMEHTA
[TAKETA npuaer cooOlieHre ONMUCHIBAIOIIEE CYIIHOCTh 3arpy’EHHOTO JIOKYMEHTa,

COBIIagarOmMec C CHHXPOHHBIM OTBETOM ITOCJIC 3arpy3KH JOKYMCHTA U CTAaTyCOM IIOAIIHMCH
SIGNED.
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7.4. Ilony4yeHne NOAMMCAHHOTO MTAKETa TOKYMEHTOB

JUis modaydeHusT NOANKCH M0 KaXKIAOMY JOKYMEHTY IIakeTa HeoOX0IUMO
BBITNIOJIHUTD JEHCTBUS aHAJIOTUYHBIE TIOJYYEHHUIO OANUCH 110 JOKYMEHTY, pa3zaein 9.2

VYcranoBka cepTudukara

3ammgppoBaHue JOKYMEHTa

PacummdpoBanue nokymeHra

7.5. CHsTHE X31I-CYMMBI C 3JIEKTPOHHOI'O IOKYMEHTa
Cusitre xam-cyMmMbl jokyMenTa 1octynmao KMC npu BeI30Be MeTo1a
POST https://core-s-tp01.gk.rosatom.local:8443/crypto-
service/user/document/hash
B tene 3anpoca neo6xoaumo nepenatb JSON crnenytomero popmara:
{
"base64Document": "string" (Teno 1okyMeHTa B KOoJaupoBke Base64),

"1s512BytesHash": true (3nauenue ['OCT anroputma aJisi CHATHS X3II-CyMMBI false
-T'OCT P 34.10-2012, 256, true - TOCT P 34.10-2012, 512)

}

B cunxponnom otete [1IC BepHEeT 3HaueHUE X3II-CyMMbI B CIEAYIOIIEM
dbopmare:
{
"code": 0,
"data":
"ASLh5JFuyd66YKGzxeUE1Jghve/SMypOY TkEI9nD54dwDd6CgFGtpsNxDY HFsv/
vw94zMTMSEAPMIJ3BKEzZAISQ==" (3HaueHue X311I-CyMMbl)

b

8. Onucanue nporpammuoro unrepgeiica 1s padorsi ¢ CepBucom
pajuaauuu I u ceprudpukaron

8.1. IIpoBepka D11, HaOKEHHBIX HA AIEKTPOHHBINA JTOKYMEHT

[Iposepka noanucu poctynua KHMC npu BeI3oBe MeToaa

POST https://core-s-tp01.gk.rosatom.local:8443/crypto-
service/user/signature/validate

B tene 3anpoca neo6xoaumo nepenatb JSON crnenytomero popmara:

{

"documentContent": "string" (Teno qokyMeHTa B KoaupoBke Base64 nmu xa1i-
cymMMma),

"hash": false, (true — ecu mepegana x311 cymma)

"signature": "string" (Teno moanucu B KoaupoBke Base64, He 3anmonHseTes s
signatureType = {XMLDSig, PDF, MS OFFICE}, T.x. saBisieTcs JJ1s1 JaHHBIX THUIIOB
BCer/a NPUCOEANHEHHOM U BXOAUT B COCTAB JOKYMEHTA),

"signatureType": "CAdES" (Bo3mosxnbie 3HaueHuss XMLDSig, GOST3410,
CAdES, PDF, MSOffice, CMS)

}
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B otBeTt Ha 3anpoc KMC nomyyuT CHHXpOHHBIN OTBET CleAyIomero ¢goopmara:

{

"code": 0,

"data": [

{

"message": string (cooOIeHrne 0 MPOBEPKE),

"result": true (pe3yabTaT MPOBEPKHU true — COOTBETCTBYET NOKYMEHTY, false — He
COOTBETCTBYET),

"signerCertificate": "string" (Teno ceprudukara B kogupoBke Base64 ¢ koTopbim
OblIa HAJIOKEHA TOJIITUCH),

"signerCertificateInfo": (nannbie o ceprudukare) {

"subjectName": "CN=, SN=, C=RU, S=77 r Mocksa, L=r Mockaa,
STREET=/"ynuna Opasiaka b., 1.24/", O=/" AkuimonepHoe 00I111eCTBO
/""TPUHATOM/"/"/", OU=, T=, OI'PH=, UHH=, E=",

"issuerName"(nanHbIe yocTroBepstoniero nenrpa): "CN=, O=/"AO
/"/"T'punatom/"/"/", OU=TestCA, STREET=/"1-i1 Haratunckwuii npoesn, a. 10, ctp. 1/",
L=MockBa, S=77 r. MockBa, C=RU, UHH=, O’ PH=",

"notBefore": 1601470752000 (nata BblTycka cepTudukara),

"notAfter": 1640869752000 (naTa okOHUYaHUSI CpOKa AEUCTBUS cepTUdHUKaTa) ,

"serialNumber": "1452A70046 ACADI9F46C5D4718A59321C" (momep
ceptudukara),

"thumbprint": "09BDF308C0171A4A196559A0C10078216EE1B674" (oTneuaTok
ceptudukara)

s

"signaturelnfo": {

"signingTime": 1601645740000 (Bpemst moAmucaHusl),

"caDEsType": (T nmoamnucu)

}
b
]
h

9. Onucanue nporpaMMHoro uurepdeiica aist padorsl ¢ CepBucom
AKTyaJIbHOT'0 CTaTyca cepTH(PUKATOB

9.1. Ilonyyenue mramna cratyca cepTuQuKaTa

[IpoBepka craTyca cepTudukara JOCTyIHA IO CCHUIKE

http://ssca.rosatom.ru/OCSPN/ocsp.srf IS HEKBaJTM(ULIUPOBAHHBIX
cepTu(dUKATOB.

http://ssca.rosatom.ru/OCSPQ/ocsp.srf 17151 kBanuUIMPOBaHHBIX CEPTUPUKATOB.

s npoepku ucnosbzyercss mnpotrokon OCSP. Onucanue npoTokona
https://tools.ietf.org/html/rfc6960
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10. Onucanue nmporpaMMHOro uurepgeiica 1jsi padorsl ¢ CepBHCOM METOK
BpeMeHH

10.1. ITony4yenue mramna BpeMEHH

HanosxeHue mrammna TOUHOTO BPEMEHHU JOCTYITHO MO CChLIKaM

http://ssca.rosatom.ru/TSPQ/tsp.srf

http://ssca.rosatom.ru/TSPN/tsp.srf

CchUIKY BBEAYT HA UJIEHTUYHBIE CEPBUCHI, UCIIOJIH30BATh MOXKHO JIFOOYIO U3 ABYX

CCBIJIOK.

Jlist mpoBepku uctosb3yercs npotokos TSP. Onucanue npoTokosa
https://tools.ietf.org/html/rfc3161
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IIpunoxkenue Nel. 3asiBjieHue HA UHTerpanuoHHy0 noaaepxky IJIC

3asiBieHrE Ha MHTETpalnoHHYI0 moanepxky [1J1C
(Vcnyra CLB.32)
HOAKJIIOYEHUE/OTKIIFOYEHUE « » 202 T.

(HY>KHO€ MMOTYEPKHYTBH)

HAaUMEHOBAHUE OPTaHMU3AI1H, BKJIIOYas OpraHU3al[MOHHO-TIPABOBYIO (popMy
B JIMLIE

JOJDKHOCTD

dbamMunus, UMsi, OTYECTBO
JEHCTBYIOIIETO Ha OCHOBAHUH
VYcraB/moBepeHHOCTh/ IPUKa3

B paMKax OKa3aHHUsA YCIyr, COCTaBISIOUINX JHIEH3UPYEMYIO [EATEIbHOCTh, B
OTHOIICHUU IMHU(POBANBHBIX (KpUNTOTpadUUYECKNX) CPEACTB 3alpalluBaeT yCIayry IO
uHTerpanuonHoi noanepxkke «llnardopmsr goBepennsix cepBucony (manee — I[11C),
CepBUCHI, obecmeunBarone (QYHKIMOHAT YCWICHHOW JJIGKTPOHHON  TMOJMUCH
KopnoparusHoii nuHbOpMaimoOHHON CUCTEMBbI

HanmMeHnoBaHnue KopropaTuBHOM HHPOPMALIMOHHON CUCTEMBI

I[aHHBIC I10 ITIOAKIIOYCHHIO!

Oran noAKIYEHUs TecroBoe mnoOAKIIOYEHHE KOHTYp pPa3paboOTKu | +
DEV

TectroBoe IMOAKIIOYCHHUEC KOHTYP TCCTUPOBAHUA

TectoBoe moakmoueHue [pennpon Inside

HpOMbIIHJIeHHOC IIOAKIIFOYCHHUC

Kontyp noakintoyenus ECHK BII; +

[Tpsamoe noakmouenue (KCIT/I)

[Ipsamoe noakmouenue (Mutepuer)

Tun ayrenTuuKanmm: Jnsa KUC/JIUC, nonkmtouennbix uepes ECUK | +
BITI:

SLD xon:

Hns  KUC/JIMC, noakiIro4YeHHBIX HANpPsIMYO:
ceptudukar gt TLS-ayrenTudukanuu;

UPN CHUCTEMHOTO @gk.rosatom.local
10JIb30BATEII, (@inter.interatom.local
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(3amoyiHAETCS B Cllydae
noakmodenuss k- I1JC
HaIPSMYIO)

URL cepBuca callback
(3amonHsieTcsT B ciyvae
noakmodeHuss k- I1JC

HaIPSMYIO)
Bximrouen 1m pexum | [a +
callback; HeT

(3amoyiHAECTCS B Cllydae
nogkmouenus k  IIJIC
HaIpsIMY1O)

Cenenusi o koHtakTHOM | ®MO, Email, Tenepon — He MeHee ABYX JHIL
auue, oTBedaromeMm 3a | orBercTBeHHbIX 32 C unTerpuposannyto ¢ I[1/1C.

unrerpamuio ¢ IIJIC u | Haspanwe yemyru pa6oueii rpymms: 8 CYUT.
TEXHUYECKYIO MOJIEPKKY

KUC/JIMC

N npenocTaBUTh JOCTYI K CEPBUCAM:

Hassanue Tun noanucu: HeoOxonuMocTh
No | AOBEPEHHOTO CEPBUCA | kpamduuuposannas(yYKDII) MOJKJTIOYCHUS
/mexBanmudunupoBanHas (Y HOII) (OTMCTHEB
raJIOuKOM )

6. | CepBuc ynpasnenusi | YKOII

ceptuduKkaTamMu u YHOII

KIIF0YaMu He Tpebyercs
7. | CepBuc anektponHoit | YKOII
MOANUCH YHOII
He tpeGyetcs
8. | CepBuc Basnaauu YKOIII
ANEKTPOHHON YHOII
HIOAIINCH 1| He tpebyeTcs
cepTu(duKaToB
9. | CepBuc Metok | YKOII
BpEMEHU VHDII
He Tpebyercs
10. YKO3II

YHOII
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CepBuC aKTyajabHOTO
craryca
cepTU(UKATOB

He tpeGyetcs

JlaHHBIE 110 COUCAHUIO TPY103aTpaT:

Crincanue 3aTpar Ha
(ITognepxka
MHTETPAIIHOHHBIX
IIPOIIECCOB)

bromxer/kon ycayru

CnucaHue 3aTpaT Ha
(OyHKUIMOHATIBHAA
MO//IEPAKKA)

bromxet/kon ycnyru

VY10JIHOMOUYEHHOE JOJDKHOCTHOC JIHNIIO

(IOMKHOCTB)

(moanuce)

(DUO)
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IIpunoxenune Ne2. Anpeca noakarwodenusi K IIJ1C

Anpeca nogkirouenus k [T1C

TectoBblil KOHTYp 11 pa3zpaboTunKoB (30Ha pazpadbotku DEV):
https://core-s-tp01.gk.rosatom.local:8443

TecToBBII KOHTYD JIJIsl TECTUPOBAHMS (30HA TECTUPOBAHUSA):
https://core-s-dpds01.gk.rosatom.local:8443

TecrtoBblil KOHTYp TIpeanpo1: https://core-s-tpds.gk.rosatom.local:8443
[Mpoxykrusnsiit kKoHTYp INSIDE: https://core-s-pdsb.gk.rosatom.local:8443
[TpoaykTuBHbIt KOHTYp DMZ: https://core-s-pdsp.gk.rosatom.local:8443
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IIpunoxenune Ne3. [Ipumep perucrpanus o0palieHus1 Ha opTaJie

[} A Hezawpueno | support.rosatom.ru/sm/index.do

e @ EOCAO | Broa o

pTan caMoo6CAyXHBaHUA @

« Quepegs To Do: AsToo6paLyekuA ! Cozpars Ofpauenne B |
@HHBle OBBeKTHI K HHGONaHENK JlononkuTenbHo v
e e R AR D U VL e R | Lo AP I GHMMM SN IV [ ]
npaenexe MHLmugeHTzMM NPHKDENKTb 33n0Ke
OPTaHHSUNR: [ 330_rpmwarom | PICNONOKERHE: [ wox_wn (3a0_rpuarom) [~]

npaenexue (TaHgapTHuIMH 23NPOCAMK

(pounocTs: #{| CTaHAapTHaA

npaeneHme KondHrypalnam

npaEnexme VzmeserrAmI

npaenexHne PernameHTHeIMK paGoTamu Nokek no K"lﬂ‘ﬂﬂﬂﬂyﬂﬂ | DHCK

OFNACOBAKMA Knaccngmkauna sanpoca

HEcHaHEREE Mo kanposbim Bonpocam (3akaz cnpasky ¢ mecta pabotsy, 2 HAOM u 1.4.) w no sonpocam pacuera u Hauncnenns 3apaboTroi

NAATHI, 3 TAKXE NPoXoXeHHs exerofgnoi ouenku & HC Pexopg (Etweb) neobxogumo ebpamarteea Ha agpec

ES hrhelp@greenatom.iu, Tenedou: 8-800-755-0990
HACTPOAKH
N Hanpaenenue: ﬁl KODNODSTHEHBIE HHGODMBLIMOHHbIE (i |v ‘

e ofipaweHne

HMHthOpMauMokKaR CHCTeMa: ﬁ| WACYT (SAP HCMY | ~ ‘ Kpatkoe onHcakne:
egpTo Do
K MHUERTA Tewa oSpaliehis: +f panpoc vz imexene [~] |
K OBPALLERMA Omcame

#

Wma paiina Pasmep(.. Kems

HeT snoxenni

Puc. 2 — peructpanus obpaieHus
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Ipunoxenue Ne4, Cocras nmoJieid mojib30Baresieid, OpraHu3auuil u
cepruukaros ieKTpoHHOM noanucu IJ1C

O6s13aTenbHble noust 11t cozaanus noab3oBatens [1J1C ans Beimycka YHOII

Ne Ilome

Ddamumnus

Nms

OtuecTBO

GID Opranuzanuu

SHCKTPOHHa}I IrourTa

TabenpHBIN HOMED

UPN

TenedonHbllt HOMEp MOANMCUNKA

O6s3aTenpublie oyt Oprann3anun-3akazunka B [1/IC s Beimycka YHOIT

Ne Ilome

1. HanmenoBanue opranmsanuu

HazBanue yJaunbl, HOMEPp A0OMaA

HanmMmeHoBaHue HaCEIEHHOTO ITYHKTA

HaumenoBanue odnactu

NHH opranuszamnuu

OPI" opranu3zanuu

GID Opranuzanuu

dopmat HekBAIM(PUIIMPOBAHHOTO cepTU(DUKATA KITF0UA POBEPKH IJIEKTPOHHOM

TIO/IMHACH
Hassanme |  Onmcanme | Copepxanue
bazoBrsie nons ceprudrikara
Version Bepcus V3
Serial Number  |CepuiiHblii HOMep |YHUKaJIbHBIN CEpUIHBIN HOMED cepTuduKara
Signature Anroputm ['OCT P 34.11/34.10-2012
Algorithm MMOIIIUCHU
Issuer N3narens CN = Pocarom
ceptudukara O = AO "I'punarom"
OU =O0OK3

STREET = yn. bonbmas Opasiaka 1. 24
L =r. MockBa

S =77 MockBa

C=RU

MHH = 007706729736

OI'PH = 1097746819720
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Validity Period

Cpok neiicTBus
ceptudukara

JewictButeneH ¢ (notBefore): na.Mm.rrrT 9a:Mm:cc
GMT
JletictButeneH no(notAfter): 1a.MM.ITTT 94:MM:CC
GMT

Subject

Bnanenen
ceptudukara

CN = ®10O

O = HaMMEHOBAaHUE OpraHU3aLNN
STREET = HazBaHue yaulibl, HOMEp JIoMa
L = HauMeHOBaHME HACEJIEHHOI0 MyHKTa
S = HanmMeHoBaHME 00JaCTU

NHH = MHH opranuzamnuu

OI'PH = OI'PH opranuzauuu

C=RU

SN = damuaus

GN = NUms OtuecTBO

T = JIomKHOCTH

OU = noapa3neneHre opraHu3aly Win
HAaNMMEHOBAHUE BHEIIHEN OPraHU3alun

E = Anpec 3neKTpOHHOM ITOYTHI
HectpykrypupoBanHoe numsi = TaOeabHbIN HOMED

Public Key

OTKpBITHIN KITFOY

YHUKaJIbHBIN KJIFOY ITPOBEPKU AJIEKTPOHHOM ITOAIMUCH
(JITOPUTM TIOATIUCH)

Issuer Signature |Anroputm ['OCT P 34.11/34.10-2012
Algorithm MMOAIKCHU U3aTens
ceptudukara
Issuer Sign OIl uznarens [Toanuce n3garens B COOTBETCTBUU C
ceprudukrara I'OCT P 34.11/34.10-2012

Pacmiupenus ceptudukara

Private Key Cpok neiictBus  |JleiictBureneH ¢ (notBefore): 11.MM.ITIT 44:MM:CC
Validity Period  |3akpbiToro kirova, GMT
cootBeTcTBYyMOMIET |[leficTBuTenen mo(notAfter): 1. MM.ITIT 94:MM:CC
o ceprudpukary |GMT
Key Usage Ucnons3oBanne |HeoTpekaeMoOCTh - HEBO3MOXKHOCTh OCYILIECTBIICHUS
KJIKOYa OTKa3a OT COBEPIIEHHBIX ICUCTBUN;
[Mudposas noanuce, Hupposanue kirouei,
[IudpoBanne naHHbIX
Extended Key VY nydieHsli MoryT ObITh BHECEHBI JIOTIOJHUTEIbHBIE 00J1aCTH
Usage KITIOY UCII0JIb30BaHUS
Subject Key Nnentuduxatop |Mnentudukrarop 3aKpeITOro KIIFOYA BIIAJETbIIA
Idendifier KJII0Ya Biajenbla (cepTudukara
ceptudukara
Authority Key  |Unentudukarop |MneHtudukarop 3aKpbITOrO Kitoua
Identifier KJII04a u3zarens |YIOJTHOMOYEHHOIO JIMIA yI0CTOBEPSIOUIEro IEHTPA,

ceptudukara

Ha KOTOPOM MOJINKCAH JAHHBIN cepTuduxat
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CRL Distribution |Touka Habop anpecoB Touek pacnpoCTpaHEHUs CIIHCKOB
Point pacpoCTpaHEHUsI |0TO3BAaHHBIX CEPTH(PUKATOB CICAYIONMIECTO BUA:
CIIUCKa
OTO3BaHHBIX
cepTu(UKaToOB
certificatePolicies ([Tomutuku O6o03Hauenue kiacca cpeacts DI Bnagensiia
ceptudukara KBaJIM(OUIIMPOBAHHOTO cepTudukara
subjectSignTool HanmenoBaHKe UCIIOJIB3YEMOTO BJIA/ICNIbIIEM
KBaJIM(DUIIMPOBAHHOTO cepTudukara cpencrra D1
IssuerSignTool [Tonroe HanmenoBanme cpeactra 11, koTropoe ObLTO

UCIOJIb30BaHO Ui co3anus kmoya O, kimoua
npoBepku D1 u kBanupuIMpoBaHHOTO cepTU(PHUKATA.

KoHKpeTHbIH nIepeueHb UCI0Ib3YEMBIX PacIIUPEHUN
yYCTaHaBJIMBAETCS YAOCTOBEPSIONIMM LIEHTPOM

B ceptuduxkar xkirroua moanucu MOryT OBIThH

100aBJICHBI TOTIOJTHUTEILHBIE TIOJIS U PACIIIUPEHUS
cormacuo RFC 3280 u RFC 5280

OO0s13aTenpHBIE TOJIS U1 CO3/IaHMS TTOJIb30BaTels s Boimycka Y KOII

Ne ITone

1. damMuIus
Hwmsa
OtyecTBO

HaumenoBanue opranuzanus

DNEeKTPOHHAS MOYTa

TabenbHbBIN HOMED

UPN

TenedhoHHbI HOMEP OANMUCYUKA

MNHH noanucunka

CHWJIC noamucunka

Cepus nacropra

Howmep nmacnopra

HanmeHoBaHue noapasaACIICHUs BbIJABIICTO ITACIIOPT

Ko nmoapasznenenus BbIIaBIIETO MACIOPT

I[aTa BbIA49H I1ACIIOPTaA

Iox

Jlata poxaenus

Oos13aTenpuble nonst Oprann3zanun-3akazyuka B [1JIC nns Beimycka YKOII

|N9

\ ITose
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HanmeHoBaHue OpraHu3anunmn

Hazpanue yJaunabl, HOMECp A0Ma

HaumenoBaHue HaceIeHHOTO ITYHKTAa

HaunmenoBanue obdnactu

NHH opranunszannu

OPI" opranuszanuu

GID Opranuzanuu

dopMat KBATUPUIIUPOBAHHOTO cepTUdUKaTa KIH0Ya IPOBEPKH IJIEKTPOHHOU

TIO/ITHACH
Hassanme |  Onmcanmme | Conepxanue
bazossie nons ceprudukara
Version Bepcus V3
Serial Number  |CepuiiHblii HOMep |YHUKAJIbHBIN CEpUITHBIN HOMED cepTuduKara
Signature AJroputm ['OCT P 34.11/34.10-2012
Algorithm MOJNKCH
Issuer N3patens 1) commonName (o0miee nms).
ceprudukara 2) countryName (HaMMEHOBAHUE CTPaHBI).
3) stateOrProvinceName (HauMeHOBaHHE IITaTa WM
obsractn).
4) localityName (HaumMeHOBaHKME HACEJIEHHOTO
MyHKTA).
5) streetAddress (Ha3BaHUE yJIHIIBI, HOMEP J0Ma).
6) organizationName (HaMMEHOBaHUE OPTaHU3ALINH ).
7) organizationUnitName (roapa3zaeneHue
OpraHM3allkn).
&) title (HOMKHOCTB).
9) OGRN (OI'PH).
10) INN (MHH).
Validity Period  |Cpox nefictBus  |[lefictBurenen ¢ (notBefore): na.Mm.ITIT 94:MM:CC
ceptudukara GMT
HetictBuTesneH no(notAfter): 1. MM.ITIT Y4:MM:CC
GMT
Subject Bnanenen 1) commonName (o611ee ums).
ceptudukara 2) surname (haMumus).

3) givenName (mpruoOpeTeHHOE UM ).

4) countryName (HaMMEHOBaHUE CTPAHBI).

5) stateOrProvinceName (HauMeHOBaHHE IITATA WA
obiacTn).

6) localityName (HanmMeHOBaHNE HACEICHHOTO
IYHKTA).

7) streetAddress (Ha3BaHUE YJIMIIBI, HOMED J0Ma).
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8) organizationName (HaMMEHOBaHWE OPTaHU3AIINH ).
9) organizationUnitName (moapasneneHue
OpraHU3aLNH).

10) title (mOMKHOCTB).

11) E = snekTpoHHas noura

12) UnsructuredName (UN)

13) OGRN (OI'PH).

14) SNILS (CHUJIC).

15) INN (MHH).

Public Key

OTKpBITHIN KITFOY

YHUKaIbHBIN KJIFOY ITPOBEPKU AJIEKTPOHHOM ITOAMUCH
(aJIrOpUTM TOATIUCH)

Issuer Signature |AnropuTtm ['OCT P 34.11/34.10-2012
Algorithm MMOAIKCHU U3aTeNs
ceptudukara
Issuer Sign OIl uznarens [Toanuce n3garens B COOTBETCTBUU C
ceptudukara I'OCT P 34.11/34.10-2012

Pacmiupenus ceptudukara

Private Key Cpok neiictBus  |[leiictBureneH ¢ (notBefore): 11.MM.ITIT 44:MM:CC
Validity Period |3akpsiToro xitoua,|(GMT
cooTBeTcTBYyIOMIET |[leficTButenen mo(notAfter): 1. MM.ITIT 94:MM:CC
o ceprupukary |GMT
Key Usage Ucnons3oBanne |HeoTpekaeMoOCTh - HEBO3MOXKHOCTh OCYILIECTBIICHUS
KJIFOYa OTKa3a OT COBEPIIEHHBIX ICUCTBUN;
[Hudporas noanucek, [llndppoBanue kirouen,
[IudpoBanne naHHbIX
Extended Key VY nydieHsli MoryT ObITh BHECEHBI JIOTIOJHUTEIbHBIE 00JIaCTH
Usage KITIOY UCIIOJIb30BAHUS
Subject Key Unentuduxatop |Mnentudukrarop 3aKpeITOrO KIIFOYA BIIAEbIIA
Idendifier KJTII0Ya Biajenblia (cepTudukara
ceptudukara
Authority Key  |Unentudukarop |MneHtudukarop 3aKpbITOro Kitoua
Identifier KJIfo4a u3zarens | YMmoJIHOMOYEHHOTO JIMIA YAOCTOBEPSIOIIETO LIEHTPa,
ceprudukara Ha KOTOPOM MOJINKCAH JAHHBIN cepTuduxat
CRL Distribution [Touka HaGop aapecoB Touek pacnpocTpaHeHHs CIIUCKOB
Point pacnpoCTpaHEHUsl |0TO3BaHHBIX CEPTU(PHUKATOB CIEAYIOIIETO BUAA:
CIIMCKa
OTO3BaHHBIX
cepTu(UKaToB
certificatePolicies |[TomuTtukn O6o3nauenne knacca cpenacts Il Bmamensiia
ceptudukara KBaJIM()UIMPOBAHHOTO cepTu(urKara
subjectSignTool HanmeHnoBaHKe UCTIOJIB3YEMOTO BJIA/ICNIbIIEM

KBAIM(PUIIMPOBAHHOTO cepTudukata cpencraa I11
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IssuerSignTool

[TonHoe HanMeHoBaHue cpeactsa JIl, koTopoe ObLI0
UCIIOJIb30BaHO s co3aanus kimtoda D11, kimroua
npoBepku D1 u kBanupuIMpoBaHHOTO cepTU(PHUKATA.

KoHKpeTHbIH nIepeueHb UCII0Nb3YEMBIX PacIIUPEHUN
YCTaHaBJIMBAETCS YAOCTOBEPSIONIMM LIEHTPOM

B cepruduxar kiroua noanucu MOoryT ObITh

100aBJICHBI TOTIOJTHATEILHBIE TIOJIS U PACIIIUPEHUS
cormacuo RFC 3280 u RFC 5280
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Ipunoxenue NeS. Texnuueckue ycJ0BUSA sl MOAKIIOYEHUS K IIAHE
ECHUK BI1

Oo1ee onucanue

UnTepdeiic B3aUMO/ICHCTBUS uHGOPMAIIMOHHON CUCTEMBI U
unterpanonHol muHsl ECUK BIl nomken ObITh peann3oBaH MPH MOMOIIU
TexHonoruu MexcucteMHoro B3aumoneiictBusi REST API ¢ ucnons3oBanuem
dopmara JSON, s wHGOPMAINMOHHBIX CHUCTEM, KOTOPBIE HE TMOJICPKUBAIOT
texHosnoruto REST API, nns B3aumoaeiicTBUsI MOXKET ObITh UCITOJIB30BaH IMTPOTOKOT
SOAP. B »53TOoM cioydyae HHTETPAlMOHHBIE CEPBUCHI, PpEAIU3YEMBIE B
MH(OPMAIMOHHBIX CUCTEMAX, TOJKHBI OBITh CO3/IaHbl HA OCHOBE MHTETPAIIMOHHOTO
untepdeiica ECUK BII, ns 5Toro He00X0AuMO MOJIyYUTh TEXHUUECKOE OIMMCAHNE
unrepdeiica B popmare WSDL.

s ayrentudukanuu B ECUK BII Ha ypoBhe Tpancnopta HTTP pomkna
ucrnojbs3oBaThes "Basic" (6a3oBas) ayreHTHdUKaIU (IapOJIb U UMS TTOJIH30BATEIS)

Jns kaxmon moakmrodaemont uH(popmanuonHo cuctembl B ECHUK BII
CO3/1aeTCsl CBOS yYETHAs 3aIUCh.

Kaxnoii mnoakmouaemoit wundopmarmonnoit cucreme B ECHUK BII
IpUCBaMBaeT YHUKAIbHBIN UaeHTU(UKaTOp cuctemsl (SLD kon).

C  Toukum  3peHHS  OpPraHU3alMOHHO-(PYHKIIMOHAIBHOTO  00bema
ABTOMATU3UPYEMBIX OW3HEC-TIPOIIECCOB MH(POPMAIMOHHBIE CHUCTEMBI JCIATCS Ha
TPH TPYIIIIbL:

Nudopmanmonnsie cuctembl ypoBHS Kopnopanuu. Cuctembl JaHHOU
IpyNIbl ABTOMATU3UPYIOT OU3HEC-TPOLECCHI PSAJIa OpraHU3aluii aTOMHOM OTpaciiu,
HE3aBUCHUMO OT UX MPUHAJIEKHOCTH K TOMY WJIM HUHOMY TUBU3HOHY

NudopmanimoHHbie CUCTEMBI YPOBHS AMBU3HOHA. CHCTEMBI JAHHOUW TPyIIIbI
aBTOMATU3UPYIOT OU3HEC-NPOLECChl  OpraHu3alii  OJHOTO  OMNpPENeSIEHHOTO
JTMBU3UOHA

NudopmanmonHsie CcUCTEMbl ypOBHS mpeanpusTus. J[aHHbIE CHCTEMBI
aBTOMATU3UPYIOT OM3HEC-TIPOIIECCHI TOJIBKO OTHON OpraHU3aAINH

B 3aBucumoctu ot Ttuna WC, namga peanusaluu  MHTETrPaliOHHOTO
B3aMMO/ICHCTBUSI MOTYT UCMOJIb30BATHCS JIBE€ TEXHOJIOTUYECKUE CXEMBI.

Nurerpaunonnoe B3aumozeicteue MC yposus Kopnopauuu peanusyroTcs
TobKO ¢ ucnoas3oBanuem ECUK BII

Nurterpaunonnoe B3anmojerictsue ¢ MC ypoBHS AMBU3MOHA U IPEATPUSITHUS
MOKET OBITh PEAIM30BAHO C UCIIOIb30BAHUEM AUBU3UMOHAIBLHOMN IIMHBI, KOTOPAs B
CBOIO ouepeapb nomkHa B3anmoaerctBoBath ¢ ECUK BII.

Ucxonss w3  TpeboBanuit 1o  Oe3omacHocTH  MHGOpMAIMU,  BCE
MH(OPMAIMOHHBIE CUCTEMBI JOJDKHBI OBITh CETMEHTHUPOBAHbI B 3aBUCMMOCTH OT
KaTeropuu oopabaTsiBaeMoil HHPpOpMaIH

B 3aBucumoctu ot cermenra cetu KCIIJI, B xotopoil pacnonoxena UC,
MHTErpanuoHHoe B3aumojieiicTBue ¢ MC MOXKET OCYIIECTBISATHCS C OJHUM U3
koHTypoB ECHK BII:
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ECHUK BbII(BHemnHut koHTYp) - 30Ha DMZ
ECHK BII(BHyTpennuit koHTYp) - 30Ha INSIDE

Cucremusnii manamagt ECUK BII(BHyTpeHHMIT KOHTYp) COCTOMT M3 3-X

CEepBEPOB:

TJIC,

cepBep pa3paboTku — 30Ha develop

cepBep TecTupoBaHus — 30Ha develop

MPOAYKTUBHOTO cepBepa — 30Ha inside

Ucxons u3 atoro unrerpanumonnoe Bzaumojaeiicreue ECHUK BII ¢ cucremoit
OpPTaHU30BaHO CIETYIOIIUM 00pa3oM:

ECHK BII (cepBep pazpadotkn) u I1JIC(pazpaboTka/TecT)

ECHUK BII (cepBep tectupoBanusi) u [1IC(pa3padboTka/rect)

ECUK BII (nmpoaykruHslii ceprep) u [IJIC(mpoaykTuB)

ECUK BII (nmpoaykrusHslii ceprep) u [IJIC(peanpor)

[Tapametps! 1t nogkarouenns kK ECUK BII(BHyTpeHHMIT KOHTYD):
cepBep pazpadbotku: http://poddb01:51000

cepBep TectupoBanus: http://rxtwd:80 wmm https://rxtwd:443
NpOAYKTUBHBIN cepsep: http://popwd:80 mnu https://popwd:443

[TapameTpst qis noakntouenust K ECUK BII(BHenHuit KOHTYD):

cepBep paspaboTku: http://core-s-aed01:51000

cepBep TectupoBaHus: http://core-s-aet01:80 wm https://core-s-aet01:443
npOoyKTUBHBIN cepBep: http://acpwd:80 unu https://aepwd:443
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Ipunoxenne Ne6. Texuuueckue ycaoBus 1is noaxawodenus k ADFS

TexHuueckue ycinoBus aid noaxkiaoueHusd kK WAP-ADFS

Oo61mee onucanue padorel cucrembl nyosmkannu WAP u cepsuca ADFS

Cucrema nyonukanuu WAP-ADFS

BBoanas yacts

Cucrema WAP-ADFS cnyXuT ¢ OJHOW CTOPOHBI JJjIsi NyOJuKanuu BeO-
NPUIOKEHUN (Kak BapuaHT M NPOYMX MPUIIOKEHUN), a C JAPYroil BBICTyIAET
poBaiiiepoM ayTeHTU(DHUKAIMK U HICHTU(DHUKAIIMK TIOJIb30BaTEIe W HAa3HAYEHUS UM
poJeit u kieiMoB (aTpuOyTOB).

Cucrema COCTOUT U3 CIEYIOUUX KOMIIOHEHTOB:

1. Cepepst WAP

2. Cepsepnl ADFS

[TonpoOHoe onucanue peanu3aiuu cyk0 ¢penepanuu ADFS u nyonukanuit WAP
npuBezeHo B TP, MoxeT ObITh IPEeI0CTaBIEHO 10 3aMpocy.

Posib cepeepoB WAP

Web  Application Proxy (mpokcu-cepBep BeO-IIPUIOKEHHI) TO3BOJIIET
nyOJIMKOBaTh BEO-MIPUIIOKEHUS I JOCTyIa U3BHE, oOecrieunBas TpeOyeMbIil ypOBEHb
0€30MacHOCTH.

Jlns xaxxon knueHTckon ceccun WAP ycranaBinuBaeT ¢ OTHOW CTOPOHBI CECCHUIO
C KJIMEHTOM B BHje 3ammineHHoro TLS-Tynrens (Tpadguk Mex 1y KIMEHTOM U CEPBEPOM
MPUJIOKEHUI Ha oTpe3ke KiaueHT-WAP-cepBep uaer BHyTpU 3TOro TyHENs ), a C APYrou
CTOPOHBl YCTAaHABJIMBAET CECCHUI0 C CEpPBEPOM IMPUJIOKEHUH, YCTaHABIUBAs W
NOAACPKUBAsI MKy TUMU CECCUSIMUA COOTBETCTBHE.

[TyOnukanuu npunoxenuii Ha WAP MoryT ObITh ABYX THIIOB:

1. Pass-Through

2. ADFS

[Tomumo ny6nukanuii npunnoxenuii, WAP cepBep ocyliiecTBiIsieT IPOKCUPOBAHHE
ADFS (STS) cepsuca. st atoro Ha WAP-cepBepe padotaeT komnoHeHT ADFS-proxy.
B stom cmrbicie Active Directory Federation Service (ADFS) siBnsiercst HeoTbemiieMoit
yacTeio WAP.

Jlns mpusioxkeHui, onyoarukoBaHHbIX ¢ TUIIOM ADFS (B oTiimuuu ot myoOiukanmii
¢ tunioM Pass Through) WAP nepenaer Bce 3anmpocsl Ha moakimroueHue ciayxoe ADFS,
JUTS ayTeHTU(DUKAIUH TOJIb30BaTelNs cpencTBaMu Active Directory u KOHTpOIISI TocTyna
Ha ocHoBe 3asBOK (Claims Based Access). [lomumo 3toro, myommkarus ¢ Tunmom ADFS
MO3BOJIIET HCIOJb30BaTh MOJUTUKU JOCTYyMa, KOTOPbIE MOTYT OCHOBBIBATHCS Ha
pasnuYHBIX (DaKTOpax, TaKWX, KaK ip-aJipec KIWEHTa, BXOXKICHWE B TPYMIIbI, 30HBI
Intranet u Extranet u np.) B ciiydae ynaum (mpaBUIIBHBIX AAHHBIX ayTEHTH(PHUKALUU U
cooTBercTBUU mnoiutukam naoctyna) ADFS Beimaer SSO-mapkep 6e3omacHOCTH,
cozepxanuii uaeHTU(GUKATOp MOJIB30BATENSI U PECypca, K KOTOPOMY 3alpaliuBajInuch
noctyn U cpok. Mudopmarust o pa3pemieHus X J0CTyna K MPHIOKEHUIO COXpaHseTCs
Opay3epom B Cookies Wi B MPUTIOKEHUH, U JIaJie€ UJET COSTUHEHUE C MPUIIOKEHUEM.
[Tpunoxenue nociie MPOBEPKU MapKepa I0MyCcKaeT MoJib3oBaTesst 0e3 BBOAA MapoIsl.
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WAP Bemonuser ¢ynkuun npokcu ADFS, oGecneunBas ayTeHTH(UKALNIO
MOJIB30BATENICH M KOHTPOJIb OCTyma Ha ocHoBe 3assBoK (Claims Based Access, CBA)
cpencrBamu ADFS, npunumas HTTPS-3anpoc Ha BHEIIHUI afgpec U TPaHCIUPYS €ro Ha
cepsuc, padoTarommii mo nporokony HTTP niaun HTTPS.

Kpatkoe ommcanme cimyx6 denepartuu ADFS (Active Directory Federation
Services)

0630p cnyx0 dhenepanuu Active Directory:

https://docs.microsoft.com/ru-ru/windows-server/identity/ad-fs/ad-fs-overview

OO0urue cBeneHus o Kiro4deBbiX mouatusx AD FS:

https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/technical-
reference/understanding-key-ad-fs-concepts

https://docs.microsoft.com/ru-ru/windows-server/identity/ad-fs/technical-
reference/understanding-key-ad-fs-concepts

Pons cepsepoB ADFS

ADFS — 5710 ponb, npencrasiennas B OC Windows Server.

Ucnonb3oBanue ADFS paeT nmpuiaokeHu0 BO3MOXKHOCTh MEPENaTh MPOLEAYPY
uaeHtuukanuu u ayreHtudukanuu Ha cropony ADFS. Ilpunoxenue moxer He
IPOBEPATH MApOJIbHYI0 MH(GOPMALMIO, MPUIOKEHNE MOXKET JakKe HE UMETh HHKAKON
uHpopmaiuu 06 Y3 nosib3oBaTelieli: B HEM MOTYT ObITh TOJBKO POJIM, ONPEEISIONINE
mpaBa J0CTylla K KOMIIOHEHTaM CHCTEMbl, HampuMmep, K pasaenam nopraia. Korga
M0JIb30BaTENb IPOXOJUT Mpoleaypy ayrentudukanuu Ha ADFS cepBepe, oH moiyyaer
TOKEH, TOJTBEPXKAAIOIIMN MOJUIMHHOCTh Y3  Moab30Bareis, HJEHTU(PUKATOP
MoJIb30BaTelNsl (B €ro KaueCTBE MOXKET ObITh BBIOpAH MPOU3BOJIBHBIN aTpUOYT), a TaKkKe
KJIEHMBI - aTpUOyYThI Y 3 MOJIB30BATENS, TPYIIIbI, KOTOPHIE MOTYT OBITh CKOHBEPTHUPOBAHbI
B aTpuOyThl, MOHSATHBIE MPWIOKEHUIO WK poiu. [IpaBuna koHBepTanuu aTpudyToB Y3
B KJICHMBI, MOHSATHBIC MPUJIOKEHUIO, JOMEHHBIX TPYNI B Ha3BaHUSA POJIEH, BCE OTHU
npaBuiia onuckiBatoTcs B mpasmiax Claim Rules.

Cayx6s1 ADFS Tecno unrerpupoBansl ¢ Active Directory. ADFS wusBnexaer
aTpuOyThl monb30Bareneil u3 Active Directory, a Takke HpoOBepseT MOMJIUHHOCTD
nosib3oBatenet B Active Directory. Kpome Toro, ADFS momgnepkuBaeT BCTPOSHHYIO
npoBepKy noaymHHocTd Windows.

B kadecTBe craHmapra ajis B3aUMOJEHCTBHUS KOMIIOHEHTOB (enepammu ADFS
(STS), mpuknamaHbix mojacucTeM (mpoBepsitomux cropoH, Relying Party Trusts) u
KIHMeHTCKuX mnpwioxeHut cepsuc ADFS na 06aze Windows 2016 mnoanepxuBaer
CJIeyIolre CTaHAAPTHBI (IIPOTOKOJIBI):

1. WS-Trust

2. WS-Federation

3. SAML

4. OAuth2.0

JIns B3aMMOAECHCTBHS KIMEHTOB M CEPBEPHBIX KOMIIOHEHTOB NPWJIOKEHHUU B
KauecTBE TpaHCIopTa ucmosb3yercs nporokos HTTPS.

Cepsuc mapkepoB noctyna (CM/I) ucnons3yet ciayx0y karanora Active Directory
JUTSL ayTeHTU(DUKAIIAY TTOJIB30BATENICH U XpaHSHUS HHGOPMAIIHH O HUX.

OcHoOBHBIMU omiepanusMu, BoimoasieMbiMu CM /1, sBsIrOTCS:
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1. IlepBoHauanbHast ayTeHTH(UKAIHS TOTB30BATEIS

2. Beinyck mapkepa noctymna (Issue)

3. IlpoBepka mapkepa gocryna (Validate)

4. O6noBneHne Mapkepa gocryna (Renew)

5. AarynupoBanne mapkepa gocryna (Cancel)

Mapkep noctrymna Beinyckaercs CMJ mo ¢akty ycnemHoi ayTeHTH(UKAIUHA
nosb30BaTenss. Mapkep JOCTyINa OAHO3HAYHO CBSI3aH C IOJIb30BATENEM U JOCTOBEPHO
UJACHTUULUPYET NOJIb30BATEIIS IPUIIOKEHMUS, ABJISISICD, OJTHOBPEMEHHO,
YHU(ULIHUPOBAHHBIM (pOpMaATOM JUIsl TIEpeIaur TaHHbBIX O MOJIb30BATENE B MPUIIOKEHHE.
B kauectBe mH(pOpmManuu ISl MOATBEPKACHHUS CBOEH HICHTHMYHOCTH MOJIb30BaTEllb
MOYET UCITOIb30BATh:

UM I0JIb30BATENS U NAPOJIb

cepTu(UKAT MOTH30BATEISA

Mapxkep aoctyna coorBercTByeT cnenudukamuu SAML (SAML Token), u JWT
(JSON Web Token). /Ins unrerpanuu ¢ cuctemoii [1JIC tpeOyetcs dhopmaTt mapkepa:
JSON.

Cuenapuu n0ocTyna noJib3oBaresieit

[Toaxmtouenue uepe3 cerb MHTepHeT ¢ ucnonb3zoBanueM TLS coennHeHus
anroputm ['OCT

Jns monb3oBareneir nomeHa GK, moakmtouvaromuxcs 4yepe3 ceTb HMHTepHeT,
nojakIroYeHue uaet K cepsepam WAP y KOTOpBIX B OMHAMHTE MOJKIIOUEHUS YCTaHOBIIEH
['OCT ceptuduxar, a tak xe 'OCT ceptudukat qomken 6b1Th 100aBieH B ExternalURL
MyOJIUKAIIUH.

ADFS cepgep stsl.rosatom.ru

[Tonkmrouenue yepe3 cerb MHTepHET ¢ wucnodb3oBaHueMm TLS coennHeHus
anroput™m RSA

Jlns nonw3oBareneit nomena GK, mogkmrouaromuxcs uepe3 cetbh WHTEpHeET,
HoJIKJItFoueHue uaeT K cepBepam WAP y KOTOpbIX B OMHAMHTE MOAKIIOUEHHUS YCTAaHOBIICH
['OCT cepruduxkar, a tak xe [OCT ceptudukar nomken 6siTh 1o6asneH B External URL
nyOIMKaIUu.

ADFS cepsep sts3.rosatom.ru

[Tonkmouenue uepes cetb KCII/I monp3oBareneit nomena GK

Jns nmonw3oBareneit gomeHa GK, nmoaxmouaronuxca udepe3 cetb KCII. Oto
MOTYT OBITh TIpeAnpusATUs B cocTaBe joMeHa GK, Tak u 6e3 noakinroueHus k qomeny GK,
HO umeromue Y3 B foMene, T.e. APM B KCII/I, HO He moakimtoyeHHbIe K JoMeny GK.

Jlns APMog B coctaBe nomeHa GK moakitoueHue Oyaer obpaiieHo K cepBepam
ADFS, munys nyonukanuu Ha WAP-cepepax. HTTPS 3anpoc nmpunumaercs WAP
cepBepom (WAP — sts2.rosatom.local). WAP cepsep nepenaer 3anpoc cepsepy ADFS
(ADFS — sts2.rosatom.local,) nnst ayreHTHGUKAIIMN TTOJIB30BATENS cpencTBaMu Active
Directory u koHTpos gocTyna Ha ocHoBe 3as1BokK (Claims Based Access) u JWT (JSON
Web Token).

st APMog B coctaBe /130 nonkmouennsix k KCIIJ, oOpamenue Oyaet uaru
yepe3 WAP-cepBepsbl.
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ADFS cepgep sts2.rosatom.local
ITonxirouenue uepes cets MHTEpHET U151 mosib3oBarenen nomena INTER, nomena
GK

BosmoxHusl 1Ba cuienapus pabotsl: [loas3oBaTens ¢ arrectoBanHOro APM u3 cetu
nomeHa GK wiM nepcoHalbHOrO YCTpOWCTBa oOpaiiaercs K pecypey u3 cetu Internet,
IIPU JOCTYIIE K PECYPCY YKA3bIBAET yueTHbIC AaHHbIE U3 JoMeHa INTER.

B nanHom cityyae, oOpanieHue uaeT K MPUII0KEHUIO PACTION0KEHHOMY B CETMEHTE
MexayHapoaHoro oOuszneca (CBUC-MB) ¢ wucnonp3oBanue cepBepoB WAP,
M0JI30BATENb JIOJDKEH B 00s13aTEILHOM TOpSJIKE, MPONTH ayTeHThuukainuio, Ha WAP
cepBepe, ykaszaB ydyeTHyro 3amuch OoT nomeHa INTER. B ciyuae, ecnu npuinoxeHue
NOJJIEP)KMBAET U HACTpPOEHO Ha ayTeHTHduKauio yepe3 ADFS, 3anpoc nepenaercs
cepepy ADFS (adfs.rosatom.com). B cnyuae ymaun ADFS Beimaer cepBepy
npunioxkeHuit SSO-Mapkep 0€30MacHOCTH, COAEPKAIMN HACHTU(PHUKATOP MOJIb30BATEIS
U pecypca, K KOTOPOMY 3allpalliMBaJICs AOCTYI U cpok. [Ipuioxkenune mnocie nmpoBepku

MapKepa JIOIyCKaeT MoJib30BaTels 0e3 BBOIa mapoJis.
ADFS cepgep adfs.rosatom.com

Taoua. 1. ®epmbl WAP-ADFS u ux napamerpsi

depma stsl.rosato | sts3.rosato | sts2.rosato | sts2.rosato | adfs.rosato | adfs.rosato
WAP- m.ru m.ru m.local m.local m.com m.ru
ADFS
IIponykrtus | [Ipogyktus | IIponyktu | IIpoayktus | I[Iponyktus | Ilponyktus | IIponykTus
HBIN HBIU BHBIN HBIN HBIN HBIU HBIU
napamadT | mapgmadT | mapgmadr | sapgmadT | mapgmadt | mapgmadrt | mapgmadt
[Ty6nukan | [da Jla Jla He Jla Ja
us BeO- HCTIONB3YET
PUIIOKEH cst
15071
Pacnonoxe | AC3U, Nutepuner | AC3U B AC3U B|AC3U B|AC3U B
Hue APM | moakmtoueH KCII e B | nomene GK | KCII/] ne B | tomene GK
He ¢ nomene GK nomene GK
UCIIOJb30Ba
HUEM
NutepHera
Bapuant Bapuant 2 | Bapuaut 3 | Bapuant 1 | Bapuant 1 | Bapuant 3 | Bapuant 3
MOJKIIIOYE
HUsa  (cm.
Tabmuma 2
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BapuanTsl
MNOJIKJII0YE
HHUS)
Kareropus | A, b A, b A, b A, b A, b A, b
M0JIb30BaTe
Jen
Knaccuduk | O6menocry | O6menoc | O6menoct | O6menoct | O6menoct | O6memocT
anus nHasi, TymHas ymHasi, ymHasi, yrHas yrHas
unpopman | Kondunen Kongunen | Kondpunen
uu nuagbHas nuaiabHas | [uanabHas

uHbopmarm uHpopmar; | uabOpMAIL

s usi usi
Tpebosanu | 1. Jlorunu |Jlorun w|Jlorun w|Jlorun w|Jlorun w|Jlorun w
e K | IapoJib napoJsb napoJjb napoJjb napoJsb naposb
ayTeHTHU(U | OJB30BaTe | MOJB30BAT | MOJIB30BATE | MOJIB30BATE | MOJBH30BATE | MOJIH30BATE
Kaluu st eIt st st st st

2. Token ¢ (Texyurue,

ceptuduka oe3

TOM JOTIOJIHUTE

M0JIb30BaTe JBHOTO

s BBOJIA)
Tun Form Form Form Windows | Form Form
ayrentudu | Authenticat | Authentic | Authenticat | authenticati | Authenticat | Authenticat
Karuu ion ation ion on (SSO) ion ion

Tadauna 2 BapuaHThl NOAKJIIOYEHUS

Ha3sanue

Onucanue

Bapuanrt 1

JHoctyn k UT-pecypcam U3 JIOKaTbHOU BBIYMCIUTEIBHON CETH
I'ockopnopaunu «Pocatom» u opranuzanuu I'ockopriopanuu

«Pocaromy, aTTeCTOBaHHOM Ha COOTBETCTBHE TPEOOBAHUSIM
6e3onacHoct napopmanuu, nocpeacrsom KCII] - AC3U1U

Bapuanr 2

Y naneHHsI JOCTYI NOJb30BaTeN - noAkiroueHue Kk MT-pecypcam ¢
aTTECTOBAaHHOTO Ha COOTBETCTBUE TPEOOBaHUSIM 0€30MaCHOCTH
undopmarmu APM opranuzanuu ['ockoprnopanuu «Pocatom» ¢
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MCIIOJIh30BaHUEM OOIIEIOCTYITHBIX CeTel mepeaaun qaHHbX. OOMeH
JTAHHBIMH IPOU3BOUTCS IO KaHAy, 3ali(PpOBaHHOMY C
ucroiab3oBaHueM cepruduipoBanubix CK3U.

BapuanT 3 | Y naneHHbIM JOCTYII IMOJIB30BaTENS - noakinoyeHne k UT-pecypecam ¢

MCIOJIb30BaHMEM OOIIETOCTYHBIX CETel NMepenayn JaHHBIX

Hopsaaok noakaoyenust k ceppepam WAP-ADFS

s noakmouenus k cepeepam WAP-ADFS cHauana Hy»HO onpeAennTh, KaKyro
bepmy Tpelyercs ucmonb3oBaTh, ucxons u3 «Tabm. 1. depmer WAP-ADFS u ux
napaMeTpbD».

[Tocne 3Toro Hy»)HO 3amOaHUTH MaboHk! B «lIpmnoxenue 6.1. [[labnon CB s
cozzianus HoBo nmyosnkanun» U «lIpunoxenue 6.2. [lapametpsl npunoxenus Ha WAP-
ADFS»

s mpunoxkennst ¢ OAuth2.0 npunoxuth HHCTPYKIUK 1o HacTporike ADFS.

Hpunoxenue 6.1. lllada0n CB 1191 co31aHUA HOBO MyOJTUKAIUT
Taou. 3. [IIa0/10H ceTeBbIX B3aMMOAEHCTBUI /151 MYOJIUKAUMA

Hom
ep
nop
Homep Mpor Ta
nopra WIH
OKOJI
WIH aua
B3au Hosicu
auanaszo | Ilpuemnuk (Kyaa) 1naso
Moje eHue
H MOPTOB . H
HCTB
Iy HCTOYHH us | TP
HK Ka TOB
T npu
No eMH
HKAa
Hpuw | 1lpu Onucanu
®un | IP agpec .| @un ep: | mep:
- [Tpumep: e
HaJ, | YCTPOMCTB vail, IP anpec TCP, | 3389
3389, . Ha3HaYeH
opra a opra YCTPOUCTBA UDP, | , 53,
53, 8085- ust
HHM3a WIn Hu3a | wm noacetb | TCP/ | 8085
8090 yKa3aHHBI
11076 MoACeTh U UDP, -  LODTOE
ICMP | 8090 :
.| O | CORE-S- 1024- O | CORE-S-xxxxx | ICMP | 80,4 | WAP -
J| WAPXXX 65535 i [10.xx.xx.xx] |/TCP/ | 43 >APP
<[P> [MMsI 30HBI | UDP
[DMZ] WAP ->
cepBepa
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Hom
¢p
nop
Homep Mpor Ta
nopra WIH
OKOJI
WIH aua
B3au Hosicu
ANANa3o Ipuemnuk (Kyna) na3o
Moje eHne
H NIOPTOB . H
HCTB
Iy HCTOYHH st mnop
HK Ka TOB
T npu
No e€MH
HKA
Hpum | Tlpw Onucanun
®ua | IP agpec | @un ep: | mep:
o [Tpumep: e
HaJl, | YCTPOHCTB uai, IP agpec TCP, | 3389
3389, . Ha3HaucH
opra a opra YCTPOUCTBA UDP, |, 53,
53, 8085- Hst
HU3a W Huza | winu noacetb | TCP/ | 8085
8090 YKa3aHHBI
us noJaceTb LU UDP, -  LODTOR
ICMP | 8090 P
IPUIIOKE
HUM
.| IO | CORE-S- 1024- O | stsX.rosatom.ru | TCP/ | 443 APP —
| XXXX 65535 | (local) UDP ADFS
[10.xx.xX.X <IpP>
X] CORE-S- B3aumon
[MMs1 30HBI | ADFSOXXX EUCTBUE
<[P> CepBEPOB
[PUBLIC] MPUJIOKE
HUH C
cepBepam

u ADFS
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IIpunoxenne 6.2. Ilapamerpsl npuiiokenust Ha WAP-ADFS
Taoua. 4. Undopmanus s peecrpa Ilpusioxxkennii

Ha3zBanue Ha3zBanue Ycnyra Brnanenen OTBETCTBEHHBI
BeO-pecypca | cepBuca (MeHemKep | agMUHHUCTPATOP
(Ha3Banue YCIIYTH) (oTBeTCTBEHHAs
MIPUIIOKCHUS ) pabouas ['pynma)
Taoa. S. ITapamerpsl my0aukyemoro pecypca Ha WAP
No | Ums (umst | External [ Backend | Redirect External Tun
n/ | npunoxenu | URL (url | server HTTP to ceprudukar’ | ayrenTudukar
n |) TUTst URL (url |[HTTPS Vkazate CN | un
nyOnuKal | cepBepa B | (BKJIIOUUTH/ (Pass-Through/
15078 KCIIN) HE ADES)
WNHurtepuer BKJIFOYATh)
)
URL (6e3 Bxurouen
https://)

Taoua. 6. Tun Application Group na ADFS

Ne ITome 3HaueHue OO0s3aTeabpHOE IOoJIE,
n/m nHpopmMarus
MPEA0CTABIIACTCS
BIIAJICJIBIIEM CHCTEMBI
Client ID [IpenocraBisercs 3aKka3uuKoOM WA ITo ymonuanuro ID
dbopMupyeTcsi aBTOMaTUYECKU B dbopmupyercs
MOMEHT CO3JaHUs aBTOMATUYECKU
Redirect URI | URL cucremsi kyna Oyaet Nudopmaruto
otnpasiATbes JWT-TokeH IPEIOCTABIISIET
BJIa/IeJIel] CUCTEMBbI
Client ITo ymomuanuto nqob6apmsieM scope’sl: | ONMIMOHANIBHO,
Permissions e allatclaims OnpeAesieT BiIaaeell
(Scope) e openid CHUCTEMBI
Issuance [IpaBuno Tpanchopmanuu claim OnuroHanbHO,
Transform OTIpeesIeT BiIaIeTel]
Rules CUCTEMBI
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—JlontotHATE IbHAST HH(DOPMAITHSI
no Claims goctym Ha
docs.microsoft.com:

The Role of Claims:

https://docs.microsoft.com/en-

us/windows-server/identity/ad-

fs/technical-reference/the-role-of-

claims
The Role of the Claims Pipeline:

https://docs.microsoft.com/en-

us/windows-server/identity/ad-

fs/technical-reference/the-role-of-the-

claims-pipeline

The Role of the Claim Rule Language:

https://docs.microsoft.com/en-

us/windows-server/identity/ad-

fs/technical-reference/the-role-of-the-

claim-rule-language

Determine the Type of Claim Rule
Template to Use:

https://docs.microsoft.com/en-

us/windows-server/identity/ad-

fs/technical-reference/determine-the-

type-of-claim-rule-template-to-use

JloctynHbie scope B ADFS

Scope Name Description

allatclaims Requests the access token claims in the identity token.

aza Scope allows broker client to request primary refresh token

email Request the email claim for the signed in user

logon cert The logon_cert scope allows an application to request logo
certificates, which can be used to interactively logon
authenticated

openid Request use of the OpenID Connect authorization protocol

profile

Request profile related claims for the signed in user
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user impersonation | Request Permission for the application to access the resource
as the signed in user

vpn_cert The vpn_cert scope allows an application to request VPN
certificates, which can be used to establish VPN connections
using EAP-TLS authenticate

winhello cert The winhello cert scope allows an application to request
Windows Hello credentials encoded as Certificate.

JlomomHUTENbHAS MHGOPMATIHS:

IToroku OpenID Connect unmu OAuth B8 AD FS u crenapun ucnosnab3oBaHus
MIPUJIOKEHUM:

https://docs.microsoft.com/ru-ru/windows-server/identity/ad-fs/overview/ad-{s-
openid-connect-oauth-flows-scenarios

https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/overview/ad-{s-
openid-connect-oauth-flows-scenarios

Ocnosuble nousatuss AD FS OpenID Connect / OAuth:

https://docs.microsoft.com/ru-ru/windows-server/identity/ad-fs/development/ad-
fs-openid-connect-oauth-concepts

https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/development/ad-
fs-openid-connect-oauth-concepts

Ipunoxenune 6.3. Kak mogats 3ampoc Ha co3aaHUE\MMyOJUKANUIO WA
penakTupoBanue B ciy:xxoe ADFS

3a nactpoiiku ceppuca ADFS, u no6asnenus HoBeix RPT u Application oTBeuaet
otaen 6azoBeix ceppucoB (OBC), YO, AUT:

eManbsruHoB Auapei Bnagumuposuu <AVMalginov@Greenatom.ru>

eEdpemoB Auton BanepreBuu <AntVaEfremov(@Greenatom.ru>

Bce 3anpocsl Ha coznanne u penaktupopanue RPT u Application m1okHBI OBITH
odopMIIeHBI, Kak 3anpoc Ha u3MeHeHnue B cucteme CYUT. 3amaun Hy»KHO Ha3HaYaTh Ha
pabodyro rpynmy «aJIMUH CHCTEM MS)»
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Hpuiaoxenue Ne7. Texnuyeckue ycjJaoBus 1js noaxkiaroyenus k [IAM

OO01ee onucaHne CUCTEMbI HACHTH(PUKAUM U J0CTYyIA Jisi padoTHUKOB [AM
MAIL.RU - PABOTHHKHA

BBoanas yacte

«IAM Mail.ru — paGotuukmn» (nanee mo Tekcty IAM) co3nad B 1emsix odbecreyeHus
3alIUThl XpaHEeHUsI U 00paboTKU KOH(UACHITMATLHON MH(DOPMALIMK, CHI)KEHHUSI PUCKOB
HECAaHKIIMOHUPOBAHHOTO BXOJa, a TaKXe A oOecredeHuss (PyHKIUHA €IUHON TOYKH
BXOJa JIJI1 KOPIIOPATUBHBIX CUCTEM.

IAM, peanusyercs npoaykrom Mail.ru Identity Manager Enterprise (na 0aze
cBobomHoro pacmpoctpansemoro [0 «KeyCloak») wu mpencraBuser coboit
ceprudurnmpoBanueiii  ®CTOK Poccum mporpaMmHBI  KOMIUIEKC 1O  3aIUTe
KOH(pUIEHIIUAIBHOU UH(POPMAITUH.

IAM peammzoBan kak moacuctemMa B coctaBe MC «Cerb mpodeccHOHATBHBIX
COOOIIIECTBY.

Jist uaTerpanuu nHGopmMamoHHbIX cucteM ¢ [AM HeoOX0AMMO BBIMOIHUTH P
TEXHUYECKUX U OPraHU3allMOHHBIX YCIOBUM, KOTOpbIE ONUCaHbl HUXKE. Takke moapoOHO
uznoxenbl B nokymente: CUCTEMA WIEHTUOUKAIIMN U JOCTVYIIA A
PABOTHUKOB «JAM MAIL.RU — PABOTHHUKWM» TexHuueckue yCIOBHS Ha
noakmouenne Bepcust 1.10. JlokymeHT mnpenocTaBisieTcs IO 3ampocy B ajapec
KneraankoBa H. B. (nivklychnikov@greenatom.ru) wim cOTpyIHUKY, 3aMEMIAIOMIEMY
ero.

Brinonnasembie pyHKIIUU

«IAM Mail.ru — paGoTHUKNY peau3yeT CleayIomnue GyHKIINH:

aBTOPU3AIMIO U ayTEHTU(UKAIUIO TI0JIb30BaTeliel, cepBUCOB ¢ noaaepxkku SSO,
OpenlD Connect, Oauth 2.0;

ruOKoe yIrpaBJjieHHE MOJIUTHKAMH Yepe3 HacTporkH realm, application U y4eTHBIX
3aIMced MoJjib30BaTeeH;

CHHXpOHM3aIMIo nok3oBaTeneit uz LDAP u Active Directory;

yIpaBJIeHUE HACTpOHKaMu 1 mapamerpamu CHCTEMBI;

YVIPABJICHHE MTOJTH30BATEIISIMU;

NpUBsi3Ka aTpuOyTOB MOJB30BATENCH, POJEH M MHBIX TpeOyeMbIX aTpuOyTOB B
TOKEHBI;

BEJICHHE KypHAJIOB ay/InTa.

«IAM Mail.ru — paGoTHHKM» HHTerpupoBaHa mo mnporokony SAML 2.0 c
npoBaiizepom ADFS nisa mcnonb3oBaHusI CKBO3HOM ayTeHTH(UKAIIMU TOJIb30BaTeNICH
cetu KCIIJ, xoTopbie BBIMOJHSIOT JOCTYN C KOMIbOTepoB aomeHa GK mon
ynpasienneM OC Windows. Takue mnonb30BaTend MOTYyT OBITh ABTOMAaTHYECKU
ayreHTuduupoBanbl B «IAM Mail.ru — pabotHukn» 0€3 HEOOXOJUMOCTH CHOBA
yKa3blBaTh CBOE MMs IMOJIb30BATENsl U Mapolib. B kauecTBe JOBEpPEHHOIrO MpoBaiiaepa
ayrentuukanuu st «[AM Mail.ru — paOOTHUKI» MOKET UCIOJIb30BATHCS HE TOJIBKO
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ADFS, To wu o000l Jpyroil JOBEpEHHBI  KOPIOPATUBHBIN  mpoBaizep,
nojaepxkuBarommii  mpotokor SAML 2.0 (pyHkums TpeOyeT JOMOJHUTEIHHOM
Hactpoiiku «IAM Mail.ru — paGOTHUKMY KOMaHIOM COMPOBOKICHUSA).

[Ipumeuanue: BBUAYy Toro, uro «IAM Mail.ru — paGOTHUKH» BBICTYIAET Kak
nocpeaHuk uaeHTugukanuu (pynkuuonan Identity Brokering) Tonbsko as qomena GK.
[Togkmouenune k cucreme IIJIC ¢ ucnons3oBanuem «IAM Mail.ru — paOOTHUKN
BO3MOXXHO TOJIBKO JJISI TOJb30BaTENEd C YYETHbIMH 3anucsiMu B 1oMeHe GK.
[logxiroueHne COTPYIHMKOB C YydeTHbIMM 3amucsiMu B gomeHe INTER ¢
UCIONIb30BaHuEM cucTeMbl uiaeHTuukanuu «IAM Mail.ru — paGOTHUKI» HEBO3MOXKHO.

«IAM Mailru — pabotHuku» wunterpupoBaHa ¢ ['ocCOIIKA wu mnepemaer
uHGOpPMAIIMI0O KaK MO COOCTBEHHBIM COOBITHSIM O€30MacHOCTH, TaK M IO COOBITHSIM
0€30MacHOCTH CBSI3aHHBIM C TOJKIIOYaeMOn cuctemMon (moapobHee wuHboOpmanus
ONHMCaHa B MOSICHUTEIbHOM 3anucke Ha uHTerpanuio ¢ [['ocCOIIKA).

Ponbs «IAM Mail.ru — paGoTHUKIY

Cuctema «IAM Mail.ru — pabotHuku» npu uaTerpamnuu ¢ [1J{C, BeIMOJHIET poJib
nocpenHuka uaentuukanuu, st Y3 u3z nomena GK.

OOGmuii MOTOK yKa3aH Ha puc. 1

1. MndopmanonHas cucteMa HampasJisieT 3anpoc Ha NpOBEpKY AaHHbIX B [AM-
pabOTHUKHU

2. IAM nepecbuiaer 3anpoc B ctopony ADFS nomena GK

3. ADFS nomy4aer 3ampoc u oopamaercst k kataiory AD nomena GK,
BBITIOJTHSIET MPOBEPKY PEKBU3UTOB MOJIH30BATEIIS.

4. Pe3ynbTaT mpoBEepKH UACHTU(DUKAIIMY TT0JIb30BaTesst Bo3Bpariaercs B ADFS

5. ADFS dbopmupyer SAML TokeH, 1 B KOTOpO#l BKIIIOUeHA WH(DOpMAITUS O
M0JIb30BATEJNE, TOKEH NepechuiaeTcsi B cTopoHy IAM-paboTHUKH.

6. IAM-pabotHuku nonydaer SAML-TokeH TpaHchopMupyeT TokeH B (hopMar B
JWT u otnpasnsietr B cropony Mudopmanmonnoit cuctemsl (MC)

7. NC nepenaet JWT-token B mmHy aanubix ECUK-BIT

8. Mudopmarnus u3 muHbl 1aHHbIX niepegaercs B [IC
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Katanor AD
gk.rosatom.local

HopnopaTtveran wuHa ECHE-BA

1. MndopmaLMOHHaA CMCTeMa HanpaenAeT 3anpoc Ha NPoBEPRY MAEHTUdUKALMKM Nonb3oBaTens B |IAM-paboTHMKM
2. MNepecbinka 3anpoca B CTOpoHy cnybbl ADFS GK

3. ADFS lNpOBEpAET PEKBM2KTLI NOAL30BATENA

4. MoayuaeT OTBET NO NPOBEPKE AaHHBIX

5. OTnpaBnAeT OTBET B (popmaTe TokeHa SANL 2.0

6. TokeH TpaHogopmMmupyeTca B dopmat JWT oTnpasnaetcs B MC

7. IWT TOoKeH nepefaeTca B WKMHY AaHHbiX ECUK-BN

8. MudopmaLmA O cTaTyce NoAb3oBaTeNA U MHpopMaLma o aTpubyTax nofb3oeaTtens nepesaerca & MNAC

Puc. 3 cxema onucanus nepenayn uIeHTUPUKALMOHHOTO ToOKeHa uepe3 [AM

TpebGoBanus nys noakmoueHust K [AM
Cucrema J0JKHA MOAIEPKUBATH B3AaMMO/ICHCTBHUE IO CIIEIYIOIIUM IPOTOKOJIAM:

OAuth 2.0;

OpenID Connect.

JIiss TOJKITIOYeHNEe K CHCTEME MOJYKHO HCIOJB30BaTh KaK OIMH W3 TOTOBBIX
aJanTepoB (bubnuoTteka), MPEI0CTABIAEMBIX pazpaboTynkamMu keycloak

(https:// www .keycloak.org/docs/latest/securing_apps/index.html#supported-platforms),

TaK ¥ BBITIOJIHATH B3aUMO/ICHCTBUE TTOCPEACTBOM IIpsiMoro ooparieHus k API.
HeoOxonumMo HACTpOUTH MEXCETeBOM 3KpaH W OTKPBITH CETEBBIE MOPTHI OT

cucteMbl B «IAM Mail.ru — pabotHuku». Crnucok HOPTOB, KOTOPble HEOOXOIMMO

OTKpBITh, IpeicTaBiieH B Tabmurie 7.

Taoua. 7. Tun Application Group na ADFS

Tun Home FQDN IIpumeyanue
Hanpasyenu
Ne | mporokoJ p
e MaKeToB
a nopra
l. | tcp 443 TEST: OUTPUT 3anpocel OT
1am.tkci.rosatom.local IMOAKJIFOYaeMOM
PROD: HC x [AM.
1am.rosatom.local
[BKO]
2. |tep 9092, | TEST: OUTPUT [Ipu
9093 kafkal.tkci.rosatom.loca HEO0XOIUMOCT
| U BBITIOJIHATH
3aIliCh JIOTOB
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kafka?2.tkci.rosatom.loca Authorization

| Services B

kafka3.tkci.rosatom.loca Kafka (ecau

1 UCIIOJIB3YeTCSI
TpaHyJIsipHOE

PROD: pa3rpaHuyYeHUE

katkal.kci.rosatom.local J0CTyma

katka2 .kci.rosatom.local CpeacTBaMu

katka3.kci.rosatom.local [AM nns
MOJKJIFOYaeMOMN

[3KO] CHUCTEMBI).

OUTPUT - CB u3 noakiaroyaeMo cuctemMsl B [AM.

CepBepa  pacnonaratorcsi B TeHaHtax 1TKCI  (TecToBBIi  KOHTYp
https://iam.tkci.rosatom.local) u 1KCI (IpOyKTUBHBIN KOHTY]
https://iam.rosatom.local). B cnydyae HeoOXOAMMOCTH TOJIydeHUS KOHKpETHBIX [P
aapecoB  cieayer oOpartutbes Kk KubiunukoBy — Hukute — BanentunoBuuy
(nivklychnikov@greenatom.ru), JlaBpoB Aptém Uropesuu (ArlLavrov(@greenatom.ru)
WIA COTPYIHUKY, 3aMEIIAIOIIETO €ro.

Texuuueckue ycnoBus Ha mnoxakimoueHue Kk «IAM Mail.ru — paboTHUKN.
3asiBleHHE Ha MOJKIIOYEHHE HAMpaBsSeTCs] OTBETCTBEHHOMY Jnlly — KIbIYHUKOBY
Hukure Banentunosuuy (N1VKlychnikov@Greenatom.ru).

TexHuyeckas mNOAAEpKKA OCYIIECTBISIETCA B COOTBETCTBUM C MapUIPYTHOU
kaproil qisi C «Ceth mpodeccruoHanbHBIX cOo00IIecTBy. TexHudeckas MOAIEpIKKa
otHocurcs K yciyre WEB.45, menemxkep yenyru ['umon Anekcanap Banepuanosuu.



