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1. Hasnauenue 1 001acTh IPUMEHEHUS

Hacrosmui [Topsinox NpeJOCTaBIEHH yCIIyT TexHONOru4ecKoro
yaocToBepsiomero ueHtpa (mamee — Ilopsmok) paspaboraH st YCTaHOBJICHHS
[10CJIe/I0BaTeNbHOCTHU ACUCTBUH 10 MPOLECCaM:

e Ilpenocrabienue cepTUUKATOB I ayTEHTU(DUKALWH YCTPOHCTB B JIBC,
crangapt IEEE 802.1x.

e Ilpenocrasnenue SSL/TLS-cepruduxatos 1yt web-pHIoKeHHHA
MHQOPMALMOHHBIX CHCTEM, Web CaliTOB, CepBepOB, IOMEH-KOHTPOJIIEPOB.

e [IpenocTaBieHue cepTU(GUKATOB HA OTHYXKJAEMOM HOCHTEIC (cMapT-KapTe) s
[0/Ib30BATENBCKON U(MIIN) CTIENMABHOM YYeTHOH 3anucH i o0ecreueH s
«CTpOroi» ayTeHTH(UKAINU U «BBICOKOT0» yPOBHS J0BEPHS B COOTBETCTBUM C
I'OCT P 58833-2020.

e (ObecreueHne KU3HEIESTeTbHOCTH CePTU(HHUKATOB,;




2. TepmuHBI, COKpauleHus 1 abOpeBUaTypbl

2.1. TepMuHBb! 1 orpeaeneHus

Tepmun Onpenenenue
AKTHBHOE ceresoe | B coorBercteum ¢ 'OCT P 51513-99, akTuBHOE ceTeBOE 000pyJ10BaHHE —
obopynoBaHue 310 000pyIOBaHME, COJEpXKallee 3JEKTPOHHBIE CXEMBI, MOJyYarolee

IMUTaHue oOT 3HCKTqueCKOFI CeTH HMIH JOpYrux HCTOYHHKOB H
BBITOJIHAKOIIICE dJ}’HI(LIHI/I YCHJICHHA, npeoﬁpasoaaHHﬂ CHUTHAJIOB H MHEIE.

Bragenen ceprudukara

Branensuem cepTuduKkara sBiseTCs:

e Jlns SSL-ceprudukara pyKoBoAUTENbL pabodel IPyIIbl,
OTBEYAIOIIHIT 32 MOAAEPKKY CI1yKOBI, IPUIOKEHHUS, CEPBHUCA;

e PaboTHHK U1 KOTOPOro OBUT BBITYIIEH U BbIJAH CEPTHQHKAT HA
OTYYXKJ1aeMOM HOCHUTEJIE;

3asBUTEND

pabOTHUK MOJABINMII 3asBieHHEe Ha BBITYCK cepTudukara. LlTarHbii
paGoTHUK paboyell rpyNnbl OTBEYAIONmMH 3a TOMIEPKKY CIYXKOBI,
IPUJIOKEHHSA, AKTUBHOIO CETeBOro 00OpyNOBaHMS JUIs KOTOPOro
3anpairuBaercs cepTuukar. [ mpoeKTHOH AEATETBHOCTH 3asiBUTEIIEM
sBisiercs Pl

Menepkep yeinyru

JIuno oTBETCTBEHHOE 3a npeaocTasienue yeayru CLB.34

Oneparop TYL]

PaboTHUK oT/ena Kpunrtorpaduueckoi 3amuTel HHGOPMALUH, KOTOPhIXA
otBeuyaer 3a o6padotky C3 B CY UT, BBINycK, OT35IB cepTUdUKaTa, & TaK
ke nepenady cepTuduKara 3asgBUTENO.

OTtuyxaaeMbl HOCUTEb

AKTHUBHBII KJIIOYEBOM HOCHUTENb ([IOPTATHBHOE YCTPOMCTBO) B KOTOPOM
pealn30BaHbl Kpunrorpaguueckue MeTOoAbl IOAMMCaHus JOKYMEHTOB
51eKTPOHHON MOAIMMCHI0 ¥ CTPOroif ABYX(aKTOPHOH ayTeHTH(UKALNHU.
Or4ysKIaeMble HOCHTEIM MOTYT OBbITh pa3Nnu4HbIX GOpPM-(PaKTOpOB, HMEThH
KaKk KOHTAKTHBIN, TaKk M OecKOHTaKTHBIK MHTepdeiic. Moryr comepxkarb
nononuurenshbil uaentuduxarop RFID mis CKV /L.

[Ipunoxenue [TporpammHoe obecreyeHne, BEIMOMHAoNEE (yHKIHU, HCOOXOANUMBIE IS
npenocrasienus UT-yenyrn. Kaxnoe [punoxenue MoxeT ObITh 4aCTbIO
Gonee uem ognoit UT-yenyru. [TpuokeHne MOKET HMETh OJHY Wi foree
CepBEPHBIX MJIH KJIMEHTCKUX YaCTeH.

PykoBoaurens paGoueii | PykoBoauTens paboueif TPYNMbl, KOOPAMHHMPYET paboTy MOAYHHEHHOH

TpyIIbl 5 f WUT | emy rpymmbl, oTBe4aeT 3a pabOTOCIOCOOHOCTbL — TPHUIIOKEHHUS,

(OTBETCTBEHHBIN 3a | MPeJOCTaBISIOIETO YCIyTy.

MOANEPIKKY IPHIIOKEHHS)

udposoit ceprudukar | mpeacrapiser coOOi HIEKTPOHHBIM MOKYMEHT, COACPIKALINA OTKPBITYIO

(TEXHOIOrMUYECKUI 4acTh KIIFOUEBOH mapsl, MHPOPMALIKIO O Bianelble cepTuduKaTa, HEHTPEe

cepruduKar) cepTU(HMKAIMHU BBIYCTHBILKM €ro U 1p. JONOJHUTENLHYIO HHPOPMALMIO.

Yenyra Cnoco6 mpenocTaBieHHs LEHHOCTH 3aKa3uyMKaM 4Yepe3 COACHCTBHE UM B
IIOJIyYEHUH KOHEYHBIX Pe3yIbTAaTOB, KOTOPBIX 3aKa34MKH XOTAT JIOCTUYD
0e3 BiaajeHus crenuduyecKMMHU 3aTpaTaMy U PUCKaMH.

LleHTpnl ceprudukarmu | Ienrpel ceprudukauun (LIC) obpasytor TVII, passepuythl Ha 6ase

(Certificate authority- CA)

Windows Server. Cocras:
RosatomIntCA02, InteratomCAO01

RosatomRootCA, RosatomIntCAO1,

2.2. CokpallleHusl, HCTIONb3yeMBIe B LIESIX AaHHOI'O JOKYMEHTa, U paciiupoBKH.

Coxparienue PacmudpoBka
JUT JleniaprameHT HHPOPMALMOHHBIX TEXHOJIOTHH
KCIIA KopnoparusHas ceTh nepejadu JaHHbIX




JIBC JlokayibHas BEIMUCITUTENbHAS CETh.

3 Cranpaprasiid 3anpoc 8 CY UT

CyYur Cucrtema ynpasnenns UT (Mudopmanuonnsie TexHomornn)
CKYJ Cucrema KOHTPOJISl M YIIPaBJIEHHS JOCTYIIOM

TP Texuuyeckoe peleHue

TV TexXHONOTHYECKAH yIOCTOBEPSIOUIUHA LIEHTP

OLIT OnekrpoHHas HdpoBas NOANUCH

2.3. AGOpeBuaTypbl ¥ paciIi(poOBKU.

Ab6GpeBuarypa

Pacuudposka

Cranpapr 802.1x

Crangapr IEEE 802.1x ompexnenser mpoTOKOJ KOHTPONA JHOCTyna M
ayTeHTH(HKALUKM, KOTOPBIH OrpaHMYMBACT IpaBa HEaBTOPH30BaHHBIX
KOMIILIOTEPOB M YCTpOMCTB, MOAKITIOYEHHBIX K kommyTtatopy. Cepsep
ayTeHTU(UKALMA MPOBepseT KakIbIH KOMIbBIOTEP (YCTPOMCTBO) meEpen
TeM, KaKk TOT CMOJET BOCIOJb30BaTbCs CEPBUCAMH, KOTOpPBIE
[IPEeJIOCTaBIIIET EMY KOMMYTATOP.

Autoenrollment

[TozepKkuBaeT aBTOMATHYECKOE paclpocTpaHeHue cepTudukaToB s
KOMIIBIOTEPOB U M0JIb30BaTelie Ha OCHOBE 11a0JIOHOB Bepcuu 2 1 3.

CRL — 9TO «CHHCOK HU(PPOBBIX CepTH(HUKATOB, KOTOphIE OBUIM OTO3BAHBI
BeIABIIUM uUX UeHTpoM cepTuduxauun (CA) 10 HCTEYEHHS
3aIlJIAHAPOBAHHOTO CPOKa ACHCTBUS M KOTOPHIM OOJBIIE HE CIIEHYET
JIOBEPSATEY»

CDP u AIA B pacmmmpennn «CRL Distribution Points (CDP)» XpaHATCs CCBUIKH Ha
CRL u3paasiuero KOHKpeTHbIN cepTuduxatr CA;

B pacumpenun «Authority Information Access (AIA)» XpaHsTCs CCBUIKM
Ha ceprudukar CA, u3aBuIero KOHKpeTHbIH cepTH(HKaT.
RFID Radio Frequency IDentification. PaamouacroTHas wuaeHTHUKALMS

HCIONB3YET  DJEKTPOMArHUTHBIE  TOJAS  JUIs  aBTOMATHYECKOM
UICHTH(QUKAIMY U OTCIICXKUBAHUS METOK, IIPUKPENIECHHBIX K 00BEKTaM.
RFID-cucrema  COCTOMT W3  KpOIIEYHOTO  pafuolepelaTuuKa,
pasHONpUEMHHKA u nepejaTduKa. [Ipn cpabaTbIBaHUU
3JIEKTPOMATHUTHOTO OTIPOCHOTO MMITyJbca OT OJMiKalmero ycTpoicTsa
cunteiBanus RFID Merxka mnepepaer uupoBble naHHBIE, 00paTHO
CUHTBIBATEIIO.

ssca.rosatom.ru

Web-pecypc Ha kotopom pasmematorcs CRL TVII, cepruduxars
KOpHEBOro u u3jarouiero LlenTpa cepruukanuy.

SSL/TLS-ceptuduxar

3TO  JJEKTPOHHBIH  JOKYMEHT, COAEpXallMH  OTKDPBHITBIA  KIIIOY,
uHpopMaLUIO O Biafeiblle KIOYa, o0nacTH IMPUMEHEHHs Kioya.
[To3Bonser cucTeMaM  MpOBEpSTh  KIHMEHTA U BIIOCIEACTBHM
yCTaHABJIMBATh 3alIH(QPOBAHHOE CETEBOE COCIUHEHHUE C JPYTOH CHCTEMOM
¢ ucmnonp3oBaHueM mpoTtokona Secure Sockets Layer/Transport Layer
Security (SSL/TLS).




3. Omnmcanue npouecca
3.1 Llens npouecca
[penocraBieHre TEXHOIOTHIECKUX CePTH(PUKATOB!

e uis ayreHTUuKkanuu yctpoicTs B JIBC, ctannapr IEEE 802.1x.

e s web-npuiioxxeHuit HHGOPMAaLIMOHHBIX cHCTeM, Web caliToB, CepBepoB,
noMeH-KoHTposuiepos (SSL/TLS-ceptuduxkar).

e Ha OTYYXXJaeMOM HocHTele (CMapT-KapTe) AJs 0JIb30BaTeIbCKON H(1IIN)
CTIENMAIBHON YYeTHO# 3amuicH Uit 00ecIedeH s «CTPOroiy ayTeHTUhHUKALUY U
«BBICOKOI0» ypoBHS foBepus B cooTBeTcTBUU ¢ ['OCT P 58833-2020.

3.2 3aymauu mpouecca

O6paboTka 3ampoca Ha BBIIYCK cepTU(dUKaTa;

Co3nanue ceprudukata, nepeaaya 3asBUTENIO;

[TpoBepka cpoka DeHCTBHS BBITYLIEHHBIX CEPTUPHKATOB;

Omnoselienye 3asBuTeNel 00 KCTEYEHUH CpoKa JeiicTBUs cepTudukaTa (depes
criellaabHble TPYIIIBI PACCHITKH);

e (OO0ecrneueHue KU3HEACATEIBHOCTH CepTHU(HKATA;

e Ort3bIB cepTUhUKATA, T.€. aHHYJIMPOBaHUE paHee BBIIAHHOTO cepTUhUKATa,
MMEIOIIero aKTUBHEIH (He IPOCPOYEHHbIH ) CPOK JeHCTBUS;

3.3 Y4acTHUKH TpYIIIIbI IPOLECCOB U UX POJIU

YnojIHOMOYEHHOE e [lpuHuMaeT pemeHrne 0 HeoOXoAUMOCTH nonyderus ycayr TYLL;
JTALIO e CorjacoBbIBACT JIOKYMEHTHI, HEOOXOUMBIE IS TOJYYEHUS YCIIyT
TVIL
e [lpuHuMaer pelieHue 0 mpeKpaleHuu nonydedus yeuyr TYLL;
3asiBUTEIb e [logroraBiuBaer M COrIACOBBIBAET JOKYMEHTHI HA MOJIyYeHHE
yenyr TYL;
e [lomyuaer ceptuduxkar;
Bnanenenu e (OTBeuaeT 3a LeJIeBOE UCTIONB30BAHUE CePTHHHKATA;
cepTrduKara e YcraHaBIMBaeT CEPTH(UKAT B LENEBYIO CUCTEMY, IIPHIIOKEHHE,;

e  OrClexuBaeT CpoK AeHCTBHSA cepTH(hUKaTa U CBOEBPEMEHHO
PUHUMAET PEIICHUE O NEPEBBIITYCKE HIIM aHHYJIMPOBAHUH
ceprudukara;

e VHHMYTOXAeT CepTU(HKAT NIPH BBIBEJICHUE €ro U3 JAeHcTBUs TH60
NI0CJ/IE OKOHYAHHUs CPOKa JIEHCTBUSA;

O6pabarriBaet obpatueHus;

[IpuHHMaeT peleHus Ha CO3[JaHie U COKPALICHUE MOAMUCKHY;
Bener 6a3y akTyalbHBIX CEPTH(UKATOB;

Ob6ecneunBaet pabotocnocobHocTe TYL] B KOMIUIEKCE H
NPeOCTABICHHE CEPBUCOB JUIsi KOPPEKTHON pabOTHI
cepTuduKaToB;

Menepxep yenyru

e ©® o @

Omneparop TYL] o Pabotaer ¢ oOpaneHUAMH;
o Beiyckaer cepruuKaThl M MIEpeIaeT 3asBATEIIO;
e Ot3biBaeT cepTUUKATEL,
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3.4 Onucanue npouecca «IIpenocrasnenue yciyr TYL»
3.4.1 lonmpouecc «O6paboTka oOpaLieHus»

MeHeKep yCIyry nony4daer obpalieHre OJHAM U3 CIEeYIOLIUX CIIOCO00B:

3JIEKTPOHHOE NMuchMo Ha 1/ 111 1 (@greenatom.ru;

3BOHOK B I[EHTP MOAAepKKH rons3opateneil AO «I'punatom»;

C3 u3 karanora ycayr B CY UT;

3asiB/ieHUe B OyMaxHOU QopMme;

3asBlieHue HanpasienHoe yepes EOCJO;
e Onpenensger Hanuuue [loanucku y opranuzanmy,
e Onpenensier HEOOXOAUMOCTE BBIIaYM HOBOI'O HOCHTEJIS
B cnyuae swioauu HO6020 HOCumens, CMOUMOCHb ONJAAYUEAEMCS eOUHOPA3060 NO
cocmasnsoweti CLB.34 «Yenyeu TYL], Cepmuguxam svinyujennoiii onepamopom Ha
omuyscoaemom Hocumeney, 8 uHoM caydae npumensemcs cocmaensowai CLB.34
«Yenyau TYI], nodoepoicka paree suinyujeHno2o Oeticmeyiouje2o cepmugpukama Ha
cMapm-kapmey;
e dopmanusyeT oOpalleHue B 3aBUCUMOCTH OT CJIEAYIOLIUX YCIIOBHUH:

B cnygae orcyrcrBus Iloanucku y opraHuzanuu W oOpallleHHe He Ha CO3JaHue
[ToanmuckH, TO POLECC 3aBEPIIACTCS;

B cnyuae ecnu [lonnucku HeT, a oOpalieHle Ha CO3AaHUe MOANUCKH, TO UCXOAILAsA
vHpopManus nocrynaer B nognpouece «Co3aHue MOANUCKI»;

B cnyuyae ecnu Ilommucka ects, a oOpalleHne Ha COKpalleHHE MOJIUCKH, TO
ucxonsias uHGOpMALMs TOCTyNaeT B moamnporecc «BpIBOA W3 SKCIUTyaTalldu», B
ciydae eciid obpalleHre He CBS3aHO ¢ COKpallleHHeM MOJMMCKH, a ¢ HeOOX0AUMOCTBIO
BLIIYCTUTh CepTUHUKAT, TO MCXOIAIlas HHPOpMaLMs IOCTyNaeT B TMOAMPOLECC
«ObecrieueHne TEXHOIOTMUECKUMH CepTUHHUKATAMNY, €CITH CepTUGUKAT BBITYyCKaTh HEe
Hazo, To B «ObecneueHre QyHKIIUOHUPOBAHUSIY.

3.4.2 TToampouecc «Co3naHue MOAMUACKH»

Bxopsmas uHpopMalus mocTynaer u3 noanpouecca «O6paborka obpaiieHuin»
3asiBUTEJIb:

e @opmupyeT 3as8BKY Ha CO3JaHUE MOIIHUCKY;

Opranu3aiyuu OTpaciiv MOJaloT 3asBieHus cornacHo 1.3.4.1 (Ilpunoxenne Ne 1
wiu Ne 3-5). Pa6orauku AQO «['punarom» nenatot C3 u3 xataiora ycayr B CY UT
«7.10. 3anpoc Beiycka ceprudukaray, 10.04.01 «Iloxyyenue cepruduxara crient. Y3
Ha cMapT-KapTey», 3a/laHie Ha H3MEHEHUE.

YToIHOMOYEHHOE JIUILIO:

e [loamuceiBaeT (COrIacoBBIBAET) 3asBKY;
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Jns 3asBok, cosgaHHbiX B CY WT, ynoaHOMOYEHHBIM JIMIOM SIBIISIETCS
HEMOCPEICTBEHHBIN PYKOBOJUTENb WII PYKOBOJUTENH paboueil rpy sl A1 KOTOPOM
3anpaliuBaeTcs MoJNucKa.

Menemxep yClIyru:

e [I0JIy4aeT 3a7BKY, OLIEHUBAeT COOTBETCTBUE NTApaMETPOB 3alPaIlliBAEMOI0
ceprudukaTa Bo3moxHocTM TVYIL];

B ciyuae ecnu Bo3aMoxxHOCTH TVYI] MO3BONSIOT cO3AaTh TaKON CepTH(UKAT U €ro
UCIIoNIb30BaHue He npoTtuBopeduT EOMY no undopmanmonnoi 6ezomacHoctd I'K
«Pocarom», To ucxopsmias uHopManus moctynaet B noanpouecce «Obecrieuenue
TEXHOJIOTMYECKUMHU CePTUPUKATAMUY.

3.4.3 Iognponece «Obecneuenne TEXHOIOTHYECKUMU CEPTUPUKATAMKDY

Bxopsiast uHbopMaIys nocrynaer u3 noanpoueccoB «Co3nanue MOANUCKH» HITH
«ObpaboTka obpateHus»

B ciyuae eciu ceprudukar Beimyckaet onepatop TV, To on 6Gepert 3asBKy B padoTy.
[IpoBepsieT KOpPPEeKTHOCTh IMPENOCTABIEHHBIX JAAaHHBIX, €CJIM JIaHHBIE KOPPEKTHBIE
BBIITYCKaeT CepTUGHUKAT M INepelacT 3asBUTENIO YCTAHOBJIEHHBIM IOPAIAKOM, €CIH
JlaHHBIE HE KOPPEKTHBI OTKJIOHAET 3asBKY U YBEAOMIISET 00 3TOM 3asBUTEJIA.

Ceprudukar co3naHHbli onepatopoM TYL] He 3anucaHHBI He OTYYXIaeMBIH
HocuTeNb, nepenaercss cBoOonHbiM nopydenuemM B EOCJO wunm myTtém 3amuMcd Ha
YUTEHHBIN (IIDLI HAKOTIUTEb.

Bnanenen cepruduxara:
e VYcranaBiuBaeT cepTH(HKAT B LieJIeBOE YCTPOUCTBO, ClIyKO0Y, MPUIIOKEHHE;

B ciiydae eciiu 3asBUTENIO paspelieHo CaMOCTOSTENILHO 3allpallinBaTh cepTUdUKar,
TO OH Yepe3 KOHCOJIb yIpaBieHus cepTudrkaTaMy GopMUpYET 3aIIpoC Ha ero Co3JaHue,
B OTBET Ha 3aMpoc MoJIyyaeT cepTU(UKAT U yCTaHABIHUBAET €T0.

Ecnu ycTpoiicTBa, MOOKIIOUEHHBIE K CETH, ITOAJEPHKUBAIOT aBTOMATHYECKYIO MMOAavy
3a9BOK Ha cepTudukatsl (Autoenrollment), To LIC aBromMmaTndecku oOpabaTbiBaeT Takue
3aIpOChI, TeHepUpYyeT cepTUDUKAT U NepeaeT ero Ha yCTPONCTBO.

Ucxomsauias  uHdopmanus — moctymaeT B nogmpomece  «Obecnedyenue
(YHKLUHOHUPOBAHUS

3.4.4 Iloanpouecc «ObecrneueHue GpyHKINOHUPOBAHU

Bxoasimas uHdopmaiius noctynaer u3 noanpoueccoB «ObpaboTka obpalieHus»
n/unu «ObecrneyeHrue TEXHOJIOTHYECKUMU CepTUDUKATAME.

[Tpouecc obGecnedenuss ¢yHxkuumonuposanus 1TVYI[ nexur Ha otaene
KpUInTorpaduuecKoi 3aluThl, IIPU 3TOM 00ecrieynBaeTCs:
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e [lpenocrasnenue nocryna k CDP u AIA Ha web-pecypce ssca.rosatom.ru,
HeoOX0IUM [1JIs1 KOppeKTHOH paboThl cepTudukara; (ecau web-pecype
ssca.rosatom.ru JiUIsS YCTpOMCTBa, CIIyO0bl, TPUI0OXKEHUS B KOTOPOM YCTaHOBJIEH
cepTuUKaT He JOCTYIIeH, TO corjlacoBaHieM oTKpbITHA CB obecneunBaeTt
BIIaJIeNIel] cepThuduKara)

e MexaHu3M MPOBEPKH CpOKa AEHCTBUS cepTU(UKATA U yBEJOMIIEHHE Blaeblia
ceptuduKaTa 00 OKOHYaHUU CPOKa €ro JeUCTBUS;

[Tposepka cpoka HedcTBHs cepTH(HUKATa MPOUCXOAUT C MEPUOJMYHOCTRIO | pas B
7 nHei.

B ciyuae eciu CpoK JAeHCTBHs cepTU(UKaTa UCTEKaeT, TO Blajenbly ceprudukara
110 JI.II0YTE BBIJAETCS YBeIOMJIEHHEe 00 OKOHYaHHH €ro CPOKa JIeHCTBH.

B cnyuae ecnu cepBuc (000pynoBaHKe) HAXOAATCS B SKCIUIyaTalluy, TO BIIaJEeL]
cepruduKaTa WHUIMUPYET [IEPEeBBINYCK cepTUduUKaTa, HCXoasAuas HH(OpMauus
nocrynaet B noanporecc «ObecrnedeHne TeXHONIOTHYECKUM CePTU(PHUKATOMY,

B ciyuae ecnu cepBuc (000pyLoBaHUE) BBIBEJEHO M3 SKCILTyaTalWH, BiaJelier
cepTuduKaTta MHULUMUPYET 3a7ady [0 aHHYJIMPOBAHMIO cepTUdHUKATa, HCXOAsIIAs
rH(pOpMaLUs MOCTYIAeT B ognpoLecc «BpIBOJI M3 SKCILTyaTallimy,

Jlis  aKTUBHOTO  CETeBOro  OOOpy[OBaHMs, IOMIEPKHUBAIOIIEI0  PEXUM
Autoenrollment, mnpoBepka cpoka AEHCTBHS CepTHU(UKATa IPOUCXOJUT HA CaMOM
obopyanoBanuu 6e3 yyactus TYLL,

B ciydae eciiu 10 OKOHUaHUS cpoKa AeHCTBUS cepTudukaTa octaercs meHee 20%
BpEMEHM OT OOIIEro Cpoka AeUCTBHs, TO 000pynoBaHHE (HOPMUPYET aBTOMATHYECKH
3aMmpoc Ha co3jaHue HoBoro ceprudukara. lanee ucxonsias na(GopManus nNocTynaeT B
noanpouecc «ObecrnevyeHre TEXHOJOTHIECKUMU CepTU(GHUKATAMM.

3.4.5 Ioanpouecc «BpIBOA U3 3KCIITyaTalUuK»

Bxoasias uHpopMalys nocTynaer u3 nopnpouecca «ObpaboTka obpaileHus»,
CBSI3aHHOT'O C COKpAlLlleHHUEeM IOITUCKH.

Bnanenen cepruduxara:
e (opMHupYyeT 3asBKYy Ha COKpallleHUe MOAIMCKH

OpraHuszanuy OTpaciu MOJAAIOT 3asBieHus cornacHo 1.3.4.1. Pabornuku AO
«"'punatom» menator C3 m3 katamora yciayr B CY MUT «07.11. 3ampoc oT3biBa
(anHynupoBanus) cepruduxara ot TYL»

Y 110IHOMOYEHHOE JIMIIO:
® COTJIaCOBBIBAET 3asBKY Ha COKpallleHUe TTOANUCKHY.

B cirydae eciu yrioJHOMOYEHHOE JINIIO He COIIacoBhIBAET COKpAIIEHHE MTOIHCKH
MCXOJIA11ast uHpopmanus TIOCTYTIaeT B TMOIPOLIECC «ObecneueHue
(YHKIIIOHUPOBAHUSIY;

Omnepatop TYLI:
® aHHYJIUPYET CepTU(]UKAT;
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CBeﬂ,eHHH 00 AHHYJIHPOBAHHOM cemebHKaTe 3aHOCHT B p€ECTP BbIAAHHBIX
CGpTH(l)HI{aTOB, Ha 3TOM IoAmnponece 3aKaH41uBaeTCA.

4. Tlopsiiok BHeCeHUsI U3MEHEHUH

BHecenue uzmenenuit (ononnenuit) B [lopsinok, a taxoke B [IpuinoskeHus kK Hemy,
MPOU3BOJUTCS TIOCPEICTBOM yTBepKIaeHust HoBod penaxkuuu Ilopsinka. Hosas Bepcus
Ilopsinka Becrymaet B cuity yepe3 10 (necsith) nHeit nocne my6iukauuu Ha caite KV

Bcee [Ipunosxenus, u3MeHeHUs U JIOTIOJIHEHUA K HacTosuieMy [lopaaky sasigrorcs
€ro COCTaBHOW U HEOTHEMIIEMOW YacTEIO.

5. KoHTposb ¥ OTBETCTBEHHOCTh

3a Hecoboaenue [lopsiaka OTBETCTBEHHBIE JIMLIA HECYT aIMUHUCTPATUBHYIO U
JUCHHUTITMHAPHYIO OTBETCTBEHHOCTh B COOTBETCTBUH C JEHCTBYIOIIUM
3aKOHOATEIbCTBOM.

3agBUTEJIb HECET OTBETCTBEHHOCTH 3a:

® COXPaHHOCTh TEpeaHHOro eMy cepTH(duKara, BBINYLIEHHBIH CEePTUOHUKAT
npefHa3sHaueH [UId MHCTAUIALMM B CUCTEMBI, YKa3aHHblE B IE€PBUYHOM
oOpalleHuH, repeada cepTu(UKaTa TPeTbUM JTUIAM.

Bnaneneu ceprudukara HeCET OTBETCTBEHHOCTB!

e 3a coxpaHHOCTh cepruduKara, 3a nepemady cepTuduxara JULaM, UMEHOILIUM
JIETUTUMHBIE OCHOBaHUs paboTaTh ¢ HUM;

® 3a OTCIEXHMBAHHE CpOKa JelcTBUs cepTUdUKaTa, M[PU YBEAOMIIEHUH 00
OKUIaeMOM HCTEUeHMsI CpoKa JeiicTBusi ceprudukara, o0s3aH MHULUHUPOBATH
MpoLiecc BbITycKa HOBOTO CepTU(UKATA.

® CBOEBPEMEHHO MHHUIMHPOBATH MPOIECC OT3bIBA cepTH(UKaTa, €CIIH IPUIOKEHHE
JJIE  KOTOPOro BBIMYCKaJCS CepTH(UKAT BbIBEACHO U3 MNPOMBIILICHHOM
IKCILTyaTaluH.

Omnepartop TYL] HecéT OTBETCTBEHHOCTE:

e 3a BbIa4y CepTHU(UKATA;

® 3a [iepefavyy BBIMYLIEHHOrOo cepTUQUKATa TOIBKO BIAJENblly CepBHCa
(mpunoxkeHus) A KOTOporo oH Obu1 3anpoieH. [lepenaya ceprudukarta TpeTbUM
nuIaM He nomyckaetcs. [lepenaua cepTudukara 3asBUTEIN0, OTKPBITEIM KaHAJIOM
CBSI3U HE JIOMyCKaeTCs;

® 32 KOpPPEKTHOEe BBINOJIHEHHE paboT B KOTOPBIX OCYILIECTBISETCS OT3bIB
ceprudukara,;

® 13a BejICHHME peecTpa BBIJAHHBIX CEpTU(MHUKATOB, NOCTOBEPHOCTh MH(OPMALIUK B
HEM.

® 33 KayecCTBO MPEAOCTABICHUS YCIyTH.




12

Menemxep yenyru TYL] HECET OTBETCTBEHHOCTD:

e 3a paborocnocobHocTs TYL] U BcioMoraTenbHBIX CEPBUCOB, 00eCneYrBarOILIMX
padoty TVYL] B kommnekce.

® 33 KOPpPEKTHYIO paboTy MexaHHW3Ma IPOBEpPKH CpoKa [eMCTBUS aKTHBHBIX
cepTU(UKaTOB;

® 33 KaYecTBO MPEJOCTaBIEHUs YCIyTH.




6. Cxewma npouecca «IIpenocrasnenue yciayr TYL»
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6.1 Cxema noanpouecca «O6paboTka obpareHus

1. O6paborka obpalueHuii
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6.2 Cxema noamnpouecca «Co3gaHue nogIUCKU»

2. Co3zpanue norcKm
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6.3 Cxema noamnpoiecca «ObecrieueHne TEXHOIOTHYECKUMHU CePTUPUKATAMMY

3. Obecneyerne TEXHONOIMUECKHMH CepTH(RHKaTAMU
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6.4 Cxema nommporecca «ObecnieueHre GyHKITMOHUPOBAHUA»

4. Obecnevenne PpyHKLMOHUPOBAHUS
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6.5 Cxema noanpouecca «BbiBog U3 dKCIITyaTalluU»

5. lNoanpouecc «BpiBoa U3 IKCIUTYaTALMI»
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7. IlepedeHb NpUIIOKEHUN

[Tpunoxxenue Ne 1: 3asiBneHne Ha oOecrieueHre TEXHONIOTHYECKUMH CepTU(QUKAaTaAMU s
ayTeHTUHKAUK B ceTH 1o cTanaapty 802.1x Ha ocHOBe cepTU(DHUKATOB

3asiBeHue Ha o0ecreyeHne TEXHOIOTHYECKUMH cepTUuduKaTaMu
U1 ayTeHTH(GUKauuK B ceTH 1o cTanaapty 802.1x Ha ocHOBe cepTH(UKATOB

« » 202 r

HAMMEHOBAHKE OPraHU3aLMK, BKIIOYAd OpraHi3alHOHHO-NIPABOBYIO (hopmy
B JIHIIE

JOMKHOCTR

(haMHnHA, UMA, OTUECTBO

I[ef"ICTByIOHICT‘O Ha OCHOBaHWH

IIPOCHT:
OGecreunTh TEXHOJIOIMYECKHMHU cepTiudHKaTaMHi cieaytolee o00opyaoBaHue:
Tun o6opynosanus u OC KonugectBo [Mopnepxka
Autoenrollment
I,
2
3.
4.
5' s
6.
2 -

OTBETCTBEHHBIC JIMLA OT 3asABHUTENA:

Homknocts, GHO

Padounii Tenedon Job. Ne MoBunbHbii Tenedon e-mail:

VYI0oTHOMOYEHHOE A0JIKHOCTHOE JIULIO

JlomkHoCTs M.IT, [Moanues H.O. Damunus
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Ipunoxenue Ne 2: 3asBleHHe Ha aHHYJINPOBaHHE cepTU(UKaTa

3asiBlIeHHE Ha aHHYJIMPOBaHUE CepTUPHUKATA

«_» 202 r

HAHMEHOBAHHE OPraHH3ALMN, BKIIOHAA OPraHH3aloHHO-TIPABOBYIO (JOpMY

B JIUIIC

hamunus, HMA, OTUECTBO

,I[eﬁCTB)’EOLHGFO Ha OCHOBaHHH

MIPOCUT aHHYJIUPOBATH CEPTUPHKAT(BI):

Ne n/n Homep ceprudukara

[IprynHa aHHYJIMPOBAHUS

O o L | ] i ) 2

9

10.

11,

12

13,

14.

YnoaHoMO4YeHHOE JOJIKHOCTHOE JIMLO

JlomkHocTs M.IL [Moanucs H.O. dbamunns
Otmetku TYL]
Otmerra Oneparopa TYLL / /
JlaHHble yKa3aHHbIE B 3asBIEHHH, TPOBEPEHDI.
Ceepienus 00 aHHYTHPOBAHUH CEPTHU(HKATA 3aHECEHBI B « » 202 T.

peectp TYL]
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[lpunoxenne No 3: 3asBieHHe Ha BBIIYCK CepTU(QHKATA TEXHOJOTHYECKUM
YI0CTOBEPSIOLIEM LIEHTPOM.

3asiBlIeHUE Ha BBIMYCK cepTUduKaTa
TEXHOJIOTHYECKUM ynocToBepstomeM neHTpoM AO «I punatom»

& » 202 r

HAHMEHOBAHHE OPTAHH3ALNK, BKIIOYAA OPraHu3alHOHHO-NPaBOBY) thopmy

B JIULE

JAOTAKHOCTE

(haMunus, UM, OTHECTBO

JeHCTBYIOLIEr0 Ha OCHOBAHUH
IIPOCHUT BBIMYCTUTH CEPTU(RHUKAT CO CIeAYIOUMMHU 1apaMeTpaMu:

Ioasn 3HaueHus
Nmsa cepruduxara (CN Common Name)

JonoanutennHble umena (Subject Alternative

Name) - nomkHbl GbITh BKIIOYEHBI BCe MMEHA, KOTOPbIE MOTYT
ObITh HCMONb30BaHEL, DNS nums.

[la6.a0n ceprndukara (CertificateTemplate) —
sapuanTel: Web Server, TAPM 802.1x, Custom

JononuurenbHas nHGOpMalus:

Mpuioxenne (cepsuc) — An8 (QYHKUHOHUPOBAHHS
KOTOPOTO0, 3alpolleH cepTH(UKaT

Email Baagenmbua ceprudukara (pPyKoBoaUTENb
paGoueii rpynmbel) — YyKa3bIBae€TCA  BIAlC/IbLEM
CEPBUCHOH MJIM TIPOCKTHOM TIPYIIBI  PACCHUIKH.
OnpepenseTcsi MEHEIKEPOM YCIIYTH.

OTBETCTBEHHBIC JIMLIA OT 3aSIBUTEIIA:
1.

Homknocts, DHO

PaGounii Tenedon 0B, Ne MobGunbHblii Tenedou e-mail:

Jlomxnocets, GHO

Pabounii Tenedion Jlo6. Ne MoGunbusiii Tenedoun e-mail:

YnonuoMoueHHOE JOJKHOCTHOE JIULO

JomkHoCTb M.IL [Moanuck H.0. damunns
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[punoxenne Ne 4: 3asBieHMe Ha BBITycK cepTudUKaTa ANs CHeLUalbHOW Y3 Ha
OTYYXIa€MOM HOCUTEJIe (CMapT-KapTe).

3asBjieHHe Ha BBIMYCK cepTuduKaTa Ui CrieUanbHoN Y3 Ha OTUYKIaeMOM HOCUTEITE
(cMapT-KapTe) TeXHOJIOr4eckuM yaocrosepstouieM HeHTpoM AO «I'punatom»

«__» 202 r

HaHMEHOBAHHE OPraHu3alliH, BKITKOYad OpraHu3alHOHHO-TIDAROBYIO (I)O])M}"

B JIMLIE

AMTKHOCTE

(hamMHInA, MMA, OTYECTBO
ﬂ,eﬁcmylomero Ha
OCHOBaHHH
IIPOCHUT BBINTYCTHTDL CepTH(]JHKaT Ha cMapT-KapTe CO CJICAYIOIUMH apaMeTpaMH.

[Moas 3HayeHuUsl
OUO nonp3oBarens

Email anpec ocHoBHOH Y3 nonp3oBaress
Wmst ocHOBHO# Y3 n0b30BaTeNs

Nms crielHaTH3upPOBAHHON 3
noJib30BaTess (MpUMep: gren-a-name)
[IpeoCcTaBUTh CMapT-KapTy U cepTU(UKAT (OTMETHTD I'aJlOUYKOMH):

B TexHOIOrH4eCcKOM YAOCTOBEPSIOIIEM LIEHTPE 110 ajipecy: a
r. Mocksa, 1-ii Hararuackuit np-a, 1.10, ctp.1

Cnyx6oit cnelnanbHOM cBsi3u mo aapecy* (ykasars agpec, ®PMO agmunucTparopa
Oe3zonacHOCTH 1 TenedoH):

*-kpome Mocksbl H MockoBcko# obnacTu

Bnanenen ceprudukara

[Moanucs H.0O. damunus

YomHOMOYEHHOE AOJIAHOCTHOE JIHIIO

JOmKHOCTE M.I1 [loanucs H.O. ©amunna
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[Mpunoxenue Ne 5: 3asiBieHre Ha BBITYCK cepTUdUKaTa IS TOb30BaTENbCKONH Y3 Ha
OTYY’KJaeMOM HOCHUTeNe (CMapT-KapTe).

3asBneHue
Ha BBIIYCK cepTU(dUKaTa AJIs 101b30BATEIBCKON Y3 Ha 0TUYXK1aeMOM HOCHUTEIe
(cMapT-KapTe) TEXHOIOMMYECKUM yaocToBepstoem HeHTpom AQO «I'puHaTom»

«__» 202 r

HAHUMEHOBAHHE OPraHy3aliy, BKITIOYAA OPradi3allHoHHO-NIPaBoBYIO (thpM)’

B JIKLIE

JOMKHOCTE

thamunus, MM, OTYECTBO

,[LBI:ICTB)’IOIU,CFO Hda OCHOBaHHH
[MPOCHUT BBINYCTHTDL CepTH(bHKaT Ha cMapT-KapTe co CISOYIOIUMH IapaMeTpaMH.

=]
=
S
=

OHO nons3oBaTels M5 yyeTHOM 3anucH

ool bl =Y Bl ol Rl [Nl Rl -

O

10.
[IpenocTaBUTh CMapT-KapTy U cepTUdHKaT (OTMETUTD AIOYKOH ).

B TexHoJIOrHYecKOM YAOCTOBEPSIOIEM LEHTPE 110 aIpecy:

r. Mocksa, 1-it Haratuackuii np-j, 1.10, ctp.1

Cnyx6oit crenmanpHON cBs3u mo aapecy® (ykasare aapec, ®UO anmuHHCTpaTopa
6ezonacHocTy ¥ Tenedon):

*_kpome r.Mockesl H MockoBCKo# 06nacTi

OTBeTcTBEHHOE JHIO OT 3asBuTens (Ab):

Homknocts, PHO

PaGounii Tenedon Jo6. N e-mail:

VIOIHOMOYEHHOE JOJIKHOCTHOE JIHIIO

JlonxHoCTb [Moanucs 1.0, bamunua
M.II.
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