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1. Haznayenue u 00J1acTh NPUMEHEHHUS

1.1. Hactosimuit  [lopsimok  mpuUMEHEHUs YCWICHHOM KBaM(UIIMPOBAHHOM
aneKTpoHHOM noanucH (nanee — [opsaok) pa3padoTaH ¢ LEIsIMUA YCTaHOBJICHUS MOPSIKa
UCIIOJIb30BAHUSL  YCUJIICHHOW KBaJU(UUIMPOBAHHON JJIEKTPOHHOM TOMANUCH TPHU
OCYULIECTBJIEHUU JIEKTPOHHOTO IOKYMEHTOO00POTa MEXK/TY YHACTHUKAMHU AJIEKTPOHHOTO
B3aUMOJICHUCTBUA B COOTBETCTBUU ¢ DenepaibHbIM 3ak0oHOM 0T 27.07.2006 . No149-D3
«O0 wuHdopManuu, WHOOPMAIMOHHBIX TEXHOJOTHSAX M O 3alluTe HHPOpMaLUNy,
®enepanbubiM 3ak0oHOM 0T 06.04.2011 1. Ne63-d3 «OO6 37EKTPOHHOU MOAMUCKY,
apyrumMu  (denepaibHBIMA 3aKOHAMH ¥ TPUHUMAEMBIMA B COOTBETCTBUU C HUMH
HOPMATUBHBIMU MPABOBBIMU aKTaMH, PETYJIUPYIOIIMMHU OTHOIIEHUS, BOSHUKAIOUIUMHU B
chepe nabopmari, THPOPMAITMOHHBIX TEXHOJIOTUN U 3aIUTH HHPOPMAIIHH.

1.2. Tlopsigok ompenenser oO0s3aTenbHbIE AN HCIONb30BaHUS IpaBUiIa MpH
WCITOJIb30BAaHUN KBaTU(UIIMPOBAHHON AJIEKTPOHHOW TMOAMUCH TPHU OCYIIECTBICHUN
AJIEKTPOHHOIO B3aUMOJICHCTBUS C TMOMOILNBIO JHOOOM JOKYMEHTHOW CHCTEMBI,
uHTerpupoBanHoi ¢ [lnmardopmoit noBepeHHbIX cepBUCOB ['ockopnopanuu «PocaTom.

1.3. YUacTHUK 5JIEKTPOHHOIO B3aWMOJCWUCTBUS, [0 Hayaja HCIOJb30BaHUS
KBUIM(PUIIUPOBAHHONW DJIEKTPOHHON MOAMMUCH, O00s13aH O3HAKOMHUTHCS C JIaHHBIM
[Topsigkom.

1.4. Cobmonenue Ilopsimka sBisercss 00s3aT€NbHBIM 11 TPEINPUSTHIN/
OpraHu3alMi, HUCMOJIB3YIOUUX ABTOMATU3MPOBAaHHBIE MH(POPMALMOHHBIE CHCTEMBI, B
KOTOPBIX TMPUMEHSIOTCS CEepTU(PHUKATHI KIIIOUYEH MPOBEPKU DIIEKTPOHHBIX TMOJIUCEH,
co3naBaeMble  KopropaTHMBHBIM  yAOCTOBEpSIOIIMM  LEHTpoM l'ockoprnopanuu
«Pocarom».

1.5. OtBeTcTBEHHBIM 3a akTyanuzanuio [lopsiaka U KOHTPOJIb €ro MCIOIHEHUS
B COOTBETCTBUU C TpeOoBaHusiMU [lOJOKEHHUS O CHCTEME perJaMeHTHUPYIOIINX
nokyMeHTOB ['ockopmopammu  «Pocatom»  sBisgercs aupekrop [lemapramenra
o UHPOPMALIMOHHBIM TeXHOJoTusIM AO «I'puHaTom».

1.6. AktyanbHas BEpCUs ITopsanka pa3MeleHa o azpecy:
https://crypto.rosatom.ru.

2. TepmuHbI, COKpalieHNs1 1 A00peBUATYPbI
2.1. TepMHHBI U OIPEAECTICHUS
Tepmun Onpenenenue

AHHYJINPOBAaHHBIN Ceprudukar Kio4ya MPOBEPKU IIEKTPOHHOW TOAIMUCH, JIEHCTBHE
cepTU(UKAT KJIF0Ya MOAMUCH | KOTOPOrO MPEKPAILEHO B CBSI3H C:
UCTEUYEHHEM CPOKa €T0 ACUCTBHUS;
NOJIy4EHUEM 3asIBJIIEHUS OT €ro BJIaJIeJIbLa;
BCTYIIJIEHUEM B CUIIy PELICHUA CylIa, BICKYIIEr0 aHHYIUPOBAHHE
ceptuduKara;
IpEeKpalleHueM JesTeIbHOCTU Y JOCTOBEPSIOIIEr0 IeHTpa 0e3
nepexoza ero pyHKIUil Jpyrum Junam;

AQHHYJIMPOBAaHUEM KBaJTM(UIIUPOBAHHOTO cepTuduKaTa
Y 10CTOBEPSIONINM LIEHTPOM.
Bnanenen ceprudukara JIuno, xoropomy B coorBercTBUU ¢ (DenepalbHbIM 3aKOHOM OT
KJIFOYa TPOBEPKH 06.04.2011 r. Ne 63-®3 «O06 a51eKTpOHHOM MoANIMCHY, PermamenTom

JIEKTPOHHOU MTOAIIUCHU V11 co3nan cepTuduUKaT KJItoya MPOBEPKHU JICKTPOHHOM MOAMHUCH.




JlokymMeHTHas cucrteMa

KopnoparusHast/nokansHas UH(POPMALIMOHHAS CUCTEMA,
WHTerpupoBaHHass ¢ [lnatrdopmMol  JOBEpPEHHBIX  CEPBHCOB
l'ockopnopanuu ~ «Pocarom»,  npepocTaBisioniass — CEpBUCHI

YIPAaBICHUS JJIEKTPOHHBIMU JTOKYMEHTaMH C BO3MOXKHOCTBIO
NOJIUCAHUS KBaTH(PHUIIMPOBAHHON/HEKBATH (UL POBAHHOMN
AJICKTPOHHOM TIOJIMHUCSIMH TIOCPEICTBOM cepBHCOB I[lmaTdopmbl
JIOBEPEHHBIX cepBUCOB I 'ockopnopanuu «Pocatomy»

KpanudumpoBanHbIi
cepTuduUKaT KIr04Ya IPOBEPKHU
ANEKTPOHHOU MOJIHUCH

Ceprtudukar  Kimoua  TPOBEPKH  DJIEKTPOHHOW  TOIIMHCH,
COOTBETCTBYIOLIMI TpeOOBaHUSAM, YCTaHOBIEHHBIM DenepanbHbIM
3ak0oHOM OT 06.04.2011 1. Ne63-D3 «O0 31eKTPOHHOUN MOAHCHY U
HWHBIMHU TIPUHUMACMBIMU B COOTBCTCTBHU C HUM HOPMATHBHBIMU

NpaBOBBIMH  aKTaMH, M  CO3JaHHBIH  aKKPEAWTOBAHHBIM
YIOCTOBEPSIONIMM  IIEHTpOM JHOO  (enepaqbHbIM  OpraHOM
UCTIOTHUTEIIFHONW ~ BJAaCTH,  yHNOJHOMOYEHHBIM B cdepe

UCIIOJIb30BAHUS 3JIEKTPOHHON MOAMKCH, U SIBIISIOIIMICS B CBSI3HU C
9TUM OUIIHATBHBIM JJOKYMEHTOM.

Kirou mpoBepku
ANEKTPOHHOU MOJAIUCH

YHUKanbHAs  [OCIEAOBATEIBHOCTh  CUMBOJIOB,  OJHO3HA4HO
CBSI3aHHAs C KJIIOYOM DJIEKTPOHHOM NOJIUCH M NPEAHA3HAYCHHAs
JUI TIPOBEPKM TOAJMHHOCTU 3JEKTPOHHOM moamucu (nanee —
IIPOBEPKA MIEKTPOHHOMU MOAIMHUCH).

Kirou anexTpoHHOM oanucu

VYHuKanbHasi MOCIEI0BAaTEIbHOCT CHMBOJIOB, IpeIHAa3HAYCHHAs
JUTSL CO3aHMSI DJICKTPOHHOM TOJIITUCH.

[Tnardopma noBepeHHBIX
cepBHCOB ['ockopriopanuun
«Pocarom»

ABTOMaTH3UPOBAHHAA nH(pOpMaLMOHHAS CUCTEMA,
npelHa3HayeHHas: 1Ji1 KOMILJIEKCHOM aBTOMAaTH3allud IMPOLIECCOB
yIpaBJIEHUS KIIOYaMU 3JIEKTPOHHOM MOINMHCH U cepTU(dUKaTaMu
KJIIFOYEH TIPOBEPKH DJIEKTPOHHOM TOAMUCH, NPEAOCTaBICHUS
CEpBHUCOB YyJAJIEHHOIO TMOJANUCAHMS 3JIEKTPOHHBIX JIOKYMEHTOB,
IPOBEPKU DJIEKTPOHHOM TMOJMHCH, U CEPBUCOB YIPABIICHUS
CpeACcTBaMU Kpunrorpaduyeckoi 3amuThl HHPOPMALIUU

Pernament KopnoparusHoro
YJIOCTOBEPSIOLIETO LIEHTpa
INockopnopanuu «Pocarom»
(Y mocromepsitomero 1neHTpa
AO «I'punarom»)

OCHOBHOM  pyKOBOIAIMK  AOoKymMeHT  YII,  oTpaxarommuii
0053aHHOCTH YYaCTHUKOB JIEKTPOHHOTO B3aUMOJICHCTBUS U YJICHOB
rpynnbl aAMUHUCTPATOPOB B YaCTH BbLIAYM cepTU(dUKaTa Kiroda
IPOBEPKH HIIEKTPOHHOH moxanucu Ilonbp3oBarensiM, NpPUHSATHIE
dbopMaTel JaHHBIX, a TaKKE€ OCHOBHBIE OPraHU3alMOHHO-
TEXHUYECKHE MEPONpUATHS, HEO0OXoaumble s 0e30MacHOro
dbyakunonupoanus Y1 (omyGimkoBaH Ha crypto.rosatom.ru).

Peectp ynocrosepstomiero
HEHTpa

Habop noxymentoB Y1 B anexTpoHHOH n/unu OymaxkHOU (opme,
BKJIIOYAOLIHH CIeTyIONyI0 HH(POPMALIHIO:
peecTp 3asBJICHUN HA perucTpanuio B YII;
peecTp  3aperHCTPUPOBAaHHBIX  YYaCTHHKOB
B3auMoaencTrus Y1I;

peecTp 3asBOK Ha M3roToBJIeHUE cepTrduKaToB B Y1I;
peecTp 3asBIEHHM Ha M3TOTOBJICHHUE CEPTH(PHUKATOB
IIPOBEPKHU IEKTPOHHOM MOIIUCH;

peecTp 3asBIECHUN Ha aHHYJUMpOBaHUE (TNpPEKpalleHHUE AECHCTBUS)
CepTU(PHUKATOB KIIF0Ya IPOBEPKHU AIEKTPOHHOMN MOANHUCH;

peecTp 3asABJICHUI Ha MOATBEPXKAECHNUE MOJITMHHOCTH JIEKTPOHHOM
MOJIUCH B DJIEKTPOHHOM JTIOKYMEHTE;

peectp cepTu(UKATOB KIIFOYA TPOBEPKH IEKTPOHHON MOIIHCH;
peecTp M3rOTOBIEHHBIX CIMCKOB OTO3BaHHBIX CEPTH(PHUKATOB
KJIIOUEH NPOBEPKHU IIEKTPOHHOU MOAIHUCH.

AJIEKTPOHHOTO

KJIrO4a




Ceprudukar kiroya mpoBepKH
3JIEKTPOHHOUW MOAMUCH

DNEKTPOHHBIA JOKYMEHT WJIH JOKYMEHT Ha OyMa)XHOM HOCHUTEIE,
BbIJIaHHBIE yJOCTOBEPSIOUINM LEHTPOM JHOO TOBEPEHHBIM JIMIIOM
YIIOCTOBEPSIOLIET0 LIEHTPa U MOATBEPKAAIOIINE MPUHAJIEKHOCTh
KJIF0Ya MPOBEPKHU 3JIEKTPOHHOM MOIIHMCH Bialelblly cepTH(HUKaTa
KJII0Ya POBEPKH JIEKTPOHHOM MOAIHCH.

Cnyx6a aKTyaJTbHBIX
CTaTyCOB CEpTHU(PHUKATOB

Beb-cepBuc  YmocroBepstomero  IieHTpa,  00eCIeYHBAIOIIHI
uHpopmupoBanue [lomp3oBaTeneil Y moCTOBEpSIOWIET0 HEHTpa O
CTaTyce CepTU(PUKATOB KIIIOUEH MPOBEPKH IEKTPOHHOM MOAMUCH
nocpeAcTBOM peanuzanuu nporokosga OCSP.

Cnyx0a mrTamMmnoB BpeMeHH

Beb-cepBuc  YnmocroBepsitomero  IieHTpa,  00eCIeYHBAOIIHI
HpeI[OCTaB.HGHI/IG I[OBepeHHBIX MCETOK BpeMeHI/I HOCpe,Z[CTBOM
peanuzanuu nporokosa TSP mna I1JIC mo 3ampocam ydacTHUKam
AJIEKTPOHHOT'O B3aWMOJCHCTBUS TpU paboTe B JIOKYMEHTHBIX
CHCTEMax.

CpencrBa
KpUNITOTpapUIeCKON 3aIUThI

uHpopmaruu

CpenctBa mm¢ppoBaHUS - ammaparHele, NOpPOrpaMMHBIE U
MporpaMMHO-anmapaTHpie MUGPOBATbHBIE (KpUNTOTpaPUIECKUe)
CPEACTBA, pEAIM3YIOIIHE  AJITOPUTMBI  KPUMITOTPaPHUECKOTO
npeoOpa3oBaHusi HHGOPMAIIMU JIJIsI OTPAaHUYCHUS JOCTyIa K HEld, B
TOM YHCJIE IIPU €€ XpaHEeHUH, 00paboTKe U repeaaye;

CpeACTBa HMMHTO3AIIUTHl - amMlapaTHble, MPOTPaMMHBIC H
IporpaMMHO-anmnapaTHble MUQPpOBaIbHbIE (KpUNTOrpaduvecKue)
cpencTBa

(32 HMCKIIIOYECHHEM  CpeICTB  MM(POBaHUA), peaTU3yIOIIHe
QITOPUTMBI KpUNITOTpadUUECcKOro mpeodpaszoBaHus HHGOPMAITUH
JUISL €€ 3alUThI

OT HaBSI3bIBAHUS JIOXKHOW WH(POPMAIIMHU, B TOM YHUCIIE 3AIIUTHI

0T MOAU(DUIIHPOBAHHUS, TSI 00ECTICYCHUS €€ JOCTOBEPHOCTH

U HEKOPPEKTUPYEMOCTH, a TaKXe O00eCredeHUs: BO3MOXKHOCTH
BBIABJICHUSI ~M3MEHEHUH, WMUTAlMK, QalbCUPUKAUN  WUIIH
MoauuIIMpoBaHUs HH(DOpMAITUH;

CpECTBA DJIEKTPOHHOM IOIIUCH;

CpeACTBa KOJUPOBAHHUS - CPENICTBA MU(POBAHUS, B KOTOPHIX YacCTh

KpUNTOrpadguyeckux npeoOpa3oBaHuit uHpOopMaIuu
OCYIIECTBIIICTCS C HCIIOIB30BAHMEM PYYHBIX OIEpanuil WM ¢
UCTIOJIb30BaHUEM aBTOMAaTH3UPOBAHHBIX CpPEICTB,

NpeHa3HAYSHHBIX JJIs1 BBITOTHEHHS TAaKUX ONEpaIni;

CpeACTBAa M3TOTOBJCHHUS KIIOUEBBIX JOKYMEHTOB - alllapaTHbIE,
pOTrpaMMHBIE, POTpPaMMHO-aIapaTHbIE mmdpoBaIbHBIC
(kpunTorpaduuecKkue) cpencTBa, 00eCreurnBarone BO3MOXKHOCTh
W3TOTOBJICHHUSI  KJIFOYEBBIX JIOKYMEHTOB ISl  IIH(POBAIBHBIX
(kpunTorpadMUecKux) CpeACTB, HE BXOAAIIME B COCTaB ITHX
MU GPOBATHHBIX (KpUNTOrpaduIECKUX ) CPEICTB;

KJIIOUYEBbIE JTOKYMEHTBI - O3JEKTPOHHBIE JOKYMEHTHI Ha JOOBIX
HOCUTENISIX WHPOpPMAlWU, a TakKe TOKYMEHTHl Ha OyMaKHBIX
HOCHUTEIISIX, COJIpKAIUe KIIFOYEBYI0 HH(POPMALIUIO OTPAHUYSHHOTO
JIOCTYTIA 7151 KpUOTOrpaduyecKoro mpeoodpa3zoBanus HHGOPMAITIH C
UCTIOJIb30BaHUEM aJITOPUTMOB KpHUITOrpadguuecKoro
npeoOpa3zoBanusi uHbopmaruu (Kpunrorpaguueckuii  KIro4) B
mrpoBaTbHBIX (KpUNITOrpauIECKUX) CPEICTBAX;

anmapaTHeie mudpoBaibHbIe (KpunTorpadguueckue) cpeacTBa -
YCTPOMCTBA M HX KOMIIOHEHTBHI, B TOM WYHCIE COJEpXKallue
KJIIOYEBYI0  HMH(OpManuio, O00ECIeUYnBaIONie  BO3MOXKHOCTH




npeoOpazoBaHrs WHPOPMAIIUU B COOTBETCTBUU C AITOPUTMAMHU
kpunrorpadgudeckoro  mpeoOpazoBaHuss ~ mHbopmaruu  Oe3
UCIIONIb30BAaHUsI TMPOTPAMM JJIsi SJEKTPOHHBIX BBIYUCIUTEIBHBIX
MaIlliH;

nporpaMMHbIe IU(POBaIbHBIE (KpUNTOrpaduyeckue) CpeacTna -
POTPaMMBI JUIST AJIGKTPOHHBIX BBIYMCIMTEIBHBIX MAIlUH H HUX
4acTd, B TOM 4YHCIE COJEpXKallue KIYeBYI0 HH(POpPMAIHIO,
obecreunBaroe BO3MOXXHOCTh ITpeoOpa3zoBaHus WHGOPMAIK B

COOTBETCTBUU c ITOPUTMaMHU KPUNTOTpaprUECKOro
npeoOpa3zoBanusi  WH(OpMalMu B MPOrpaMMHO-aNMapaTHBIX
mrpoBaTbHBIX (xpunTorpauIecKuXx ) CpEICTBAaXx,

MHQOPMAlMOHHBIX ~ CHCTEMaX M  TEJICKOMMYHHMKAIMOHHBIX
cUcTeMax, 3allMIICHHbIX C MCIOJb30BaHHEM HIM(PPOBAIBHBIX
(kpunTorpadUuECKHX) CPEJICTB;

IporpaMMHO-aNnapaTHble MUQPpPOBaIbHbIE (KpUNTOrpaduvecKue)
CpeiCTBa - YCTpPOIMCTBAa M WX KOMIIOHEHTHI (32 HCKJIIOYEHHEM
UH(POPMALIMOHHBIX CHUCTEM M TE€JICKOMMYHUKALIMOHHBIX CHCTEM), B

TOM quclie CoJIepIKaIue KITFOUEBYIO uH(pOpMaIIHIO,
obecreunBaroIe BO3MOXXHOCTh ITpeoOpa3oBaHus WHGOPMAIMK B
COOTBETCTBUU c AITOPUTMAMHU KpunTorpaduueckoro

npeoOpazoBanrsg MHGOPMAIMU C KCIIOJIB30BAHUEM MPOTrpamMM s
AJIEKTPOHHBIX BBIYMCIUTENLHBIX MAIIWH, MPEIHA3HAYCHHBIX IJIs
OCYIIECTBIICHUS 3TUX NpeoOpa3oBaHmii HH(GOPMALIUY WK UX YaCTH.

CpenctBo IIEKTPOHHOMN

MHOIIHUCHU

[udpoBanbHoe (Kpunrorpaguueckoe) CpeacTBO, HCIOIb3yeMbIe
JUTSL peanu3aluu XOTs OBl OJAHOW W3 CIeAyromuX QYHKIUH —
CO3JIaHUe JICKTPOHHOH MOAMUCH, TPOBEPKA JIEKTPOHHOM MOIIHICH,
CO3MaHME KIII0Ya OJJICKTPOHHOW TOANMUCH U KJII04Ya MPOBEPKU
3JIEKTPOHHOM MOJMKCH.

Y 10CTOBEPSIOLIUI LEHTP

Axmmoneproe obmectBo  «I'puHatom» (AO  «'puHATOMY),
ocylIecTBIsAoNIee (PYHKIMH IO CO3/AaHUIO U Bblade cepTU(UKATOB
KJIIOYEH IIPOBEPKU DJIEKTPOHHBIX IIOANMCEH, a TaKKe HHBIC
¢yHkuuu, npegycMorpeHHble  denepalbHBIM - 3aKOHOM — OT
06.04.2011 Ne 63-®3 «O0 371eKTPOHHOH MOATIHCHY.

JIumo, 3apeructpupoBanHoe B YI[ AO «I'punatom» B
ycTaHoBieHHOM PernmamenTom KopnopaTuBHOTO yIOCTOBEPSIOIIETO

YuacTHUK 3JIEKTPOHHOTO

B3aUMOEHCTBHS nentpa ['ockopropamuu «Pocarom» (Y aI0CTOBEpSIOMIET0 IEHTpa
AO «I'puHaToM») MNOpsSAKE, NEPCOHAIBHBIE JaHHbIE KOTOPOIO
yKa3aHbl B cepTH(UKATE KIH0Ya IPOBEPKU JIEKTPOHHOH MOAIUCH.

[Hramn BPEMEHU | DIEKTPOHHBIN JOKYMEHT, OANNCAHHBINA AJIEKTPOHHOM MOANHUCHIO U

3EKTPOHHOTO JOKYMEHTA

YCTaHABJIMBAIOIIUHN CYIIECTBOBAaHUE OMPEICIEHHOTO JIEKTPOHHOTO
JIOKYMEHTa Ha MOMEHT BPEMEHH, YKa3aHHBIN B MITAMIIC.

DJIEKTPOHHAs MOJNKUCh

Nudopmanuss B 37eKTpoHHON (opme, KOTopasi MPUCOCIUHEHA K
apyroii uH(OpManMK B SJIEKTPOHHOH ¢opme (IoamMCHIBaeMOM
nH(OpMaIMK) WK UHBEIM 00pa30M CBs3aHa ¢ TaKOW MHGpOpMaIuei
U KOTOpas  HCIONIb3yeTcsa U OIpeleNieHus  JIuIa,
TIO/IIMCHIBAIOIIETO HH(OPMAITHIO.

ONEKTPOHHBIN TOKYMEHT

3adukcupoBaHHass ~Ha ~ MaTepHAJbLHOM  HOCHTENE  IIyTeM
JTOKYMEHTUPOBaHUS UHGOPMAIUS ¢ PEKBU3UTAMU, TO3BOJISIOIIUMU
OTIPENIeNIUTh TaKyto UH(OPMAIIHIO, IPEICTABICHHAS B 3JICKTPOHHOM
dbopme, TO ecThb B BUE, IPUTOJAHOM JIJISI BOCIIPUSTHS YEIOBEKOM C
VICIIOJIb30BAaHUEM 3JIEKTPOHHBIX BBIYMCIUTENBHBIX MAIUH, & TAKKE




JUISE  Tepeadd 1Mo  HHQPOPMAIMOHHO-TEICKOMMYHUKAIIMOHHBIM
ceTsIM Uiau 00paboTKH B MH(OOPMAITMOHHBIX CUCTEMAX.
Cryptographic Message | Cranapapr, onpeesomui dbopmar u CUHTAKCHC
Syntax KpUNITOTpaUIEeCKUX COOOIICHUIA.
Online  Certificate  Status | [IpoTokon ycTaHoBieHUs cTaTyca cepTu(dUKaTa OTKPHITOrO KIII0ua,
Protocol peanmu3zyromuii RFC 2560 «X.509 Internet Public Key Infrastructure.
Online Certificate Status Protocol — OCSPy.
Time-Stamp Protocol [IpoTokon nmonydeHus mrammna BpeMenu, peanusyronmid RFC 3161
«Internet X.509 Public Key Infrastructure Time-Stamp Protocol
(TSP)».

B Ilopsinke uCHONIB3YIOTCS TEPMHUHBI, ycTaHOBJIEHHbIE DenepaabHbIM 3aKOHOM
ot 06 ampens 2011 roga Ne 63-D3 «O0 371€KTPOHHOU MOITTUCH.
2.2. CokpallleHHs1, UICII0JIb3YEMBbIE B IIEJISIX JAHHOTO IOKYMEHTA, U pacIiIu(POBKH

Tepmun Onpenenenue

Ceprudukar KpanudunupoBanuelii cepTu(uKaT KIr04a MPOBEPKH SJICKTPOHHOM
HOJIHCH

ITAK [IporpaMMHO-annapaTHblii KOMIUIEKC

I1J1C [TnaTdopma nosepenHbIx cepBrucoB I'ockoprioparuu «Pocatom»
Permament Kopmopatusaoro YIOCTOBEPSIOIIETO LIEHTpa

Pernament Y1 ['ockopriopammu ~ «Pocatom» (Y moctoBepsitoniero  mertpa  AO
«I'punaromy)

Peectp V1] PeecTp ynocToBepsroniero neHTpa

CK3H1 CpencTBo Kpunrorpaguyecko 3amuThl HHGOpMALIUU

VI Y nocToBepsrOmnid LIEHTP

o1 DJIEKTPOHHBIN JOKYMEHT

oIl DJIEKTPOHHAs MOANNCH

CMS Cryptographic Message Syntax

CRL Certificates Revocation List

OCSP Online Certificate Status Protocol

TSP Time-Stamp Protocol

3. O0s13aHHOCTH Y4YACTHUKA 3JIEKTPOHHOI0 B3aMMOAeCTBUA

3.1. Y4acTHHK 3JIEKTPOHHOI'O B3aUMOICUCTBUS 00s3aH:

CJe0BaTh MOJOKEHUAM Hactosero [lopsaka;

ucnosibzoBath kimoun Il u  coorBerctByromue um Ceptudukarsl A
noanucanus/mudposanus I B JOKYMEHTHBIX CUCTEMAX;

s popmupoBanus Ol mpuMeHsTh ToJIBKO AedcTByrommi ko4 DIl wu
cooTBeTcTByOmUN emy CepTudukar;

o0ecnevnTh COXPaHHOCTh B TalfHE U 3aIIUTY OT HECAHKIIMOHUPOBAHHOTO JOCTYyMa
NEPCOHANBHON ayTeHTU(PUKAIIMOHHON HWHGOpMalUuu A I0CTyna K JOKYMEHTHOM
cucTeMe u JJu4Homy kirouy IlI;

IpY KOMIIPOMETAIINH JINYHOU KITF0UE€BOM HH(DOPMALINY WK ayTeHTU(DUKAITIOHHOM
uHbOpMallMl HEMENJCHHO NPEKPAaTUTh €€ HCIOJNb30BaHUE, PYKOBOJACTBOBATHCA U
co0JIIO1aTh TTOPSOK BHITIOTHEHUS JICUCTBUM, ycTaHOBIEHHbIN Pernmamentom Y11,



4. YaocroBepsomuii HeHTPp M cepTUGUKATBHI  KJIKYed NPOBEPKHU
3JIEKTPOHHBIX MOAMUCEH

4.1. Y nocToBepsAIOMIMM LEHTPOM, co3aatouuM CepTU(PUKATHI 1151 UCTIOIb30BAHUS
B JIOKYMEHTHBIX  CHCTE€Max, SBJSETCS  akKKpeauToBaHHbIM  KoprnopaTuBHbIN
yaoctopepstomuit neHTp ['ockopnoparuu «Pocatom» (AO «I'punatom»).

4.2. lns TnpUMEHEHHS] B JIOKYMEHTHBIX CHCTEMax MOTYT HCIOJIb30BATHCS
Ceptucdukarpl, co3laHHble TOJbKO KOpHOpaTUBHBIM YAOCTOBEPSIOMIUM ILIEHTPOM
['ockopnopaunu «Pocatom» (AO «I'puHaTOM»).

4.3. Ilopsimok co3maHusi, BblAauuM M TpekpamieHus nerctus CepTudukaTos
onpenesiercs Pernamentom Y11,

4.4. UnentuduxanionHsle AaHHble, 3aHeceHHble B mone «CyOnexT» («Subject
Name») Ceptudukara uaeHtuguuupyoT Branenbia ceprudukara Kioua MpPOBEPKU
AIIEKTPOHHOM TOJIMUCH U COOTBETCTBYIOT MACHTU(DUKAIIMOHHBIM JaHHBIM Branenbiia
cepTuduUKaTa KJtoua NPOBEPKU AIEKTPOHHOM MOINUCH, 3aPETUCTPUPOBAHHBIM B pEECTpe
VY nocToBepsAOIIero HeHTpa.

4.5. 1ns onpenenenus craryca Ceprudukara UCHOIb3YETCS CIIMCOK OTO3BaHHBIX
cepTudUKaTOB, U3AaBaeMblii U myonukyeMmbid Y1 B mopsike M ¢ MepUOJUYHOCTHIO,
omnpenensiembiMu Y11,

4.6. MectoM myOnMKalMyd CHUCKOB OTO3BAaHHBIX CEPTU(PUKATOB MPUHUMAETCS
aapec MH(GOPMAIMOHHOIO peEcypca, OINpeAeNieHHbIH B  paciuupeHun «Touku
pacnpoctpanenusi cnuckoB otr3piBa (CRL)» («CRL Distribution Pointy) (OID -
2.5.29.31) ceptudukara KIro4a MOIUCH.

4.7. Ins ompenenenus cratyca CepTudukara TakKe MOXKET HCIOJIb30BaAThCS
Cnyxx0a akTyaldbHBIX CTaTyCOB CePTHU(HUKATOB (B TOM CIIydae, €CIM CEPBUC YKa3aHHOM
Cayx06b1 penoctasisiercss Y poctosepsomuM neHTpom win [1J1C) u enunas cucrema
uaeHtudukanuu u ayrentudukanuu Poccuiickoii @eneparui.

5. CpeacrTBa 3J1€eKTPOHHOM MOANMCH

5.1. B xauectBe cpeacts DI, obecneunBaronux peanu3anuio QyHKIUN co3qaHus
u nposepku III ¢ ucnonp3zoBanuem kioda I11, 1oKkHBI UCTIONb30BaThCA cpeacTra Jll,
UMEIOIIME  TOATBEPXKJICHUE COOTBETCTBUSA  TPEOOBAHHUSM, YCTAHOBJICHHBIM B
COOTBETCTBHUH C TpeOOBaHUSIMHM 3aKOHOIaTeNbcTBa Poccuiickoit deaepanum.

5.2. Ucnonp3oBanue cpenacrea Il JT0MKHO OCYHIECTBISATHCS B COOTBETCTBUU C
TpeboBaHusIMU (HOPMYJISIpa U IKCIUTyaTAIlMOHHONW TOKYMEHTAIlMd Ha JTAaHHOE CPEICTBO
OIl.

6. D1eKTPOHHBIE TOKYMEHTHI, NOANNCbIBAeMble 3J1eKTPOHHON MOANMUCHIO

6.1. YyacTHUK 3JIEKTPOHHOIO B3auMoaeicTBus Biipase D/ moanucsiBats JI1.

6.2. OJI, mnomnucanneie Oll, mNpuU3HAIOTCA pPaBHO3HAYHBIMH JOKYMEHTAaM,
NOJANMKUCAHHBIM COOCTBEHHOPYYHON MOJANMKCHIO B ClIy4yae BBIMOJIHEHUS BCEX YCJIOBUH
paBHO3HauHOocTH OJI, moamucanHoro OII, mokymMeHTy Ha OyMa)XXHOM HOCHUTENE,
NOANMUCAHHOMY COOCTBEHHOPYUYHOM MOJIHUCHIO.

6.3. OJ1 u ero DIl B 1OKyMEHTHOH cUCTeMe MpeaCcTaBsitoTes B Buae daitnos. D1
MOXET OBbITh, KaK OTKPEIUICHHOM (B BHJE OTJEJIbHOro (haiiyia), Tak U MPUKPEIICHHOM.
[Tpu sTom oTkperenHas D11 npeacrapisercs B BUAE KpUnrorpaguueckoro cooOeHus,



¢dopmart kotoporo onpenenserca RFC 3852 «Cryptographic Message Syntax (CMS)», ¢
y4eToM ucnojib3oBanus kpunrtorpadpudeckux anroputmo ['OCT P 34.10-2012, 'OCT
P 34.11-94 B cootBetcTBHM ¢ RFC 4490 «Using the GOST 28147-89, GOST R 34.11-94,
GOST R 34.10-94, and GOST R 34.10-2001 Algorithms with Cryptographic Message
Syntax (CMS)».

6.4. ®opmatsl D1 onpeaenstoTcs JOKYMEHTHOM CUCTEMOIA.

7. llopsinok ¢popMuUpoOBaHUS U MPOBEPKH FJIEKTPOHHOU MOANMUCH

7.1. ®opmupoBanne Il B IJ] ocymectBusiercs B [IJIC ¢ ucnonap3oBaHuem
cpeacts OII.

7.2. ®opmupoBanue Il MokeT OBITH OCYIIECTBICHO TOJBKO Bramenbiem
cepTuduKaTa K042 MPOBEPKHU DJIEKTPOHHOW TMOAMKMCH, COOTBETCTBYIONMI Kitou Ol
KOTOPOTO JIEHCTBYET Ha MOMEHT ¢opmupoBanus JlI.

7.3. Ilpu popmupoBanuu III:

7.3.1. ¢ ucnonb3oBanuem ceppuca Il Ha 6aze «Kpunrtollpo DSS», ydactHuk
ANIEKTPOHHOTO B3aWMOJICUCTBUSA JIOJDKEH MOATBEPAUTH CBOE BOJIEU3BABICHUE Ha
noanucanve I/ ¢ uUcHoiab30BaHMEM  MOOWMJIBHOTO  MpuioxkeHus «Mopayib
ayrentTudurkanuu DSS Client g [TAK "Kpunrollpo DSS». Tlepen noarsepxkaeHueM
noajiexamuii noanucanuto D] MOKEH OBITh TMOJTHOCThIO OTOOPAKEH YYacTHUKY
AJIIEKTPOHHOTO B3aUMOJICUCTBUS B MHTepdeiice TOKYMEHTHOM CHUCTeMBbl, JH00 B
MoOuIbHOM mpunoxeHun «Moayns ayrentudukamuu DSS  Client nna  [TAK
«Kpuntollpo DSS».

7.3.2. ¢ wucnonws3zoBanuem ceprtudunupoBannoro D®Ch Poccum CK3U wu
OTUY)X/IAEMOr0 KJIIOYEBOrO0 HocuTens ¢ kiaodoM OII, Y4yacTHHK 3II€KTpOHHOTO
B3aUMO/ICUCTBUS JOJKEH NMPEIbIBUTH MUH-KOJ K KIIFOUEBOMY KOHTEUHEDY.

7.4. Jonyckaetcst nognucanue ogHoi D11 Heckonbkux 3] onHOBpeMEHHO (aKeT
JIOKYMEHTOB) B CIIy4ae TaKUX BO3MOKHOCTEH JOKYMEHTHOU CHCTEMBI.

7.5. 3J1 MoxeT uMeTh HEeCKOIbKO JII OT HECKOJIBKHUX Pa3Iu4HbIX YYaCTHUKOB
AIEKTPOHHOTO B3aWMOJICHCTBUSI.

7.6. Ilpu dopmupoBanun DIl B 3] ¢ NOMOIIBIO JTOKYMEHTHOH CHCTEMBI,
bukcupyetcs Bpems noanucanus gaHHoro D/ u undopmanus o cratyce Cepruduxara
(OCSP) Bnanensua ceprudukara kiiroya IpOBEPKH 3JIEKTPOHHON MOANUCH HA MOMEHT
noamucanuss D/, Ilpu sToM Qukcanusa BpemeHu nonanucanus ]I ocyuliecTBIsETCS
MOCPEACTBOM IMOIYUYEHHS] METKH 10BepeHHOTo BpemeHu (TSP).

7.7. Bpems, coxepraieecs B METKE JOBEPEHHOIO BPEMEHHM, IIOJYyYEHHOE IpHU
noanucanuu JI1 D/I, npusHaercs BpemeneM noanucanus /1.

7.8. Ilony4yeHHass MeTKa JOBEPEHHOTO BpEeMEHHM U HH(OpMamms O cTraryce
Ceptudukata YyacTHUKA JJIEKTPOHHOTO B3aMMOJICHCTBHUSA, a TaK)Ke WHBIC TaHHBIC,
HeoOXoauMbIe i ycTaHOBIeHUs1 craryca CepTudukara Ha MOMEHT moanucanus D]
OpyU €ro XpaHeHuHu, oO0paboTKe M Tepenaye JOJDKHBI OBbITh BKIIIOUEHBI B COCTaB
KpUINITOTpaduueckoro cooOIIeHUs] W MPECTaBIECHbl B COOTBETCTBUU C (HOpMaTOM,
yctanoBlieHHbIM RFC 5126 «CMS Advanced Electronic Signatures (CAdES)».

7.9. lHoaTreepxkaenue nommHHOCTH I B D/1 oCyIIECTBIISIETCS € UCTIOJIB30BAHUEM
cepsuca 1o mpoepke CeprudukaroB «Kpunrollpo SVSy», unrerpupyemoii ¢ [1JIC u/mm
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C WCIIOJIb30BAHUEM €JIMHOM CUCTEMbI UACHTU(PUKALMU U ayTeHTHUpHUKauu Poccuiickoit
denepaunm.

8. YciioBUSI PAaBHO3HAYHOCTH JJICKTPOHHOIO [I0KYMEHTA, MNOJNMUCAHHOIO
KBAIM(PUUMPOBAHHOM JJIEKTPOHHOM NOANMCHIO, [JOKYMEHTY Ha OyMasKHOM
HOCHTEJIe, MOANMCAHHOMY COOCTBEHHOPYYHOM MOJANMHUCHIO

8.1. Undopmaruisi B 3JIeKTpOHHON ¢opme, MoAnUcaHHas KBAIU(DUIIMPOBAHHON
OIl, mnpusnaercs )], paBHO3HAYHBIM JOKYMEHTY Ha OyMa)XHOM HOCHTEIE,
MOANMMCAHHOMY COOCTBEHHOPYYHOH TOJMUCHIO, U MOXXET MPUMEHSATHCS B JHOOBIX
MIPABOOTHOIIEHUAX B COOTBETCTBUM C 3akoHOAaTenbcTBOM Poccuiickon depepauuu,
KpoMme citydasi, eciu (heiepaibHbIMA 3aKOHAMH WM MPUHUMAEMBIMA B COOTBETCTBHH C
HUMHU HOPMATHBHBIMH TIPABOBBIMH aKTAMHU YCTAHOBJICHO TpeOOBaHUE 0 HEOOXOIMMOCTH
COCTaBJICHUS JIOKYMEHTA UCKITFOYUTEIIEHO Ha OYMa)KHOM HOCHTETIE.

8.2. JlocToBepHOil nHGOpMAaIIHE 0 MOMEHTE noanucanus DJI nmpu3HaeTcst Bpems,
cojeprKallleecss B JOBEPEHHOM METKE BPEMEHHM, MOJYYEHHOE Npu noanucanuu I/ c
UCIIOJIb30BaHuEM NpuMeHsieMoro cpencrsa J11, uaterpupyemoro ¢ [1J1C.

9. Ilopsinok pa3pemieHust KOH(QJIMKTHBIX CHUTyalMid, CBA3AHHBIX C
NPUMEHEHHEM JJIEKTPOHHOM MOAMUCH

Pa3pelienre KOH(IUKTHBIX CHUTYallMil OCYIIECTBISIETCSS B COOTBETCTBUHU C
Pernamentom VY1I.

10. HopmaTuBHbBIE CCHLIKH

@enepanbubiii 3akoH oT 27 wuions 2006 1. Nel49-®3 «O6 wundopmamu,
WH(OPMAITMOHHBIX TEXHOJIOTHUSAX U O 3aIUTe HHHOPMAITUNY,

®enepanbhblii 3akoH Poccuiickoit deneparuu ot 6 ampenst 2011 1. Ne 63-03 «O06
AIIEKTPOHHOMN MOJMUCH.

[Tpuka3z ®Cb PO ot 27 nexadbps 2011 r. Ne 796 «O0 yrBepxkaeHuu TpeboBaHUM K
cpencTBaM BJEKTPOHHOW mnonanucu u TpeboBaHUM K CpEACTBAM YJIOCTOBEPSIIOIIETO
LEHTpay.

[Ipuka3z MuHucTepCcTBa CBSI3M U MAacCOBbIX KOMMYHHKaiuii PD ot 23 HOs0ps
2011 1. Ne 320 «O6 akkpeauTaluu ya0CTOBEPSIOIINX LIEHTPOBY.



